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Semantic-Aware and Attention Mechanism Based Spam Detection Approach
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Abstract: Comment spams pose a significant threat to the reputation of eccommerce platforms. Existing
methods based on graph neural networks for detecting spam comments face issues such as data sparsity,
complex node relationships, and incomplete characterizations, which affect the detection performance. To
address these problems, this paper proposes a graph neural network-based spam detection method, named
GNNSD. The proposed method introduces a semanticcaware node enhancement mechanism to generate
semantically relevant neighbors for minority class nodes to alleviate the performance decline caused by class
imbalance and insufficient features. Further, GNNSD employs multi-head relation-aware attention and
semanticrelation dual attention mechanisms to comprehensively capture the interaction patterns and
fine-grained dependency features between nodes, and adopts cross-layer residual connection and contrastive
learning strategies to enhance feature reuse and increase the discriminative power of node embeddings.
Experiments are conducted on benchmark datasets, and the results show that GNNSD outperforms
existing mainstream methods in terms of AUC, MicroF,, and Macro-F, metrics, achieves better
detection performance in the case of class imbalance, and has a good potential in the field of spam detection.
Highlights:

1. A semanticaware node augumentation mechanism is designed to enhance the feature expression
capabilities of minority category nodes, providing a new solution to the class imbalance problem in spam
detection.

2. The combination of a multi-head relationship-aware attention mechanism and a semantic-relation
attention mechanism enables fine-grained modeling of the complex interaction relationships among
comments, users, and products, which comprehensively captures the multi-dimensional heterogeneous
information in the e-commerce comment system and significantly improves the detection performance.
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Fig.1 Framework for spam detection method based on graph neural network
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AUC : i HEAR A X 53 AN R 2 51 B8 7, B AN 52 28 500 43 A1 52 0, vy MR N 43 531 28 7 TE AR AR 67 B
AAECE , rank, RN H i IEFEARHEA
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2

rank; —
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AUC =

3 positiveClass F7n b v 0 R FIB R FEALE
Micro-F, : ¥4 T 43 28 5] B R AR Ol B A3 {8, 38 5 VP Al 288 00 - A 54l 1 & AR P B, b Pre
il Recall 73 51 227 W B 22 F0 49 [m] %
2 X Pre X Recall

Micro-F, = .
Pre + Recall
Macro-F, : Xf AN S Sl T35 F ) WOV 249, O /0 B TE PP AL vh 45 31 8] 45 J 00, b S iy 26 5118
&t Pre, il Recall, 52 31367 565 ¢ A2 ) b (ORS00 44 Il 56
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S &4 Pre, + Recall,
G-mean: 3 28 57 2% 288 51 0 58 00 JUAR] P 22 (8, 4 S0l DG T B AL AE DB B R B, o Accuracy,

TR I AR

(25)

M X N

(27)

S

G-mean =

S
| | Accuracy; (28)
i=1
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TextCNN g — il 3 T 45 Al 28 0 4% 114 SCAS 43 2K 8 3 2o 3 R0 Mt £ 352 1 42 BRSO J8) TR AR AT
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LAY 3 ] RO PR HR 4 A B

CARE-GNN™ G| AR5 1K B E A58 Ak 27 o 06 Ak 11 40 F 0 35 30 s, 386 3 17 %ok Ph 25 B VR 25 1 4G
TBE A1, & — B % 1 A VRS I 358 T4 174 [ 28 0 8%

PC-GNN 5 Jb A 285 -4 51 08 14T 8 % AL ) 2% A 208 S Y- A4 I 0, 98 o 1 /0 B K VE 40 8 0
2 ) PR TR DU A R

GLORIA MM & —Fifr 35 7 [ 345 BRI 2% (4 B PP R 0 32 o B2 R S ) TR 8 — 3 R e o R
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IN-GED"* [7 #f: S — o 35 T 181 4 B R0 45 014 57 30 S48 K I 7 32, 6 a2 3o SR e oy 3 B 4 1 451 ok fif 3
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3.2 MEETEMEXE

P VHEGAR T ASCHE ) 7 i R e T S R B XS L iR AT T X A BT . DR R RESR
GNNSD 7 WA BOE 46 109 45 T PE o 36 A L33 R B 3y ik g o LA Yelp-Hotel 4% 4 49 , GNNSD (1)
AUC .Micro-F, .Macro-F, #1 G-mean 43 %35 %] 0.921 9.0.906 8.0.753 3#10.734 3., 5 £ ELF 13 F
T U7 3 EUPHORIA M Ee , 20 B4R TH T 6.28 % 4.71% . 11.8% F112.25% , £ Z K £ T GNNSD fi
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Table 1 Performance of the proposed model and comparison models

g Yelp-Hotel Yelp-Restaurant
AUC Micro-F, Macro-F, G-mean AUC Micro-F, Macro-F, G-mean
TextCNN 0.5345 0.8658 0.534 6 0.2318 0.5872  0.7617 0.595 3 0.490 9
ALBERT-BILSTM 0.5703  0.8708 0.5890  0.3974 0.6427  0.7997 0.663 7 0.566 2
EUPHORIA 0.8591 0.8597 0.6353 0.5118 0.9085  0.900 3 0.7178  0.644 1
GraphSAGE 0.8103  0.7931 0.668 1 0.7410 0.8370 0.8181 0.679 7 0.782°3
CARE-GNN 0.840 8 0.762 5 0.6618 0.7778 0.8779 0.786 5 0.666 1 0.816 9
PC-GNN 0.8616  0.8052 0.683 1 0.756 6 0.8893  0.8608 0.7157 0.809 9
GLORIA 0.8876  0.8682 0.747 3 0.7426 0.9258  0.896 2 0.7623  0.8342
IN-GFD 0.9012 0.8893 0.7529 0.7475 0.9481 0.9138 0.852'1 0.8399
GNNSD 0.9219 0.906 8 0.753 3 0.7343  0.9630 0.9419 0.8615 0.859 5

HE— 25 b, 43 BT AS ) P Bl 28 I 45 7 0k (0 AR I 22 5, T A R BT S5 o e A A R A VRS B T
EREE, 5FEWE I % GraphSAGE Mt , CARE-GNN ,PC-GNN Hil GLORIA 78 5 ¥ & | %t 1 4%
JE 1 408 J5 B R G ZR BN AL L 38 43 R T AS () 28 0 4 50R OG R (9 REAE A5 A 00 P A B I e
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XA Z2 A0 A 6T B2 2T 5k R A 0 5 R S I A S A TR Y 1 v AR R

7 BLAE 1Y & AH E Yelp-Restaurant 5085 45 , BT A B8 7E Yelp-Hotel 84 4 b 19 PERE 45 T F % .
XS 2l Yelp-Restaurant X N7 (9 5 A4 B 76 5 080 FI 28 A0 A0S0 in &, A R T2 98 5 24 1Y 58 BB
2, 17 Yelp-Hotel 5 A4 P T AF X 8 50, B = — 264 40 51 07 9 25 #9 FR AE o B 40 it , GNNSD 7
Yelp-Hotel I 9 R B H AL T @ 29 3%, 2 8 T HAEM B & & T Wy ik e bk A s .
3.3 HRtXI

R VA GNNSD 25 4> G B 20 144 X BB PR RE (0 52 e, B it 1 — 2T Rl S 56 o 3l 3 i — 8 R B0 oA
HOR R E R F 8 T LR 4 AL AR (K . (1) w/0 NA (without Node augmentation ) 3 7~ £ BR 17 45 B9
IR S 5 (2)w/o RHA (without Relation-aware multi-head attention) 27~ # [ 22 3k 56 & 80 7 2 T HL
#15 (3)w/0 DASE (without Dual attention for semantics and relations ) & 7 # 5 15 YR 5 56 2811 W
W I HLH ; (4)w/o CL(without Contrastive learning ) % 75 B2 [ %) Fb 2 > B

i X S R 5 GNNSD i MERE 25 5, il LA e B B S A i o ik . 2% 2 o T 76 W5 A 55l 4
R RS A A . AT LUE Hh, GNNSD 78 R Z 80 A 8 br 13 80S T s bR B, 10Uk 7R &
PRI RO . AR M, 22 3k OC FR BN B ) R -0 F OB TE TR 7 A9 B8 R X A5 A M B B e A oA
U IR AE X S 0 B AR RE ) U I FE A5, W AUC \Macro-F, fil Grmean I . L Yelp-Restaurant
I, w/o RHA fff AUC Macro F, Al G-mean 73 5l & & 1 3% .7.86 5 F17.21% , w/0 DASE Y [ i 11 1k
2.29%.5.3% F16.7% o X RUIHIE A B P 2 2 RER T SO R A B R RS Y AR X S 45
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Table 2 Contributions of each component to the performance of GNNSD

o Yelp-Hotel Yelp-Restaurant
AUC Micro-F, Macro-F, G-mean AUC Micro-F, Macro-F, G-mean
w/o NA 0.9146  0.8837 0.7275  0.6648 0.9442  0.9347 0.829 5 0.828 5
w/o RHA 0.8829  0.896 5 0.697 7 0.6273 09330 09121 0.782 9 0.787 4
w/o DASE 0.8948  0.8837 0.709 6 0.6995 09401  0.927 2 0.808 5 0.792 5
w/o CL 0.9015  0.8939 0.696 3 0.6323 0.9529  0.9455 0.850 6 0.823 2
GNNSD 0.9219  0.906 8 0.753 3 0.7343 09630  0.9419 0.8615 0.859 5

7 ERCH B 5 RN B 2 2T B BT RORE T S E R B — 0 R R . R R AR BT /N Y
Yelp-Hotel 8045 4 I, w/o NS ) Macro-F, .G-mean Ft GNNSD 43 %] F & T 2.58% .6.95% ,w/o CL I F
W& T 5.7% F110.2% 5 1M 76 5038 AL K A9 Yelp-Restaurant 505 4E I, NA FI CL 4 5T Bk A XS 8/ . 24 ]
1 AR I A2 2 B B AR I, NA R C L A) DAAE — 8 B8 B b o A 55080 s i P | 3 e ol A 2 280010 7 e Ay 3
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