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Abstract: Generating realistic network traffic for digital twin systems is difficult because traffic packets
exhibit temporal dependence, periodic variation, and scenario-driven uncertainty. To address this problem,
this paper proposes FlowDiff, a diffusion-based packet generation algorithm, and TDGM, a temporal
diffusion generation model. FlowDiff formulates packet generation as a conditioned reverse-diffusion
process that progressively denoises latent traffic features. TDGM integrates temporal-aware embedding,
periodic features, convolutional neural network (CNN) and Transformer modules, and cross-attention to
capture local, global, and long-range traffic patterns. Experiments on real network traffic datasets show
that the generated samples are close to real traffic in MSE, KL divergence, FID, and statistical features,
demonstrating the effectiveness of the method for digital twin network simulation.

Highlights:

1. A large-scale network traffic packet generation algorithm, FlowDiff, is proposed for digital twin
scenarios. It formulates packet generation as a reverse-diffusion process conditioned on temporal
characteristics and external network scenarios, thereby generating traffic samples closer to real network
behavior.

2. A temporal diffusion generation model (TDGM) is developed by introducing temporal-aware feature
embedding and Fourier-based periodic feature modeling, enabling the model to capture short-term
dependence, long-term trends, and periodic fluctuations in network traffic.

3. A hybrid generative architecture is designed by integrating latent-space compression, local feature
extraction, and global context modeling. The combination of VAE, UNet/CNN, Transformer, and cross-
attention improves feature representation and conditional generation capability for complex traffic data.

4. Experiments on the real MAWI network traffic dataset evaluate the proposed method using MSE, KL
divergence, FID, and statistical feature distance, together with comparison.
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3 XBOM
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(4 X 48 2 105 22 J2 40 BIAR BUI A 15 07 22, VAE 2B 100 5 1 1 2 2E A7 M 7 38 2, i il R B0 B N
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PRCIBE B ¥ T R 22 (MSE) 5 KL #UE 41 &, 7F UNet i b i AN 1, 4, 16, 16 JA94#AFEE, UNet ¥
AR S 51, 5 SR AR —5(1, 4, 16, 16]. 3@ad 1 000>} 8] 45 (4 B HLEE £ , %I04 v 1F
AR LIRS Hoal B2, JF 38 i UNet 2 M w [R5 40 8 2 1 000, YIZRAE IR R /NI & oy 4, U 2R e 5K
WHE R 200, % 2 B E N 2e— 5, LAL AR E R AdamW |, 2 2 Faidi b R 71 W ZR PR IR 2 0.
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THAANC 5 I B T W 4% 19 e gl . R 1IN F1 MEREHENRERR
TER T 0 W48 5 B8R R 0 T e e Table 1 Traffic types of network traffic data
MAW LE 3 5 o0 0 45 3 B R AR 20 A S i R0 B I i e 2 A Bl pin 715 1)
VERE VR AR s R T O B E S B HTTP i 5T HTTP B 9 M 3 GET/POST
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Samplepoint-F : Samplepoint-F H 2006 4F- 7 H
L HIFdRIZAT, fustic s WIDETH 5 L ISP TCP ik
1R T B A o ORI R RO L

HFT TCPH I A EAEEH  3WETF.
WA EMAIRES B
TG 3% 1 1) 0 % i P 103

‘ H % a0 3 : [ 2006 4F % 2024 4E (45 H i UDP Ui b S LA AL i
BHgR. o, HT R ARG Pingiiik 5
(DA EIC 3 #2007 4F 1 H 48 h ICMP i 5t SEAZ 61 Ping H 1 Wi

Ui L2008 4 3 H W 72 hiii & LA I 2024 4F 6 A 11
24 hifi 4%

(2)5EHE T . HEHE T 2007 4F 100 Mb/s T+ % 1 Gb/s;

(3)7E 2016 42 4 T 150 Mb/s Y 7K i 32 A 3 R (CAR)

(4)20234: 7 4 ,WIDE Wi H 7 BBIX JFURia 47, 47 1 R AE £0F (19 3 &2 2 55 Y 1

TR R R Ui 2 R A RS T T A% b i AR A R ) R TE B B TR I 2% S R T R SR
ST, M BRI AT N B SR T SRR, AN, [ 2013 4F LIK SR FE AR & USCANT Ji
H X4 5K TPv4 itk 25 8] A9 2800 1 ICMP i 4t
3.3 EMAE

R T A VEAL A R TR A X 4% 3 AR BUATE 55 RSO BT T — B SR A MR I 5 vk | BT A s
MPEAN I FE QN 5 T, 40 3 L TR . 1 A A KL #0880 2E iU & 5 5 S0 A I AL R 0 A
25 5 o KL HICRE 8 3o 46 o 0 2 AL 30 40 A R — Bvk | B AL 1 X A i i B SR D 20 VA o % A
AR T AR U S A A R S ) b 3 25 L B S SR e AR AE 8 5 FID (Frechet inception
distance ) ¥ — 25 VP4l AR BUSCR o GETTRAAIE LU ASEE L T WP 360 R/ Ty 2 RO A5 DG BH AL 1 KRR, B T
VAR AR U B S B B R LA g B B AL 2 AR AR A P SR TR A O B R S A
i — B FEARRAE O AR R S I T B S ) AL R T B . FID U U RE A8 B2 O B 1 i B AR, 40
Br 2B I 5 S o R R AR 2 R P R AR o FEIZ AR B, UNet 9 UITZ5R43 o0 B 26 B B 5 0F 201 25
B B« 0 25 5 T R R R RS | 22 A %) X 6% It o 50 27 > 38 RRE SR MBE J) , R R AT 55 4R kAR

( R R )
() onesnm } (s s
Hzmwﬁthwmﬁ E
i[ wmQQW% E

5 A REE AT AN iR

Fig.5 Evaluation process for generated results
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S Lreal,i — Lgen,i
D_\/zwi(l*g') (8)

i=1 Lreal, i

o FID B2 AR i O 1 5 S U 4 0 8 BRI 2 5, LT3R 20 50k
FID(z, 2,)= | p,—pl i+ (2, +2,—2(%.2,)") (9)
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Table 2 Data preprocessing and feature extraction
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8 2% 3 B B 10 IR PP 45 TP s ik S5 45 i
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AR A R0 ANy G4 GBI, gy g OV SHIRIIE g
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3.5 ZBWERENW
X A B R A ) 4% 3 A AT 55 rP B R B BEAT DA 2 A R TR AR AN ] 216 T R I Y 3 A
MERRTE . SCUR AR R TR T 20T, A OB B 7 R 15 SR B e v S8R
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Table 3 Distribution of network traffic sample quantities
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I ==

FEA

~ 30 250 621 104 308 21 22 53
W

BERPEAN i A i KB LU T — R PPN R A5

(1) MSE: JH 7 i 8 25 80 15 J5Uh B8 =2 180 9 249 07 2 22, BB /DN | 373 2R ORI 15 it o 24
2T .

(2) KL HOEE < T4 4k A RO 5 LS00 0 A 22 ) 09 22 5, BO(ED /DN, 27 A B AR 1) 2 A ol 4

(3) FID: 32 2 i A B 15 i 3008 70 0 A 2 1) ) 2 A 2 S, SR/ DU 3 7 A o) 8000 o
o

I [ A= il 9 3L B A1 55 R O k23 A B FE, T 6 B, P P RO 138 TDGM A il R,
B 2 FoR IR B A R o NIRRT DUFR Y A R Y 7 K 22 B2 0l 9 MISE KL BB | #8 3 B i
R A R 22, 32 B A BRI 55 D s A (B 0 A L A RHRLBE 5 w5 o R i) 3, TPv4 A9 KL HORE A FID dt
I, 50 BA A 0 R0 v, A e R B 6 B i 4 412 31 D IR 9 R A 0 A

=M1(MSE) = M2(MSE) ==F1(FID) ==F2(FID)
=KI1(KL) =K2(KL) 110*
)
) =
§10" 110° of
g )
= -1
> p =
10 3
e g«b«‘ B e b(oo A,oO‘; xw" T
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Fig.6 Divergence diagram of MSE, FID and KL
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Fig.7 Radar chart of different Ethernet protocols
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Fig.8 Comparative analysis of Diffusion and GAN models
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