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Abstract: This paper addresses the dual challenge of security and robustness in collaborative decision-
making for multi-UAV systems operating in dynamic and adversarial environments, where traditional
approaches that decouple safety mechanisms from control policies often fail under anomalies. To this end,
we propose adaptive security control with adversarial-resilient endogenous strategy (ASC-ARES), a novel
framework grounded in “security by design” and “security left shift” principles that systematically embeds
multi-layer constraints, including biconnected topology control, physical collision avoidance, and energy
management, into deep reinforcement learning via structured state modeling and reward shaping.
Methodologically, ASC-ARES extends the deep deterministic policy gradient (DDPG) algorithm to
handle hybrid action spaces through a dual-head policy network for joint optimization of three-dimensional
continuous attitude and discrete yaw actions. It further integrates a centroid-guided biconnectivity control
algorithm to enable proactive network connectivity awareness and constructs a mean opinion score (MOS)-
driven multi-objective adaptive reward mechanism to synergistically optimize quality of experience (QoE),
network resilience, safety, and energy efficiency. Experimental results demonstrate that ASC-ARES
achieves superior convergence and stability, maintaining an MOS fluctuation rate of only 0.36% and a
biconnectivity success rate of 99.98%. Under fast gradient sign method (FGSM) , projected gradient
descent (PGD) , and strong noise interference (e =2.0) , the system exhibits exceptional topology
reconstruction and state recovery capabilities, with an average performance restoration rate exceeding 80 %
after interference removal. Ablation studies confirm that the topology control module improves service
quality by 59% , while the repulsion mechanism reduces collision risk by 85%. These findings establish
ASC-ARES as an effective paradigm for achieving integrated performance-security co-optimization in
resource-constrained multi-agent systems.

Highlights:

1. ASC-ARES: A security-by-design framework that endogenously embeds topology, collision, and
energy constraints into deep reinforcement learning for multi-UAV coordination.

2. Integration of centroid-guided biconnected topology control with hybrid-action deep deterministic policy
gradient (DDPG) enables joint optimization of connectivity, safety, and energy efficiency.

3. Achieves 99.98% network biconnectivity and only 0.36 % mean opinion score (MOS) fluctuation under
dynamic operational conditions.

4. Demonstrates over 80% recovery in system performance after fast gradient sign method (FGSM) and
projected gradient descent (PGD) attacks, with ablation studies confirming an 85% reduction in collision
risk.
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O8] 2% ALY < 5% I 00 2% LAY (1 00 4% b 52 e F 312 28 (256 — 128 — 64 ), 3¢ W 0 £6% iy 1y 6 % 20 4 249 1 5 o 2 (%
iR TR ) | B MERE R A A o AN (E P RS V (s )

WHEHBE TR y=3X 10", B R ey, = 0.2, MIERBIR K Z B e, = 0.5, W IE WML R B e, = 0.01,]
AT BHA = 0.95, BH R H K = 4, /Mt K/ 32, [0 4 4512 048.
A4 BER-FRREERE

o 2% ZL G < 3R ) 4% i 1 37 282 Sl VR P4 0E 5 6 BRObR o 2% L S B P 2% ( Q. Q) SR T XL Q A i /b v Al s 2% L H
BB 4 F T TD H AR .

I B BB M 2824 3] %, = 3 X 107 IME M 482 3] % o =3 X 107 IRE S a = 0.2([F &) , B hiHi
H g = —dim (A ), H AR R 46 5351 2 50 0= 0.005, 7 K/ 256, 256 [ i 758 7 10°,
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A5 ER-TIRFEXME

I 2% B0 HA < 5 W D) 2% (256 — 128 — 64 ) iy 14 2l 1 4E 28 43 Aii , v {H ) 4% (256 > 128 — 64 — 1) i 1 AR &N 1H
V(s), RATHREA(s, a)=Q(s,a)— V(s)

I 2 A8 2 B0 W IO 246 2% 3 %6, = 1077, (B I 26 2% 2 3% o = 10, Ir 4 R F y = 0.99, JE 4 50 Il il (FE £k 2
1) EA TR RN SR
A6 REQNMBEZXERE

Do £ B0 H4 - Q W 2% (256 — 128 — 64 )iy tH B U8 VR 2 (BT 1) QL shVE 45 Al B Akl 27 iR AL & (B S ah R i
AR5y 3 BB E 343 T00) .

B SE T =10 IE T y =099, WIIH IR FE K e, = 1.0, AR H ¢, = 0.01, W R 2 4L
10000, 28 53 i 25 4 10°, it K/ 64, HAR M2 BUHM % C = 1005,
AT BREHGE—RE

JIT A B3k SR FRAHT TR A 22 il el B30 (2R (12) ) : MOS 3 BEUE w,, € { 240, 400, 480 YR P BE X [R] ) , P BE 42 T
RNl R, €120, 50 1, Fa 78 M il R = 25, X 8] 4E 45 K i R i €110, 20, 30 }, 40 $1 3% 38 P 2 il R € {100, +
100}, li 48 M 8F 78 5 R, =—>50, % & 249 ¥ 48 5] R, = —50, fE & I #E AL & w,.=0.0001. EMA F 3t & ¥
Qe = 0.05, -1 2L JRIALH 0.1,
A.8 IHRMEEFEESH

BE B AN T B0 . 5T 2 GO 0B 20 A2 BT HR A F 50 = int (1), & WL B TR F it s, =50 + 00 PO BAE
B?ﬁﬁrflﬁﬂﬁfquﬁ,K*meansﬁéjé%ﬁﬁﬁmﬁ?—(uﬁﬂ107/@)?.1%&%@@5
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