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Blind Detection Resistant Steganographic Algorithm for

Images Based on Quincunx Sampling Lifting Scheme

Tao Ran, Zhang Tao, Ping Xijian

(Institute of Information Engineering, PLA Information Engineering University, Zhengzhou, 450002, China)

Abstract: Based on analysis of the principles of blind detection techniques, a data hiding algo-
rithm by modifying morphological wavelet high frequency coefficients is proposed. The quin-
cunx sampling lifting scheme is used for image decomposition. Then the subband coefficients
above a certain threshold are chosen for data embedding, and the embedding information table
is built for amending algorithm. Moreover, the histogram adjustment strategy is introduced at
the location of threshold coefficients to preserve the histogram of wavelet coefficients. Since
most blind detection algorithms select classifying features according to the differences of statis-
tical distributions between cover and stego images, the proposed method can resist the attack of
blind detection techniques. Experimental results show that the proposed method outperforms
previous steganographic methods, such as least significant bit (ILSB) matching and pixel-value

differencing in the capability of resisting current typical universal blind detecting methods.

Key words: steganography; universal blind detection; morphological wavelet; quincunx sam-
pling; lifting scheme
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AUC TP_-E FP_80 FP_50

bpp Bk
PVD 0.557 0.551 0.724 0.405
PVDM 0.559 0.550 0.721 0.403
LSBM 0.679 0.603 0.512 0.314
0.35 LSBMR  0.635 0.563 0.557 0.375
AELSB  0.508 0.505 0.786 0.490
LSBMHCR 0.657 0.631 0.670 0.203
AP 0.524 0.514 0.769  0.472
PVD 0.546 0.538 0.737 0.427
PVDM 0.554 0.548 0.718 0.411
LSBM 0.639 0.569 0.551 0.369
0.28 LSBMR  0.607 0.545 0.575 0.419
AELSB  0.505 0.503 0.792 0.493
LSBMHCR 0.638 0.612 0.700 0.232
AP 0.522 0.505  0.771  0.485
PVD 0.529 0.525 0.761 0.471
PVDM 0.525 0.519 0.772 0.463
LSBM 0.529 0.521 0.765 0.457
0.175  LSBMR  0.528 0.526 0.649 0.452
AELSB  0.503 0.502 0.795 0.496
LSBMHCR 0.591 0.577 0.741 0.324
AP 0.512 0.495  0.789  0.490

11 9 i A B A R P B 3 T 3R
0. 35 bpp W6 WAM J@ FI 5 4 I 33 7 iy ROC
il £% .

MBR/, KA .
AUC TP E FP 80 FP 50

bpp Bk
PVD 0.652 0.339 0.703 0.040
PVDM 0.623 0.296 0.763 0.106
LSBM 0.716 0.947 0.533 0.384
0.35 LSBMR  0.673 0.840 0.609 0.440
AELSB  0.515 0.415 0.929 0.510
LSBMHCR 0.737 0.815 0.498 0.352
A 0.504 0.376 0.902  0.553
PVD 0.727 0.519 0.506 0.129
PVDM 0.627 0.505 0.721 0.157
LSBM 0.712 0.886 0.512 0.451
0.28 LSBMR  0.671 0.934 0.664 0.450
AELSB  0.514 0.600 0.887 0.524
LSBMHCR 0.688 0.676 0.612 0.498
ACH P 0.503  0.358 0.915 0.582
PVD 0.647 0.598 0.691 0.159
PVDM 0.646 0.454 0.701 0.161
LSBM 0.658 0.765 0.496 0.369
0.175 LSBMR  0.629 0.823 0.689 0.457
AELSB  0.506 0.589 0.953 0.537
LSBMHCR 0.647 0.658 0.707 0.601
ASCHFE: 0.501 0.314 0.936  0.591

SCHG 45 R AR W] A SCR R X WAM A5 %
HRPCPELF T H AR W] LA B O HR BT RE )

12 AFEFHI 5254 0. 35 bpp 24 T 3CHL9 ]
T XA FR AT TR ROC #2327 9 A
[ 57 283N 9 SCRR L9 10715 B9 70 JEPERE A9 HLARE AR

A SCRAS Shi 7 i HR B RE S s T
B 3 1 T Shi (9 77 2 B B R HEAT T
U4 LA e G 0 A B o AR SOk I IR BT RICR
AL T HABSE I AKIRBEARAT — & HHRITRE ST .



H2 W R, Sk DI R SR AR 4 T R A A I R B Bk 187

R ol
=
& — LSBM
---LSBMR
- PVD
-- PVDM
—— AELSB
) . -~ LSBMHCR
0 10 20 30 40 50 60 70 80 90 100

R %

El 12 NRCS FE B AT E T 22 ROC 4k

*£7 FENRCSERBRELHNREHRN MR
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AUC TP_E FP 80 FP_50

bpp Bk
PVD 0.998 0.985 0.002 0.001
PVDM 0.997 0.985 0.002 0.001
LLSBM 0.957 0.902 0.048 0.017
0.35 LSBMR  0.922 0.855 0.110 0.037
AELSB  0.735 0.680 0.476 0.173
LSBMHCR 0.945 0.893 0.059 0.017
AP 0.613 0.588  0.655 0.335
PVD 0.997 0.984 0.002 0.001
PVDM 0.996 0.982 0.003 0.001
LSBM 0.928 0.864 0.093 0.031
0.28 LSBMR  0.882 0.810 0.180 0.059
AELSB  0.702 0.654 0.530 0.216
LSBMHCR 0.911 0.851 0.111 0.032
AXTEE 0.610 0.581 0.670 0.345
PVD 0.997 0.982 0.002 0.001
PVDM 0.995 0.981 0.003 0.002
LSBM 0.886 0.805 0.179 0.060
0.175 LSBMR  0.789 0.724 0.360 0.132
AELSB  0.639 0.608 0.636 0.294
LSBMHCR 0.778 0.721 0.377 0.125
ASCHFP: 0.600 0.575  0.675  0.369
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