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Fig.1 Generation framework of DE-TEG
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T BAEA SR TR Bt R RS R B AE 2 DN EAR AR 9 AN R 7 B B kA7 DA
BRI FE ImageNet ZHREEF GTSRB $i#i4E, ImageNet B 75 & ZHEALIIEIEHEA, &
g 1000 MR EE, SEGEERT 100 /75K, GBS 28 B st st N B 4
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ResNet101.ResNet152.DenseNet121. DenseNet169.VGG13.VGG16.VGG19 1 MobileNetV2.
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Ubuntu22.04, Python fiiA K 3.9.15, T PyTorch 1.11.0 55 CUDA 11.3. H ¥Rt 24
WE BN 500 WK, SRR AR AL AL 4 SR TR AL, 43708 ResNetl52.
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N T AEA SR IER A SR fE 7T, W AE 5 FANFEN SR T, Rk 4 MR
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Table 1 Attack success rates (%) of adversarial patches from different methods in white-box scenarios

iR H Fp ey DorPatch AdvPatch AdvTexture LOVAN DE-TEG
ResNet50 99.36 94.59 98.47 97.10 99.47
ResNet152 98.26 94.12 94.58 94.01 98.91
ImageNet DenseNet121 98.15 94.03 94.27 93.95 98.83
VGGl6 98.52 94.37 95.11 94.89 99.18
MobileNetV2 97.85 95.70 96.14 95.83 99.52
ResNet50 99.28 95.11 98.62 97.35 99.51
ResNet152 98.31 94.45 94.79 94.26 98.97
GTSRB DenseNet121 98.20 94.18 94.43 94.10 98.89
VGGl6 98.60 94.52 95.27 95.05 99.23
MobileNetV2 97.92 95.85 96.29 95.98 99.57

M ImageNet £HE4EM GTSRB LRI SLI 45 HokE, FriefkiEia e 11y
T H AR Bt 1t e, HAERR 1S Bt D2 . 7£ ImageNet 2R 4L |, £ X ResNet50
R, FrieSLf) ASR A% 99.47%, W& T4 Hyk R RILHAM) DorPatch (99.36%),
FHET AdvPatch. AdvTexture. LOVAN 737l $2F+ T 4.88%+ 1.00%+2.37% - X T MobileNetV2,
FTHR L ASR 3% 5] 99.52%, #¢ DorPatch. AdvPatch. AdvTexture. LOVAN 23 532 T} 1.67%.
3.82%- 3.38%- 3.69%. {£ GTSRB $dli4E [, 4% VGG16 #7: At J77% ASR 4 99.23%,
¢ DorPatch 27+ 0.63%, # AdvPatch. AdvTexture. LOVAN 23 32T 4.71%- 3.96%- 4.18%.
R 1 PRSI SE a5, ASSCHTR 7 3AE A & BGE BT e WA 32k 7.

3.3 REWHM LR RER T

fEAGIEY, itk TR RE S, Nt BRSO TR AR B T
FERETT, S IAE S Rl AR BG4 SR AR e 4t BB S 0k I, 78 4 e AT 7 v 1)
METAE 1. HA BTV AE DenseNet121 B8 FAE et kb T, AR RO T 2R K 4
K 2 i, ¥R H T ResNet50. ResNetl01. DenseNetl69. VGG16. VGG19 TiffiAl
M E G RE ), SEIRZs Rk 2 Fiw.

%2 TR FEERINAA T ER SR TRHRINEME (%)

Table 2 Attack success rates (%) of adversarial patches from different methods in black-box scenarios

BAELE Wi Ik ResNet50 ResNet101 DenseNet169 VGG13 VGG19
DorPatch 45.16 35.08 46.40 47.93 41.52
AdvPatch 42.01 33.16 36.51 41.06 43.20
ImageNet AdvTexture 34.52 27.55 29.37 37.71 34.61
LOVAN 38.24 29.56 34.72 40.79 36.53
DE-TEG 4727 37.10 47.58 53.23 50.29
DorPatch 45.70 42.99 42.85 41.35 41.64
AdvPatch 45.66 43.21 4451 47.06 41.83
GTSRB AdvTexture 43.82 41.27 40.16 39.29 3941
LOVAN 40.24 33.79 41.72 44.03 44.52
DE-TEG 46.10 45.56 48.24 50.91 48.62

MR 2 HTal s, W HA 5 AN B AN, 5L TVEMIEL, A SCHTHE A AT R
B FRSGEE R RS R B . £ ImageNet HE4E L, A3 77E7E ResNet50 5
VGG16 A F 3 BIEE 47.27%F0 53.23% 0 B & Xt fh %, $8FMT DorPatch.
AdvPatch ZFE28777%, JUHAE VGG16 FSZH [t 5% PERETR . /£ GTSRB $dhi4E |,
Fir$e 77 75E1E DenseNet169 5 VGG16 1R F X IR 3 AliA F| 48.24%F1 50.91%, FHEL
T DorPatch 73 l#E Tt T 5.39%F1 3.85%, [FIFf{ER RN MobileNetV2 R+ T 48.62%
Bt IR . SR SEUe 4 LW, BV ST AN [F) B T 0 2 RS [R] 45460 R 29 SRR, AR S
B iEA e R L B ST e .
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Fig.2 Comparison of patch effects generated by DE-TEG, AdvPatch, AdvTexture, LOVAN and DorPatch on
DenseNet121

34 Gt REMKE

NISAIE DE-TEG AH E 528757 (JuH 2 DorPatch) [HEREFETH &1 HAT it 24 3, X
ImageNet 2 #i4E, ResNet50 faillas b1 B & BUd I % (ASR) #HT T HRCAT t ke, BAk4s
RUNZE 3 s

% 3 DE-TEG 0 DorPatch BYECYT t I HIIE
Table 3 Paired t-test data of DE-TEG and DorPatch
XS E | bedEE 95%CI t df X p
DE-TEG-DorPatch 1.894 1.178 | [0.430,3.357] | 3.594 4 0.023

KRB FEA t A50 HE: DE-TEG 5328777k DorPatch [ HMEREZE R . 45 R BN,
DE-TEG KPP Hads il % &2 5T DorPatch, YMEHZEN 1.894%, 95% B {5 X 1] N[0.430%,
3.357%], t(4)=3.594, p=0.023<0.05. X ULHAARTERIERRIRI HEAEBENLIE S, TR BA
Guit R iR e Tt

3.5 JHEhsCIE

JUREHE AL TR SR R 5 A% O B R IR ST DT Rk S SBR[ (R B R, A SO T — RS
THRALSEEG . SIS DUAR 51 NH N 22 FF 1 SRS 5 e A AR A B B R 2R Al 7 %844 Baseline, 18
BB IO (1 N2 R BN ZFE SRR, 2 9 iR B, e 400
b AR Rl G T7 R R ST B B PERE, B0 UE S BN SR T T R 1 AR ) S PR DTk . SRES
T ImageNet Zi4E 42, DL ResNet50. ResNetl01. DenseNet169. VGG13. VGG19 NE &G
i BAR, 2OV TRFR BT O # ASR, SREREE UK 4 Bk

F 4 ANFEBHR AL (%)

Table 4 Ablation experiment results for different modules (%)

Wi i ResNet50 ResNet101 DenseNet169 VGGI13 VGGI19

Baseline 45.16 35.08 46.40 47.93 41.52
Baseline+1 45.93 36.25 46.81 49.11 44.63
Baselinet2 46.78 36.02 4732 50.98 46.14

DE-TEG 4727 37.10 47.58 53.23 50.29




MF 4 G550 5, 15 Baseline F5| NI AN Z AR J5, Frf BEAL I Bt 2
Yseika i t, idi VGG19 #% ASR M 41.52%42 7+ % 44.63%. X Baseline 5
Baseline+2 [FJSEI0 45 Rn %, SRR EE RIS SR YERE IR FHBE R 25, W VGG13 M
47.93%$ETFE 50.98%. XFLL Baseline Al DE-TEG, HH7E VGG13 #i%! | ASR M 47.93%7
FHE 53.23%. 2 BRI, AR TR SEEU STl IR W R, AR R T
ST HUREA I B EE L RE

4 GRIE

ASCHRH T — FHEE RS B 73 SRR R GURE AL B3 » DA oA GG SURE A L SR
FEAERE R EA R R ARAC KR SR8 PEAVEE S5 il L, Gt 5 i 2 ROBE A e (KN 22 REVE I 5
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B, BET S R PR A RIER R RE s I AME T S AR R B AR SR e AR 2 3 B AL
RLE RIS PURFAE, AT BT AP D e S . Jl e SEREh AR, ik
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A Transferable Adversarial Example Generation Method Based
on Input Diversity and Model Ensemble

XU He!?, ZHANG Heng', LI Peng!-**, ZHENG Wenlong'!, ZHU Feng'*
(1.School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023,China;
2.Institute of Network Security and Trusted Computing, Nanjing University of Posts and Telecommunications,

Nanjing 210023,China)

Abstract: Research on adversarial examples can unearth the robustness flaws of deep learning models, drive the

research, development and optimization of defense mechanisms, and thereby enhance the secure application
capability of image classification models in real-world scenarios. However, most existing adversarial example attack
methods suffer from weak black-box transferability and insufficient generalization of the generated adversarial
examples. To address the above issues, this paper proposes a transferable adversarial example generation method
named DE-TEG based on input diversity and model ensemble. First, an input diversity enhancement strategy with
multi-scale transformation is introduced, which expands the input distribution in the optimization process through
random scaling and adaptive padding/cropping operations. This enables adversarial examples to break away from
the dependence on specific image scales and positions, learn more generalized gradient information, and improve
their robustness to input transformations. Second, a model ensemble group composed of multiple heterogeneous
network architectures is constructed. By averaging and fusing the adversarial loss functions of multiple models,
adversarial examples are guided to learn cross-model universal adversarial features, thus enhancing their transfer
attack performance in black-box scenarios. Finally, a momentum optimization mechanism is incorporated into the
iterative optimization process. By accumulating the directional information of historical gradients to form
optimization inertia, it effectively stabilizes the direction of parameter update, accelerates the convergence process
on complex loss surfaces, and prevents the optimization process from falling into local optima. The experimental
results show that, compared with the baseline methods, DE-TEG improves the average success rate of transferable
attacks by approximately 3.16% on both datasets.

Highlights:

1. We design a heterogeneous model-aware module to reduce gradient variance via multi-model ensemble.
Experiments prove it enhances the transferability of adversarial patches. A momentum optimization mechanism is
also adopted to stabilize parameter updates, speed up convergence and avoid local optima.

2. We apply a transformation strategy with random scaling, adaptive padding and cropping. It improves the
adaptability and generalization of adversarial patches against scale and position changes, yielding more transferable
adversarial examples.

3. We conduct experiments on ImageNet and GTSRB using VGG, DenseNet, MobileNet and ResNet. Compared
with state-of-the-art methods, our approach achieves higher attack success rates and better black-box transferability.

Key words: image classification; adversarial examples; black-box attack; model ensemble
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