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Unsupervised Specific Emitter Identification Based on Directed
Graph Connectivity
YANG Ning” WANG Heng” ZHANG Bangning” DING Guoru® GUO Daoxing™”

(D(College of Communications and Engineering, Army Engineering University of PLA, Nanjing, 210000, China)
Abstract: Specific emitter identification (SEI) refers to the technique of distinguishing emitters by utilizing unique
and subtle features in received electromagnetic signals. Due to its powerful feature extraction ability, deep learning
has gradually become the main means of implementing SEI. However, in non-cooperative scenarios, labeled samples
generally cannot be obtained to train the neural network, and the number of emitters to be identified is unknown.
Therefore, this paper proposes an unsupervised SEI method based on directed graph connectivity without
specifying the number of emitters. Drawing inspiration from the idea of hierarchical clustering, the radio frequency
fingerprinting feature space is first divided into multiple sub-clusters based on local density, and the relationship
between feature vectors is mapped to a directed graph. Then, based on the connectivity of the directed graph, the
multiple subclusters are automatically merged to obtain the final identification result. The experimental results
show that under low signal-to-noise ratio conditions, the proposed method can accurately identify individual
emitters, and its identification performance is improved by 7.1%-53.1% compared to the benchmark algorithms.
Key words: Specific emitter identification; Unsupervised learning; Radio frequency fingerprinting; Directed graph;
Hierarchical clustering
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