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Fig.1 Flowchart of non-cooperative communication
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Research on Blind Recognition and Decoding Technology for Non-cooperative Com -

munications Based on Closed-Set Protocols

CHANG Yuhan, LI Xiaorong, ZHAO Hongfeng"
(The Fourth Institute of Telecommunications Science and Technology Co., Ltd, Xi’an 710061, China)

Abstract: Blind decoding is the core technique to recover the original data sequence without any prior
information in non-cooperative communication scenarios. However, the absence of prior information poses
severe challenges to blind decoding, making the integrated implementation of blind recognition of channel
coding scheme and blind decoding a critical and urgent problem to be solved in this field. In current wireless
communication systems, limited and fixed standard protocols are widely adopted, and specific protocols
have a strong binding relationship with their corresponding channel coding schemes. Therefore, the coding
scheme adopted by the communication system can be inferred through the blind recognition of the
communication protocol. To address the above challenges, this paper proposes a novel hybrid deep learning
network model, and constructs an integrated solution for blind recognition of channel coding and blind
decoding. Numerical experimental results demonstrate that, under low signal-to-noise ratio regimes, the
proposed model achieves higher recognition accuracy of channel coding and stronger anti-noise robustness
compared with conventional schemes. This work provides a new technical approach for the research of
blind decoding technology, and also supplies theoretical and experimental support for engineering
applications in the field of information countermeasures.

Highlights:

1. This paper proposes an integrated framework for blind recognition and decoding that unifies parameter
estimation, coding scheme identification and channel decoding, addressing the problem of information loss
and procedural disconnection in non-cooperative communications.

2. A novel TCN-BiGRU-attention hybrid deep learning model is constructed, which enhances coding
scheme identification accuracy and noise robustness under low signal-to-noise ratio conditions by effectively
capturing temporal features and focusing on key information.

3.The proposed framework successfully performs blind recognition of coding schemes for multiple closed-
set protocols, including IEEE 802.11/802.16, 5G NR, and Linkl6, and validates the feasibility of
integrated decoding based on recognition results.

Key words: channel encoding and decoding; blind decoding; deep learning; information countermeasures;

non-cooperative communications
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