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Unsupervised Specific Emitter Identification Method Based on Directed Graph

Connectivity

YANG Ning, WANG Heng, ZHANG Bangning, DING Guoru, GUO Daoxing
(College of Communications and Engineering, Army Engineering University of PLA, Nanjing 210007, China)

Abstract: Specific emitter identification (SEI) refers to the technique of distinguishing emitters by utilizing
unique and subtle features in received electromagnetic signals. Due to its powerful feature extraction
ability, deep learning has gradually become the main means of implementing SEI. However, in non-
cooperative scenarios, labeled samples generally cannot be obtained to train the neural network, and the
number of emitters to be identified is unknown. Therefore, this paper proposes an unsupervised SEI
method based on directed graph connectivity without specifying the number of emitters. Drawing inspiration
from the idea of hierarchical clustering, the radio frequency fingerprinting feature space is first divided into
multiple sub-clusters based on local density, and the relationship between feature vectors is mapped to a
directed graph. Then, based on the connectivity of the directed graph, the multiple subclusters are
automatically merged to obtain the final identification result. Experimental results show that under low
signal-to-noise ratio conditions, the proposed method can accurately identify individual emitters, and its
identification performance is improved by 7.1%—53.1% compared to the benchmark algorithms.

Key words: specific emitter identification (SEI); unsupervised; radio frequency fingerprinting; directed

graph; hierarchical clustering
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Fig.1 Framework of unsupervised specific emitter identification based on directed graph connectivity
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Table 2 Performance of unsupervised specific emitter identification algorithms under different SNR conditions

{5 M Lt/ —10 -5 0 5 10 15
dB MSC DGC MSC DGC MSC DGC MSC DGC MSC DGC MSC DGC
ARI — 0.503 — 0.599 — 0.945 0.953 0.962 0.953 0.967 0.965 0.971
AMI — 0.425 — 0.512 — 0.958 0.962 0.969 0.961 0.972 0.971 0.975
FMI — 0.586 — 0.684 — 0.964 0.967 0.972 0.966 0974 0973 0.976
T IR R R 7 BT SR MR L L% %3 SEEESH
22 72 135 38 PR ORI ME B L (38 28018 B N 3. Table3  Multipath channel parameters
TEU 5 SR 3 4 BT % K T T R 7 TR BE L S 4R 1 TR v A Btz 1 2 3
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Table 4 Performance of unsupervised specific emitter identification algorithms under multipath channels

with varying SNR conditions

fEmE L/ —10 —5 0 5 10 15
dB MSC DGC  MSC DGC MSC DGC MSC DGC MSC DGC  MSC  DGC
ARI — 0.485 — 0.559  — 0.884 0.884 0.905 0.886 0.913 0.894 0.926
AMI — 0.386 — 0459  — 0.916 0.894 0.907 0.894 0.921 0.906 0.934
FMI — 0.559 — 0.608  — 0.916 0.899 0.926 0.896 0.934 0.906 0.937
4 ZERiIF

ARSCHE T —Fh 5 T DGC A JC W B S IS RN 3002 o R 6 2 R S IR B I AL T, DGC
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TR BURFE 28 5 A ) PRI AR ROk, AT DPC V3 AR i 7 2R 28, (8 B A8 Y Jm 3045 R, AR da AR 3 1k
B 3 PO TSR A 1] PR 22 T A S T R R e 2 2R AT LS T A IR Y R, DA S B X
B S IR A RGR . CC2530 FZA 3 LoRa ¥t 4 b Y S I0 45 R0 IE 1% 07 i PR RE . AR SCAYHRAE $2
IRAS S5 AR 2 T 1D-ResNet18, Jf A TR AT M 28 9 45 25 0 1) 52 00, 78 R R B AR v, 8 51 X i 28 o 2%
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