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Situation Awareness Assessment Approach Based on Attack Traffic and System
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(Electric Power Research Institute, State Grid Jiangsu Electric Power Co., Ltd., Nanjing 211103, China)

Abstract: Network security situation assessment plays an important role in the design and implementation
of network defense strategies. The existing situation assessment methods gather the information of both
attack and defense to construct an assessment model, which is extremely sensitive to the accuracy of attack
detection and the relationship between attack and vulnerability exploitation. To deal with the above
challenges and improve the accuracy of assessment, this paper proposes a situation assessment method
combining attack and vulnerability. Firstly, various attack data sets are used to train attack detection
models, and the attack detection results of different models are fused by the idea of ensemble learning.
Secondly, with the help of the open source security model, the exploitation knowledge between different
attack types and security vulnerabilities is extracted. Finally, the security situation assessment results are
obtained by integrating the degree of attack damage and the probability of vulnerability exploitation
calculated using the extracted exploitation knowledge. The results show that the proposed method
improves the performance of attack detection, and the average F,-score reaches 96.24. Furthermore,

combined with the attack detection results, a situation assessment application case is given to show the
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effectiveness of the proposed method.

Key words: situation assessment; attack detection; security vulnerability; large security model
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Fig.1 Framework for situation assessment
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Table 1 Relationship between attack and vulnerability and their severities

ik 26 5 I i 1D fEEFLE it 51 i 1) 1D o E R
DoS CVE-2021-20094 7.5 Reconnaissance CVE-2023-35009 5.3
U2R CVE-2023-23410 7.8 Shellcode CVE-2024-0581 5.8
R2L CVE-2023-46128 6.5 Worm CVE-2022-23241 8.1
Probe CVE-2022-41040 8.8 Heartbleed CVE-2014-0160 7.5

Analysis CVE-2023-5157 7.5 DDoS CVE-2023-22422 7.5

Backdoor CVE-2022-30885 9.8 Web attack CVE-2021-31760 8.8

Exploit CVE-2020-6463 8.8 Infiltration CVE-2017-9805 7.5
Fuzzers CVE-2022-41911 7.5 Brute Force CVE-2022-0953 6.1
Generic CVE-2016-6329 5.9 Bot CVE-2021-37522 9.8
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Table 2 Details of the used datasets
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2 UNSW-NB15 49 82 332 175 341

Reconnaissance, Shellcode, Worm, Normal}

) 9,{Heartbleed, DD0S,DoS, Webattack, Infiltration,
3  CSE-CIC-IDS2018 80 1619351 404 836
Brute Force, Bot, Normal}
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2% Yt AR AR L T LST M JE i X e 41 B8 g AL, 2 > W] AR K B A A7 47 1 R0 1 P 1) R AIE o 308 I IR
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Table 3 Performance of the offline trained detection models

P NSL-KDD UNSW-NB15 CSE-CIC-IDS2018
Pracro Vmacro F macro Pricro Fmacro F 1 naceo Paceo P macro F 1 macro
RF 0.8326 0.960 4 0.8919 0.890 4 0.812 5 0.849 7 0.972 4 0.9731 0.9727

GNB 0.796 5 0.960 4 0.870 8 0.881 1 0.9251 0.902 6 0.9309 0.939 8 0.9353
KNN 0.740 4 0.973 6 0.8411 0.930 6 0.837 5 0.8816 0.9853 0.9859 0.9856
CNN 0.876 8 0.831 8 0.8537 0.942 1 0.940 6 0.941 3 0.989 6 0.988 9 0.989 2
LSTM 0.887'1 0.868 5 0.8777 0.944 6 0.944 5 0.944 5 0.939 4 0.948 5 0.943 9
Griffin 0.937 6 0.942 8 0.940 2 0.946 9 0.954 2 0.950 5 0.987 6 0.990 8 0.989 2
Whisper 0.9231 0.932 3 0.9277 0.939 8 0.945 3 0.942 5 0.990 3 0.990 5 0.990 4
PsoDet 0.941 2 0.940 0 0.940 6 0.956 8 0.954 6 0.9557 0.990 9 0.990 8 0.990 8
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Table 4 Impact of PSO on the proposed detection model
. NSL-KDD UNSW-NB15 CSE-CIC-IDS2018
Ik Pmacro 7 macro Fi o Pmacro T macro Fi o Pmacro T macro F1 e
PsoDet 0.941 2 0.940 0 0.940 6 0.956 8 0.954 6 0.9557 0.990 9 0.990 8 0.990 8
Voting 0.845 2 0.867 3 0.856 1 0.901 5 0.854 8 0.877 5 0.946 6 0.954 7 0.950 6
Averaging 0.846 1 0.839 9 0.8430 0.908 1 0.892 4 0.900 2 0.8458 0.958 9 0.952 3
Stacking 0.891 2 0.902 7 0.896 9 0.937 8 0.8818 0.908 9 0.987 7 0.9917 0.989 7
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Fig.3 Time cost for online detection
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Table 5 Attack information in traffics
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Fig.5 Curves of network security situation assessment for the target system
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