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Privacy Preserving Scheme for Indoor Positioning of Mobile Users

ZHANG Zhiwu, LEI Ruolan, LE Yanfen

(School of Optical -Electrical and Computer Engineering, University of Shanghai for Science and Technology, Shanghai 200093,
China)

Abstract: Aiming at the problem of high computational overhead affecting the real-time localisation when
paillier's algorithm is applied to indoor fingerprint privacy protection, this paper proposes a privacy-
preserving algorithm for indoor fingerprinting positioning of mobile users to achieve trajectory anonymity
and effectively improve the positioning performance. Since that the number of access points (APs) and
reference points (RPs) involved in localization is the main factor affecting the time overhead of the
encryption, the proposed algorithm divides the trajectory localization into continuous and discontinuous
location localization. The number of APs and RPs involved in encryption is reduced by using the
information of the before and after requests in continuous location localization, while the number of APs
and RPs involved in encryption is reduced in discontinuous location localization. In continuous position
localization, the number of APs and RPs involved in the encryption operation is reduced by using the
information of before and after location requests; while in discontinuous positing localization, the coarse

localization of users reduces the number of APs and RPs involved in the algorithm, thus improving the
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location efficiency. An optional scheme based on principal component analysis (PCA) is proposed to
further improve the localization efficiency. Experimental results in a real-world environment show that the
proposed algorithm can control the time required for a single positioning in both continuous and
discontinuous positioning within 1 s. The positioning accuracy is improved by about 20% in continuous
positioning, while the privacy protection has no effect on the positioning accuracy in discontinuous
positioning. The overall performance of the localization algorithm is effectively improved.

Key words: indoor positioning; WiFi fingerprint; Paillier algorithm; trajectory anonymity
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Table 1 Performance comparison of continuous indoor positioning algorithm and PriWwFL algorithm (X=10, Y=3)
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ik SEMRE/m ERE(U)/s  FHEES)/s BRI (U)/s  HUGE LR L ] /s
PriwFL 2.44 1.13 12.02 0.51 13.95
JEPCA 2.42 0.81 5.6 0.19 6.6

PCA 2.45 0.18 2.3 0.19 2.67

F2 FEEENEMEZES PriWwFL B iE 83T L (a=3.5=3)

Table 2 Performance comparison of discontinuous indoor positioning algorithm and PriWFL algorithm

(a=3, b=3)
EN7S EMRZE/m MR RU)/s  HEBES)/s  MERRIU)/s  BRE LI R B R /s
PriwFL 2.44 1.13 12.02 0.51 13.95
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PCA 2.10 0.18 2.3 0.06 2.54
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Table 3 Comparison of communication overhead between the proposed algorithm and the PriWFL algorithm
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