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Network Intrusion Detection Method Based on Incremental Updating of Neighbor-
hood Valued Tolerance Condition Entropy

LUO Gongzhi, HOU Ruoxian
(School of Management, Nanjing University of Posts and Telecommunications, Nanjing 210003, China)

Abstract: Network intrusion detection system is an important defense tool for network information security
protection, and the complicated and lengthy network intrusion behavior features seriously affect the
effectiveness of network intrusion detection. In order to solve the problem of rapid information growth and
incomplete data in network intrusion detection, an incremental feature selection algorithm based on
neighborhood valued tolerance condition entropy is proposed. Firstly, on the basis of neighborhood valued
tolerance granular computing, combined with the remarkable characteristics of conditional entropy in
characterizing the uncertainty of features and the correlation or dependency between features, the
incremental updating mechanism of neighborhood valued tolerance conditional entropy is studied. Then,
based on the update mechanism, an incremental feature selection algorithm for dynamic database is
proposed. Finally, the experimental analysis shows that the proposed algorithm can effectively improve the
computational efficiency of feature selection in incomplete information systems. The new algorithm has the
advantages of low computational complexity and low false alarm rate in the application of network intrusion

detection examples, which shows that it can provide effective and feasible concrete methods for network

BEEWB :HE A RF AR S (72171124) s 798 5 BT A4k SR A 0F 58 5 K30 B (2021SJZDA129) 5 11958 4 0 58 A4 B 8 -4l
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information security protection.
Key words: incomplete information system; neighborhood rough set; conditional entropy; incremental

learning; network intrusion detection
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sets 10% missing
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sets 20% missing

1P L 200, 25 H0HiE 4 T B 4 LU ) S 25 04 5 P R0k RR AE 8 4 T I 2 A B B K TFSNV T -
CE A R TAERIT R A2 .



BNEF A TARZIUEZFMREZ X L0 MEANZAERN T % 189

4 LOINARERSTH

DL R 3% BUbR #E NSL-KDD %535 45 3 56:4iF IFSNV TCE % 4 78 52 i NID % v JH P fE .
4.1 NSL-KDD ¥#E&

NSL-KDD % 4 48 fif e 1 22 it o 25 A2 %54 48 KDD99 1y — 26 [ 7 ] 2L, 41 KDD 99 % 4 48 v e
A ol 4 2 I 2 A AR X B rh A A R TUAY 1E si (TR DIV 48 AN X 4 v 23 301 4% A5 249 0 78 00 AN 7500 1Y
R E ) X 2 B IS A 0 O 1) T 56 D B A R AR 10 S, DA B 20 S 45 o ST i i 2 R A R AR
iR, 0 U2R A R2L A5 AN B0 7 0 W 2% % 2 fE H R . M2, NSL-KDD %40 4 v i) Il 25 45 A
AR A & FUBCRE Y 30 s BB TUAR B P A S IR 4R 125 973 Z5 i s il i 4R 22 544 F590 5%,
43 2 88 AR 23 0 1) S 6 A 30 L T T NID R G505 0 NSL-KDD $udls 8 40 & 414~ 4 I 1
A3y 32 FEA I 1 T P T 2% U B AR AR 9 2% P9 R R AL, DR SRR M R AR AR B Rt 26, 7 42K : DoS
(Denial of service attack) . Probe ,R2L (Remote-to-login attack) fil U2R (User-to-root attack) . DoS M if;
AR I 55 ok, H Y 2 ik AR R0 2% 0 12 4 B TR A IR 55 L 08 AR 2R G845 1k e R A I, AR R LAY
DoS Zifi A 5 ML 2 Ay v T A0 3% 3 M X0 5 Probe Bk J& — R I 4% ety |, 48 W00 sl H A R0 DL
T A s R2L Bt o ok H O B AL A% R RAL DT 1], 2 F T3 0 55 0 s U2R Uik 2 48 R @ A my i -
LR — 80 2R 58 B 1wt A T IR B R AR AR s AR, R S OB il R AT AR VA BRAE L 045 b 22 b DU H Bk o
Yot e BRI R 3 s .
33 NSL-KDD % #& & o iy W 4 T i 2K B
Table 3 Network attack types in NSL-KDD dataset
Byl il Yt ki
Benign  1EH P44 i it normal

) . apache2, back, mailbomb, processtable, snmpgetattack, teardrop, smurf, land, Nep-
DoS 04 11 55 Bty

tune, pod, udpstorm
ftp_write, guess passwd, sumpguess, imap, spy, warezclient, warezmaster, multi-
Probe ST e DR b- ¢ b b8 . ,py
hop, phf, named, sendmail, xlock, xsnoop
R2L W £E W 24515 15 nmap, ipsweep, portsweep, satan, mscan, saint, worm
it AR L T Bk g

o Ps, buffer_overflow, perl, rootkit, loadmodule, xterm, sqlattack, httptunnel
I = AR

4.2 BHEEEZRE
T8 53 NSL-KDD #48 £ 2 43 18 15 4~ 7 [ )1 S5 45 0 56 JIF 43 1 9k 48 72 o &5 IR, B 52 3% 10 1)1 2
££ NSL-KDD Train #1E B9 F 4 NSL-KDDTrain 20, DL & W/ AS 8] A9 I 328 4 | 58 3 (19 )38, 42 NSL-KDD

Test FlE B+ 4 KDDTest-21, Il 25 4 F1 i i 4
%4 NSL-KDD#IE&£ %

B 2H i N 3% 4 FT 7 o
Table 4 Structure of NSL-KDD dataset
FEAE S 15 A R T R AN 252 00 4 S5 A 00 174 Bsf T S R T
PR RE T 4 A0S S 1 (8 B 2 L 19 T e 4 fig 2T "

%14 o ey
AR 57— AR OL T SR IEBIRAESY ) NS KDDTrain 20 25192 13448 11743

F) 20% Z [ 8% NSL-KDD % 4 45 43 51 i #L NSL-KDD Train 125973 67342 58630
H 3 10% . 20% M5 e L L P 34 4% B AE KDDTest-21 11850 2152 9697
NSL-KDD ## 4 Pl 5 L PR T FSNVT- _ NSLTKDD Test 2zosd 9711 12833




190 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

CE %3k 5 IFSNV TCE 8 i R AL 25 £ A9 I I FE LU 8. [ARE O 1 A0 H0dis 6 0 R i 3l 25 56, AN 1
e AN B 42 KB O 10 550y, BEAL 18 B — 3 D 00 s 00 4, A% U DA AL g 473 v B L 2 B — 3 X
BTG S rh  BEAULHE B A O RSl A3 I A IR RO B R IR e PR A SR AN R 5 R

9 15
—=—FSNVCTE ——FSNVCTE
8r —+—JFSNVTCE —-+—JFSNVTCE
7+ 12+
6 L
2 5t 20 :
T4 %
< 6l
3 -
2r 3k
1 -
01.0 20 30 40 50 60 70 80 90 100 010 2A0 30 40 50 6I0 7I0 SIO 9I0 100
Data size / % Data size / %
K3 NSL-KDD % 42 Bk 5 [ ] 1026 I IFSNVT- &4 NSL-KDD #i# 42 ik 2% [ il 20 % B IFSNV T -
CE F1 FSNV T CE $# ik 2 $5 1Y 1] [] 9 #& X o CE 1 FSNVTCE FE 35 45 1 I 8] 3 #& XF o
Fig.3 Comparison of time consumption for feature se- Fig.4 Comparison of time consumption for feature se-
lection between IFSNVTCE and FSNVTCE lection between IFSNVTCE and FSNVTCE
with NSL-KDD dataset 10% missing with NSL-KDD dataset 20% missing
#S5 NSL-KDD#HEEHMEERLER
Table 5 NSL-KDD dataset feature selection results
2R 1 FRAE 1 4% SVM/ C4.5/
251 (2,8) . FRAE P2
/% L % %
(0.1, 1,2,3,5,6,11,15,17,18,20,21,22,23,25,29,
10 20 93.3 92.7
NSL-KDD 0.06) 31,33,34,35,39
Train_20 0.2, 1,3,4,5,6,9,11,12,13,15,17,18,19,20,21,22,
20 29 91.5 92.0
0.09) 23,25,26,28,29,31,33,34,35,37,38,39,41
(0.1, 2,5,6,9,11,12,13,15,17,18,19,20,21,25,26,
10 23 93.6 89.5
KD- 0.03) 27,28,33,34,35,37,38,39
DTest-21 0.2, 3,4,5,6,9,10,11,12,13,15,16,17,18,19, 20,
20 26 90.7 92.3
0.06) 21,23,25,26,28,33,34,35,37,38,39

Z5 LTk, BT IFSNVTCE B AR I J5 7 B 78 B8 AS 58 4 1 16 00 T AR R 50 8 9 R RS B2 . %
5 vE W A F 2ok B 5T IFSNVTCE 9 St 8 75 2 38 LU KIE B FILACR ) 45 3% 422 10 i e =X 2 2] 1 E 4%
BH . IFSNVTCE Al DL ZBRIFE IR 26 9 T0A R B2 15 B o Bb Ak, BT g1 A B 58 45 207 307 SR & m] DA fR
TIE 19 2% A A=K T BE f% 385 17 ) 28 B 355 1) el itk AN AR A o DRI, 6 1 8 0 8k RO T L T 4 T I 4%
ARG T3 AT LA A B[] 9 AP AR P 15 A0 S LA v 1 A TR

5 ZRIE

I 5 8 2L 2 B T 9 1 400 0 R0, 0 2 R e LB B0 0 3 A A 3 IR 2
T 3o 4 HH — T R 5 46 13 L 2% 5 1 % T 0 1 0 26 A5 07 9, 6 R0 45 A S L 45
SEAR ORI T 42 . SER T ISR A £ R S M L B DL L TR ok Oy 9 R



BNEF A TARZIUEZFMREZ X L0 MEANZAERN T % 191

X T SO0 245 BRI 4 R AR R bR AL B 5 e R AR I I B TR AR o 0 e SRR AR R R R . e
SCHG S M R WL AN T A% B8 B R AR 8 % O vk, AR SCER M A9 R 0 BE A A AR AR T B A T T A R R e
R 4R B0 kR AT L S A s AT TR R 28 AR ARG I e 23 A B4 I S B B UE T A SOOI A
Ak B 285 N AR AR IS B A R AN S BTz T S B B A ARG R D ) 4 2 4 By A e R
S BSARYE 15 B A G S BR B4

S E 3k

[1] LINSW, YING KC, LEE CY, et al. An intelligent algorithm with feature selection and decision rules applied to anomaly
intrusion detection[J]. Applied Soft Computing, 2012, 12(10): 3285-3290.

[2] KHRAISAT A, GONDAL I, VAMPLEW P, et al. Survey of intrusion detection systems: Techniques, datasets and
challenges[J]. Cybersecurity, 2019, 2(1): 1-22.

[3] OTHMAN S M, BA-ALWIF M, ALSOHYBE N T, et al. Intrusion detection model using machine learning algorithm on
big data environment[J]. Journal of Big Data, 2018, 5(1): 1-12.

(4] XUSCEE, ERAR 2/ R T SR R B 3 A 4343 A 4 B 24 R A [T, et S 3, 2022, 38(9): 52-56.

LIU Wenbo, LIANG Shengnan, DONG Xiaogang. PCA dimension reduction algorithm based on t class weighted kernel func-
tion[J]. Statistics & Decision, 2022, 38(9): 52-56.

(5] &, B8 RARE, A B TR 00 2 00 B B 7 T ik 23R (7], Bt SR AR S AR B, 2021, 36(3): 418-435.

LI Jinhai, WANG Fei, WU Weizhi, et al. Review of multi-granularity data analysis methods based on granular computing[J].
Journal of Data Acquisition and Processing, 2021, 36(3): 418-435.

[6] MOHEIMANI A, SHEIKH R, HOSSEINI S M H, et al. Assessing the preparedness of hospitals facing disasters using the
rough set theory: Guidelines for more preparedness to cope with the COVID-19[J]. International Journal of Systems Science:
Operations & Logistics, 2022, 9(3): 339-354.

[7] LUOJ, QIN K, ZHANG Y, et al. Incrementally updating approximations based on the graded tolerance relation in incomplete
information tables[J]. Soft Computing, 2020, 24(12): 8655-8671.

[8] MANDAL P, RANADIVE A S. Multi-granulation interval-valued fuzzy probabilistic rough sets and their corresponding three-
way decisions based on interval-valued fuzzy preference relations[J]. Granular Computing, 2019, 4(1): 89-108.

[9] PRASAD M, TRIPATHI S, DAHAL K. An efficient feature selection based Bayesian and rough set approach for intrusion
detection[J]. Applied Soft Computing, 2020, 87: 105980.

[10] LIU J, ZHANG W, TANG Z, et al. Adaptive intrusion detection via GA-GOGMM-based pattern learning with fuzzy rough
set-based attribute selection[J]. Expert Systems with Applications, 2020, 139: 112845.

[11] SUH, QI W, HU Y, et al. An incremental learning framework for human-like redundancy optimization of anthropomorphic
manipulators[J]. IEEE Transactions on Industrial Informatics, 2020, 18(3): 1864-1872.

(12] WA, 00 RN, PR e () 90 A0 425 4 r AR B0 32 e SR [T ). 4] S5 e 5K, 2017, 32(1): 1-11.

CHEN Haiyan, LIU Chenhui, SUN Bo. Survey on similarity measurement of time series data mining[J]. Control and Deci-
sion, 2017, 32(1): 1-11.

(13] SKICA T 5, 0 5050, 45 B TR e 4 0 A 25 26 1 005 B 4 R 7 % 3R (0], 3 s A 28 ol R K2 24k, 2019, 51(5): 687-692.
ZHANG Wendong, QI Hui, LIU Keyu, et al. Over-f{itting and its countermeasure in feature selection based on rough set[J].
Journal of Nanjing University of Aeronautics & Astronautics, 2019, 51(5): 687-692.

[14] CIUCCI D. Classification of dynamics in rough sets[C]//Proceedings of International Conference on Rough Sets and Current
Trends in Computing. Berlin, Heidelberg: Springer, 2010: 257-266.

[15] SHEN H, DAI M, LUO Y, et al. Fault-tolerant fuzzy control for semi-Markov jump nonlinear systems subject to incomplete
SMK and actuator failures[J]. IEEE Transactions on Fuzzy Systems, 2020, 29(10): 3043-3053.

[16] WANG G, GUAN L, WU W, et al. Data-driven valued tolerance relation based on the extended rough set[J]. Fundamenta
Informaticae, 2014, 132(3): 349-363.

[17] WAN R, MIAO D, PEDRYCZ W. Constrained tolerance rough set in incomplete information systems[J]. CAAI Transactions



192 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

on Intelligence Technology, 2021, 6(4): 440-449.

[18] WANG XY, ZHU T, SHEN Y X. Research on the application of limited tolerance relation in multi granularity rough set[C]//
Proceedings of 2021 4th International Conference on Algorithms, Computing and Artificial Intelligence. New York, United
States: Association for Computing Machinery, 2021: 1-5.

[19] GUAN L. Data-driven valued dominance relation in incomplete ordered decision system[J]. Knowledge and Information
Systems, 2021, 63(11): 2901-2917.

[20] ARUNKUMAR C, RAMAKRISHNAN S. Prediction of cancer using customised fuzzy rough machine learning approaches[J].
Healthcare Technology Letters, 2019, 6(1): 13-18.

[21] LIU D, LI T, ZHANG J. A rough set-based incremental approach for learning knowledge in dynamic incomplete information
systems[J]. International Journal of Approximate Reasoning, 2014, 55(8): 1764-1786.

[22] GE H, YANG C. Incremental updating probabilistic approximations under multi-level and multi-dimensional variations in
hybrid incomplete decision systems[J]. International Journal of Approximate Reasoning, 2022, 142: 206-230.

(23] WhAk, BRI, MY, 55 2 T 4B sk dat f 75 22 5 Z MRS 42 A5 00 1 45 T 3 P2 0 1k (] U 5 N T2 g L 2017, 30(5): 416-428.
YAO Sheng, XU Feng, ZHAO Peng, et al. Feature selection algorithm based on neighborhood valued tolerance relation rough
set model[J]. Pattern Recognition and Artificial Intelligence, 2017, 30(5): 416-428.

[24] ZHAO H. Intrusion detection ensemble algorithm based on bagging and neighborhood rough set[J]. International Journal of
Security and Its Applications, 2013, 7(5): 193-204.

[25] BRIRZEE V- &, B AR T ek i B2 T HL B0 B dle R 42 55 M 47 AR e Tl K R R[], R m 0 2 i R K 2 2441, 2021, 53
(5): 708-717.

ZHANG Xiaoqin, WANG Yunfei, HU Chunqgiang. Attack detection model of SCADA system based on data preprocessing
and improved ELM(J]. Journal of Nanjing University of Aeronautics &. Astronautics, 2021, 53(5): 708-717.

[26] DEVIR R, ABUALKIBASH M. Intrusion detection system classification using different machine learning algorithms on KDD-
99 and NSL-KDD datasets—A review paper[J]. International Journal of Computer Science and Information Technology, 2019,
11(3): 65-80.

[27] RING M, WUNDERLICH S, SCHEURING D, et al. A survey of network-based intrusion detection data sets[J]. Computers
&. Security, 2019, 86: 147-167.

fEE T

BERE01972-), 5, L, #
£, WF5E 05 1) LR B2 HE G
K& B A, E-mail: lgzlyg@

163.com,

BER997-), BIEIEE,
o, A BT ST AR B S Y
) : A KE S B KR

E-mail: houruoxiansd@163.

como

(4.3 F &)



