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A Two-Step Adversarial Sample Detection Technique for SAR Image Classification

WANG Jian, ZHANG Sainan, CHEN Fang
(College of Computer Science and Technology, Nanjing University of Aeronautics & Astronautics, Nanjing 211106, China)

Abstract: Deep learning techniques have greatly improved the classification accuracy of synthetic aperture
radar (SAR) images target, but the security of SAR image classification systems is threatened by the
inherent vulnerability of neural networks. In this paper, we analyze the aggressiveness of SAR adversarial
samples, and the difference between SAR adversarial examples and original examples in the frequency
domain. With the analysis results, a two-step SAR adversarial samples detection technique is proposed to
improve the security of SAR classification models. The first step of adversarial sample detection is
performed on the input image based on the frequency domain analysis to separate the adversarial samples.
Then, the remaining images are fed into an adversarial trained model and an untrained model to complete
the second step of adversarial sample detection. By using this two-step detection method, the adversarial
samples can be effectively detected with a detection success rate of no less than 95.73%, effectively
improving the security of the SAR classification model.

Key words: synthetic aperture radar (SAR); deep neural network; adversarial samples; frequency domain

transform; model security

I #8 B H#3:2023-03-07; 81T H #3: 2023-06-16



IO F.EaFRERS LA E P XA RAE AR 107
5] B

T 5 AR AE W I 0 22 R0 7 A A T R ol TR R U S 1 i
I B0 AR A 5 B I B, (A5 2R R4 7R 3 PR Ry s 1) A 56 55 15 5 R S B SRk g 7 B R M
7 TR T R PRSI HT I — A EE R AL G0 T A R E AR U & e R s R AT 25 L 4R
J5 F B - HURFAE HE AT 43 JS U0 SCHRES T4 YT — 5 T 1 405 A0 R0 S 1) LIRS il 1 H
PRI 0 T SARZEIE H AR A o SCHR [ 6-7 17 £ U 15 11 BURR AR 22 BT, 2R g i 1) 75X
O B MR R Ul /D BB IR RS AR o X S T IR AR B LR BRAE R R 20 2 M B LA ) A Y o
.

Bt 3 TR 2 T A TE 5 AL S TS AN W e R, TR A 2 0 45 A AT B AR 40 26 P IO T AR B 1 A
SR B TR A I 45 1 b o AR AT LA R R AR AT B 2 AR R AR R A A 5
JZ U R, 38 3 2= U B4 A BRI 38 D e K4 ) 2 B St R M G B IR A4 4 AIE B RE R B H B
Jot T 26 B A Joi, DT 412 55 P45 A 23 2 FRUIORS B, A7 3 IR T 1% Bt 20 26 07 1 v BB AG TAL B R R A
MR BRIE . SCHRLO THEE T F AR R B B 1%, 48 1 1 — R i i SE 90 51 5 45 B 22 90 2% ) 19 SAR H b
WUy i 48 O T EL X4 B AR AE L 4R TE T SAR EE B AR RS B o SCHlk [ 10 DR G BUE 2 7
B2 4 ) 2 E AT 45 G L R DR D REAS SAR B AR TR o At AR Y TR R . ORE TR RE A 42 R 2% 7] ) R OA 1R H
B AT 55 Ja A 0 R T AR GE 05 ik R i o (R TR A 2 N 25 5 5 2 BN UG BER — A IR b
LAY, S PRV A /N 412 30 5 L B Y 43 S PE B 23 U T T S I R B A PR X K
SRR 5 E L VR b D % M B M X M R R I E RN KRG R R T A
B,

Bt T B I AR 3 SR AL A 22 A W ) R, R SO G R s AR IR e 4 A B2 B T — b
TR Ik AR o JE R R B AP AR BURE AR I T3 0 o B e T R IR T R AR S R PR A AR R
b 22 S BEAT AR 1R R UREAS KR I, SR o T T I G 0 5 vk 0 R A RO AT 5 2 A8 R
FEAKG I o SC Y6 45 2R R BT, AR SCHT B2 0 A 1 20 2R I D7 32 T DA 5% M A 00 H OB 0 PR A A U
AR AR T 95.73 00 , P BRI i T AR 97.93 06 4R TH TR Ik IR 3 BRI A

1 MHxIE

1.1 MHER

Xof PUAE A S 8 LR AR A A T N g BRI AR/ R RS A I R A 3 B BT R AR AR BRS¢
B, AL 2 (0 I 2 G O R AR A R R R A I 5 B P o 1) R AR e s i A
T B /N (8 B Bl e 7= A B RE A 20 R BTRE AR 20 S VI R R R LAAR R B AR B R
Byl

P 1Ca) i AR R IRAR R T N ZE A0 s B2 W42 30 1) 43 28 45 21, AN R LA T AT 43 A AL AR
B AL R . AR BRI T, R AR 28 2o 0 2 AH X 2 30T (8 D 3R i S A AR A 2 4 . I’ 1(a) i
WO =AY TR IR 3 J5 A5 T LU 2850 5 1, (B 3 SRR NS00 13U S 2600 2. 181 1(b) 7.
MSTAR" $ ¥ 45 b, 38 1 i FH 4 fii 48 3% % A 55 8 (t-distributed stochastic neighbor embedding,
t-SNE) 77 1 JE 7~ ResNet 18" b 25 %] 4% W P 38066 B F W% (Fast gradient sign method , FGSM)"'/ Tz if; 84 vk
Yok B 7= A i X BUAE A (=T ) R FEAS (80 19 AT Ak BT, L 1 AT DUt R PREAS 28 0od T 530
T A B A 200 2 rh, S OB o 2 R



108 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

- Original 2S1

. Adversarial 2S1
Original BRDM2
Adversarial BRDM2
Original BTR60
Adversarial BTR60

- Original D7
Adversarial D7

- Original T72
Adversarial T72

- Original BMP2
Adversarial BMP2
Original BTR70
Adversarial BTR70
Original T62
Adversarial T62
Original ZIL131
Adversarial ZIL131
Original ZSU234
Adversarial ZSU234

(a) Decision boundary (b) t-SNE visualization
BI1 PesRin 5 MSTAREUE AL O HUREA 5 T A A R AE AT P4k

Fig.1 Decision boundary and visualization of adversarial and clean sample features in the MSTAR dataset
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Fig.4 Grayscale histograms of adversarial samples generated by different attacks and original samples in spatial domain
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Table 1 Number of different categories in the training and test sets of the MSTAR dataset
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Fig.7 Examples from the MSTAR dataset
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Table 2 Attack success rates of three attack methods on three classification models across two datasets %

. MSTAR SENSAR
Yoili or ik : :
Resl18 Res50 VGG13 Resl18 Res50 VGG13
FGSM 60.30 55.50 74.55 95.13 96.12 97.19
PGD 65.30 44.17 66.67 100.00 99.04 100.00
SPSA 60.76 57.65 71.24 97.17 98.93 99.94

0.010.,0.015.,0.020.0.025.0.030, HARSCE 25 53 3 4 FE 9 Fiw . T LLE 1, BEE e sh (3% n , B
i B ) ke R g, AE — SBR[ 53R ] 100% 19 P #E . X T FGSM Bidi , 24 8l e ik 51 0.020 B,
7E MSTAR ¥ 4 b do o il o) 35 78 50% DL b, 78 SENSAR $046 % b, B0 s R ¥ 76 90% LA
Fo X F PGD il , 7 MSTAR 46 45 b, 4L 3h e 15 3 0.025 i, Boai P R ¥ 7E 60% LA |, 1E
SENSAR %4l % b, 44 3h e 7 0.01 I, Brifi M R 2 ik 2 970 PLE R 2 7 VGGI3 A |, 1%
i B A F] 100% .

R3 FAEAMHEETFICGSMBAEAEERANHEE LR EIMSLERNERINZE

Table 3 Attack success rates of FGSM attack on three classification models across two datasets at different

perturbation levels %
B S e e

0.005 0.010 0.015 0.020 0.025 0.030

ResNet18 2.05 25.30 47.50 60.30 70.98 77.95

MSTAR ResNet50 8.33 20.68 37.50 55.00 69.55 78.79
VGG13 14.85 31.52 48.48 63.71 74.55 81.14

ResNet18 84.05 93.49 95.00 95.13 96.12 97.19

SENSAR ResNet50 68.93 78.20 88.80 92.48 93.02 93.84
VGGI13 87.30 94.51 93.60 93.60 94.31 94.45

R4 FRMBEETPCDRTFTAEEMNHEE LR HIMSLXERNBERIIZE

Table 4 Attack success rates of PGD attack on three classification models across two datasets at different per-

turbation levels %
HeH o e

0.005 0.010 0.015 0.020 0.025 0.030

ResNet18 1.36 17.58 55.30 65.30 79.77 89.09

MSTAR ResNet50 6.06 15.08 27.12 4417 60.15 74.70
VGG13 11.67 26.89 44.47 66.67 81.82 89.62

ResNet18 79.29 97.79 99.39 100.00 100.00 100.00

SENSAR ResNet50 88.98 97.40 98.34 99.04 99.57 99.86
VGG13 98.36 100.00 100.00 100.00 100.00 100.00

NS 6 235 R W AR Y TR o 8 O 45 A AW B 52 B R Bl 6 D8 B0k B — S R i, 5 R v
RO BRI [ 2 W T TR B 8 0 255 11 A B A A 2k 0 SRR AR R IE 55 , IO H A R RS K A
PR — A R B B
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Fig.9 Attack success rates of FGSM and PGD attack methods on three classification models across two datasets at

different perturbation levels
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Table 5 Comparison of detection accuracy results among different detection methods %
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Fig.10  Detection accuracy of two-step detection method at different perturbation levels
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Table 6 Numbers of detected adversarial samples for different categories in each step of the two-step detec-
tion method in the MSTAR dataset
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Fig.11 Detection proportions of adversarial samples for different categories in each step of the two-step detection re-
sults in the MSTAR dataset
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