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Open Set Identification Method for Unmanned Aerial Vehicles Based on Multi-
center OpenMax in Low-Altitude Intelligent Network

YANG Ning, HU Jingming, ZHANG Bangning, DING Guoru, GUO Daoxing
(College of Communication Engineering, Army Engineering University of PLA, Nanjing 210007, China)

Abstract: With the development of networked and intelligent unmanned aerial vehicles (UAVs) , they
have gradually become an important component of the low-altitude intelligent network (LLAIN). However,
the effective management of UAV platforms in the LAIN still faces severe challenges. Based on the subtle
features of UAV signals, individual identification of UAVs can be achieved, and illegal UAVs can be
detected, thereby realizing the identification and management of UAVs in the LAIN. In response to the
problem of complex channel environments and the inability to obtain illegal UAV signal samples in advance
in the low-altitude domain, this paper proposes an open set identification method for UAVs based on
differential time-frequency and multi-center OpenMax. Firstly, this paper proposes channel-independent
differential time-frequency features to reduce the impact of multipath channel environments on radio

frequency fingerprinting (RFF) features and uses data augmentation to improve the accuracy and
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robustness of the identification model. Secondly, this paper uses multi-center OpenMax to replace the
neural network’s SoftMax layer for open set identification of UAVs. Finally, the loss function of the neural
network is improved to increase the accuracy of open set recognition. The proposed algorithm is validated
using real-world data. When the openness is 0.087, the open set recognition accuracy reaches 93.23% , an
increase of 7.61% and 13.4% compared with the benchmark algorithms. The algorithm proposed in this
paper can effectively identify individual UAVs and detect illegal UAVs appearing for the first time in
complex channel environments.

Key words: low-altitude aerial intelligent network; open set identification; radio frequency fingerprinting;

complex channel environment; illegal UAVs
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Fig.1 Main process of individual identification of UAVs in LAIN
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Fig.2 UAV individual identification based on open set learning
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Fig.3 Local density distribution of feature vectors

B, 0T PR IF AP 78 DR O T8 LA PSR A BE A TR] I mT 38U U B A R 1 JE N
Bl [ X 2 00 265 1) 458 % pRBCHEAT 1 Bk — 20 B 50k A DR S 030 48 SO AR 1) S [ B S, 488 v 17 A 28 ofe
R RSO EE TR AT

(L) B X R0 3005 A B8 B 32 1 18 PR35 728 A0 B2 0 14 [ AL, i 17 2 (L I 430 R i ok A1 15 18 09 2 i, 9
M) P B0 e i 412 g R A8 28 A 8 R AV

(2)F ] 2 Bt L OpenMax X #it 25 0 £ 45 44 JEAT B, 5231 X357 15 oK A0 4 55 A9 U0 B ¥E TE N
HLA A o

(3) X i 25 00 235 1) 45 2 R R AT BT, 39 R T RFF RRAE 2 8] (19 288 [H) R B85, 32 % 17 R 0 T8 A AL Ay A

(4) ) T S5 00 85040 o T B0 12k R AT M R, O 55 AR B0 X LU 3600 1 7 2 07 125 ) 0 4

1 RS#R B8 iR

a4 e 7w LU A 22 % SE 0L R B, B0 15 5 1 50 205 BORE B i A8 S DL 5 TS 283 R
AR AR Ry SR, B S e ) RS RO B P A, O R AR T 25 . RS S A i i
i rp BEAE A 22 2 AR S 7 LR A ME S ) A0 AR M 4R 955 45 500050 fi R R 52 MR P D) A R A ) AR 2k 2k
T A il 2 S (R SR AR S0 AR R TR . AN TEL S BT LSl et A S FE I AL B R AR AR B U 5 A
A B BESL B ML MR FAR BB BEAY AT 55 R AR U S P R — BB R R X O
XF i DX A5 5 BEAT I — Ak 25 M AR AL B, 45 BUAF RIS = , 0 TS 22 A S AR B . AR S BB
B 32 BT 55 02 X BOE #EAT B AT, AR AT I3 TE | R B T S A AR i T T AR U RFE L n] DA
T AR L REF R, 24 4 A 4 K 0o o I i 7 2L B AT e 2 Ak B . 3R 5 20 28 B B9 5 AT 55 2 AR 40
B BURR AIE 9 4 52 075 2250 BUAY 73 28 T RE , B 4% 5 3l A9 70 26 4% S BT AN AL TR, BT S 2R AT IR
=7~ VI 28 R 4
A&

— | B s e ORI R
x(n) e
] B s | OB IR AR O

IEX &
4 RSP

Fig.4 Transmitter model



64 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

1.1 BEYESESR Tﬁ(‘mﬂ
. ¢
RISPURAT IR 5 T Rom V(B ) (P |~ e |~ TS A |~ D
~“”=a“kmw‘w” L K15 AL U T AR R
A aal2) o) 53 3R 155 4 Fig.5 Workflow of UAV individual identification

fllmﬂl?i‘ﬁh sfe MBI R . AR
AR 2 M T B Jo R ORI 0 B 195 5 T R OR Sk
s()=F[x(t)]=[a(t)+ ra(t)]e jl2n( /o487 ()t +(p()+ Dp(2))] (2)
A F [ ]38 & S HLAY TE R ORI 5 Aa () AF () F A (2) 73 531 375 To 3 08 1l 5 2500 i 2 A5 3
AL B AR AL o H T 22 A 000 00 T IR P, BRI A S R R AL T TR R R AR R R AR
TYHE S F)?ééfﬁ’ﬂ%ﬁfhkko B 15 5 T%%/Tjﬂ
r(t)=H{F[x(t ]}—Eb (t—7,())+n()=h(1)«s()+n(s) (3)

A H [+ RN EE W0, ()M 2, ()53 5 85 n 46 AR RS B 2200 1~ AL 3 I A8 5 A ()
e IR A B o B 0] 3R

D= 6,6(1—7,T.) (4)
k=1

Kb, RN kSR IEAR E AU 5 (0 R0 R 5 0 3R 7R i W 107 bR R o s B b A% B AR 11 I SE [R5 T
1.2 FFEIR A B A iR

FEAE VU i BEA AT &) 43O 4 28 8 AR B A5 B A 2 128 (Known known classes, KKCs) o4 Bl
& B % E A1 28 (Unknown known classes, UKCs) | B 1 5l B 15 B 19 & %0 28 (Known unknown classes,
KUCs) F1 A F 4 B A5 B9 A& 128 (Unknown unknown classes, UUCs) o A SCH#fF 5 (9 1 T 31 19 B30 43
R 2 5 TR I 46 11 ok R Y A AR A O AR TE I B s 4R b b B 0% S bR 48 8 A TS A PLECHE
R AL 2 KKCs Fl UUCs. I 25 804k 4 v i 4 AR 249785 b

% A ER N D, ={(2,€ X0y, € Y, =1{1,2, -, Ny 1)},
RO S o T R4 B AT RR A IR AE I R BB A i ) | e j?“m” KK 3
ok M B A KL B A, KB RN D= z:

{(z,€X 0y, €Y, ={1,2,++,Npg, -, Ny })}o H X, % KKC: 2 ©)
TGRSR A &, Yo R I SRR A4 4 X, .. A
TR B SRR A, Y, F R B AR S A N

eI I R T B 2 B, N FE R M 0P B 25 B0 16 PRI

6 FIE 7 772, 5 B PR 5 o 6 UL 50 AR T B A, OF 4 00 R Fig 6 Closed setidentification
3 fE I 8 9250 KKCs o B 6 A BLAS 0, 5 I0 f LL3E 45
UUCs,

SCHRL 14) 45 th P HUE #05E S

2 X |N¢
O—=1— INg| (5)
Nl + Nl

MO =0 FRMEPI . Riwe MR e 485910 B HIAE
Az b AR AR AR 2 ), B A4 R" = Rike URGue H K7 FFER
Ritxe N Rue = Do FFHas 8] KUK & Sy Fig.7 Open set identification




W T FAREFEM Y AT %R OpenMax 89 LA &R A 7 % 65

Ro(f)="1 (6)

Kb () M2, M F 4 IR SE D, JF U KU il s
Ro(f)+AR.(f(D,)) (7)
A AN IEMAL B R F R 25 AR o BB, TR AR RN H ARk
argmin { Ry ( f )+ AR (f(D,))} (8)

JeF

T NHUIF AR RN LI 8 B — A~ 5 T B Y R die /N T B XU () B P 1687 22 36 AU
2 EERSFE

WRTRTI  F G 5 AU B B HE SORRAE i & 5 AR . WU AR SCH_ I T 5FEHE T M 2
BB SRR AE , LA 96 8 B A0 35 0 5 38 500 R AR A5 5 A 5 9 T TR R AR A
% IF R B 1A% 48 ( Short-time Fourier transform, STFT) & —Fh & H B9 B5H5 0 87 B vk, nl LR R E 5
) B AURE AL, ELAE SCHRL LS ] r g T4 SRR, B # STFT Rk X
k

N—1 Lk
Rk,,”:z”(n)w[n*ml?]e ” N k:1,2,"',N; m:1729"'aM <9>

n=0

KH R, , FR STFT J5 B M R TP A IGE 5 N AT M 4350 4 R B4 BORBEL ;s w (n) 2R 1 s R .
STFT Al LUK 2G5 r(n) 50 8 M B AR S NASFEAS SR JG X RS FEARHEAT FFT. Ik, STFT
S B R A B AT 3R OR Sy
H1,1F(X1,1) Hl.ZF(Xl.Z) HLMF(XLM)

HZ'IT:(X“) Hod T (Xon)oe B F X |y O F, 1,08, - H,@F,] (10)

HJ\TvlF(X;\’,l) H:\’V.lF(XJ\/VZ) A H;\’,IF(XI\"J\/I)
XX, =X, Xm0 Xy ) B m B S 0903 H,=[H, ,.H,,,. - Hy, ] = EHE
XF 5 m B AR S 52 W O R R FE T 2 B o X B0 4B B R 4% o0 R BUZ B S SR B, A8y
In|R|=In|H, |+ In|Fy|In|H,|+ In| F,| -+ In| Hy |+ In| F,| (11)
BB I 18 PR 18 TR M N A S R A A8 I H, |~ | H v o AR SCEEER m 5 9305
(m—+ D)3, AR AT LAV B 515 8 A SC B 15 B B 5 A BE R
S=In|F,|—In|F,|In|Fy|—In|Fy| -+ In|Fy,_,|— In| F),] (12)
W 1k 25 (E 45 i B AR 46 14 (Difference short time Fourier transform, DSTFET) {E b 5 35 48 £¢
RF AR S A 28 9 2, AT A A8t A 7 T A 45 e o R ) A RS 1 B )

3 % &0 OpenMax
3.1 HEREHE S

LR 22 W45 BB 2R o () BRBG M aE . Wo(x)=v,(x),v,(x), -, oy(x) A N
BTG M) i . Sofmax JE MR o (2) 1B BT A o J8 T4 25 55

v, ()

N
2 e’v,(r)
i=1

i

(13)

P(y=jlx)=



66 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

3BT 8 T — S MR SR A, S5 o 1o (BAEF RPN B A5 R S X N J3 A%
SRAVE R 1, BANEHE . IR LTI A OpenMax B e # 22 [ 25 44 8015 PR AL Softmax .
3.2 % {i OpenMax

OpenMax AR 4 55 AiF [ 58 B 85 R7 A v 0 09 B 238 DR A8 TE 20 24543, DA IX 43 2 AR e AL, A

AT B (Extreme value theory , EVT) o AR¥ESCHRL16 ], B K AE A9 4040 IR Weibull 4345 , 3 Bt
S3 A BRBUE X
F(x; A k)= 1—67(;) =0 (14)
0 x<<0

Ko MHEALAE A0 0 el S50 6> 0 MR S50

1 REAE ) 2 I A& Y A AT 0, R T T G LA RRAE A ) 0 4 A, AR SOHE AL 521 OpenMax 5%
MK % it OpenMax, R H K-means 836 15 3 B B AR FEAE S B O R G C={c,;}, Hii=
1,2, NRRNGE j=1,2, -, pRREGE—LEH p DFL o X T4, B0 LA SR —4
Weibull 43 A 76 A AR 865 J5 00 19 B8 85 1040 A KA o A A8

q
F(x; A,k)ZZQ,-F,-(I;/I,k) (15)
=

q
R o, RRIE BB D @, = 1, FFHESS 1] v RRAE 1) B 5 4, OB R AR B R . B A9 K B3, OpenMax
i=1

AR AR R 0 T N HIL YRR AS 3D 15 1) W eibul LA 7Y 4 1B A £ 43 2S5 B0 43 2R S5 R ME 26, I AR i Hk 4 0
LIRS A IR A AR N 285 45, HOD BRI Bvk 1R .

k1 EFZF0 OpenMax 1 J0 A LA PRI I 5 1%

SR Ev(x)=v,(x),v,(x), -, v (2)

SR TR A CRIXE R ) Weibull 2> A HER BB E, (x5 A, k)

SR B, BAE U R 1) 200 B

(1) % s(i)=argsort(v;(x))

(2) fori=1,-,pdo

eS|
(3) w,,;(x) iam 17,8*16( Ao )

(4) end for
(5) EFITA S E v (2)=v(x)X(1 —w(x))
(6) ﬁi)‘(v',\,+1(x)zziv,»(x)* vi(x)

0; ()

(1) P=(y=jlx)= N
0,(x)

(8) HEE ANy y = argmax P=(y = jlz )

(9) Wk vy = N+ 1 FRRFFPN T AN AR 2T AL
3.3 mEKEH

R YA TR SR AS 22 ) N B, A (R R A 22 ) TN A3, AR SCTE A 28 I 4 B 45 2R BR AT A center
loss, Al RIR Ny



M T FAREEHEBHEM P AT % K OpenMax 89 L AN &2 F) 7 % 67

1 m
L :Elzzl
A m 2 — RN 5 T B B R A B i s o) RS y A IRRAE o o BAOR B RIFE Y i 72
Xof A A 28 AR S /N U ZRAE TR b e 3 HE 3238 0l AR AIE 1] & 1 v O, Ay BT A RR AR o) 2 b 1 B S RS
BN,

IR 1 245 0T 9 58 SUIR eR RO

v (x)—c, 2 (16)

m el
Ls=—>lg— (17)
i=1 zev,(f)
i=1
BV SE ST lIPSY '8
il 25 00 225 S 45 2R R VBT SRR R
m ev(.r) /1 m 2
L=Ls+tALc=— > lg— -l-fE ‘Ul-(l‘)—Cy,H' (18)
=1 z ev,(I) 2 =1 2

4 XRHESER

4.1 HBEESTLIE
AR 3R 2 IR O I UE T 4R AR B0 A A . FE AT B9 ER S b JE A KL A CC2530 38 {7 AR e T
25 R HE B M T 5 m AL E I R SRS T R 5 B B 2.4 GHz., HiLTRIR H BB60C AL R
EXNNES I ARG EHERNEICARER . BMEEREIOsHER, BUCRERMR LT
AHUEAFFEA EAALE . R T PR 2 B AE R T 3 SRR 7 20, SRR B 1 40 Mb/s, AR SC—
FRET 106 B EHES, 29K EARE B 0717497, REMEI LN 15 GB,
i FRE A I B e 5 S IR A . E — W 0w, R s K R se M8 O T B
FEIRAY I AR AR NS S RE R A FL AT RO 1o DR AR LU 4% 44 1T LK UBIE A5 5 407 o AN 8 0k
start: E,/E; 1= a (19)
end: E,/E,_ | <<b (20)
AP ERRE I NEONESREM;« > 1H<<1, fEEHRNG , 355 B A5 5 4T 70— Ff1/h ik
R N b B TS SR B A Bl 4% R AT 5 0 48 4L
FEHL
T HESRAE S 2R T A BT P B R XS

x1 ZREEFEESH

Table 1 Parameters of multipath channels

e 1 2 3
ST AZE B2 0 £ K 4E SEHEER S 2 [l
{)ﬂﬂfnzfﬁxﬂﬁiaﬁ ,iﬁ\z:éUTZ/;IEanﬂi%*u{zuT‘tt EHEIE s 5 01 02
FIR G BIEE . AT 28 M 3R PF 212518 T 2/ 0 . g

Yt S H0nR 1FR  IEXHE S BEVLIN L {5 1
Eb SR 0~20 dB 114 /&5 357 (1 e s A5 20TR A 2o 46 .
4.2 HINEFME

KT G B ) 25 (R IR AR AE B e S BB ) AR SCE SR 5 B TE ML BRI T — A4 50 2K 1
PRI L . 5 30K DSTET ASTET g A 22 W 4%, 45 R an el 8 s o AT LA B, 4 2% % A5 25040 14 5
I A STFT A Jg 5195145 SCRAE F, B 20 dB FTO dB 0 548 42 1 2545 3 Y o 25 190 2 30 590 o 1t R A
28.4% M119.6 % , JLF A ATAT B9 58 J1 5 (04 H DSTET 4 57.2% F146.8% BIHERI R . A T —
P v R VR AR R AR SCHE AT T B B TR A BRI A 2 0 e 2 4 7R A DSTET A1 ST-



68 R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

FT iR e 3R 43 0035 1) T 95.6 %6 R 91.2% o A ik B4 45
BB &R T ARk, B DSTFT $5F 15503 1 58 475 fig 52 30
A3
4.3 WMEMEKLEIZEF

& FBUph 25 ™ 4% (Convolutional neural network, CNN) Fl
T 72 1 22 W 4% (Residual neural network, ResNet) 1 F H 3 &
FO R AE SR BRCRE 7, B 32 B T A R R R R
A SCBETE T AT 2 0 2% S A BARZE R A1 9 .10 R o
T 10(a, b) o 5% 22 4 22 I 26 1) EARZ5 48, 61 10(c) iy
sk R E5 Y, RIE 10(a, b) F1 19 Resid 2, 5% 22 45 4 09 1% 31
{651 75 TG A S8 O 4% R Y ) B A TR AR . AR SCRI A
565 To AL B Xt 4 Fb I 45 25 #4100 PR 45 15 5 BE 0 R AT 3R IE .
e 28 I 25 16 I 25 B B R L A 0 )8 2 2 ) SRR 1 )
f 2% ) R R 0.003, 2 5 IE4E 19 Al 8 AE 5 JE I N B T

— H/NT0.001 %0, 1A Sy JEUR f) 0.9 4% 5 214 564k 4 1 v ) = 3

100
=Y
a0l TS
3 #7320 dB
. $iR 1%
S 601
= = {$/0 dB
g Ham g
@ 40F
20
Input: ]IZ)STFT Input:ISTFT

P8 i AR A 0 I % KAl ol e 3 3 v A
ESOREac
Fig.8 Comparison of identification accuracy
when inputting features and training
data change

G54 AL R TEIE P IE VI . R

TR AF 500 45 M1 3 di v I AR R 2450 UM R AN T&T 11 Fr 7, DAL abe AR S e 498 TR0 o fy 258 d oy 1) B 22
22 245 1A DR dre A i 2 9 285 254, VR D JR 8 OpenMax Bl i (19 R At 2844

11X llfput 96 oput
cony,
Resid. 16 Input
Input Maxpool 2 X2 ;
Resid. 32 Resid. 16
11X11 conv, 96 5X5 conv, 256 i ™ Trrp—
Maxpool 2X2 Maxpool 2 X2 Maxpool 2X2 axpoo ey
5X5 conv, 256 3X3 conv, 128 Resid. 64 Resid. 32
Batch norm
Maxpool 2X2 4X 4 conv, 128 Maxpool 2 X2 Maxpool 2 X2 T
4X4 conv, 128 10X 10 conv, 256 1X1 conv, 16 1X1 conv, 16
3 X3 conv
Magionl 22 Maxpool 2X2 Dense 80 Dense 80 r—
il Dense 4 096 Dropout 0.5 Dropout 0.5
Dense 1 024 Dense 1 024 Output Fipu o
O t O t
e — (a) Structure of (b) Structure of (c) Structure of
(a) Structure of CNN'1 - (b) Structure of CNN 2 ResNet 1 ResNet 2 residual module

9 SR
Fig.9 Structures of CNNs

4.4 FFEIRRFMERERTLL

AT UE AT A DSTFT M £ 5.0 OpenMax DA K ik
HEA R R R VR, A SCABCT AR G Rl S g, 45 R an sk 2 i
TN LW E N GEA S ST AL M EaLE 6 s
TN & AT TG AL Bt , BIJF AL 2 0.047, DST-
FT .2 .0 OpenMax Fl il 451 2% pR S 7T LL$E & TC A HLFF
PN B 2

T dE— B FE F £ 0 OpenMax (1976 AL PR IF
B T vk A OTE AR SO T 4R R 1 5 A% 48 OpenMax il
SCHRL19 )7 B % F KNN(K-nearest neighbor) it - 42 5 5| &

P10 AR 25 e N 2 45 4

Fig.10 Structures of ResNets

100
95}
>
3 90}
g —m— ResNet 1
& —e— ResNet 2
8r ——CNN 1
—¥— CNN2
80 1 1 1 1 1
5 10 15 20 25
5Ll / dB
PEL 1L S [ A 20 T 2% 235 ) AT 4 P300S A 25
Fig.11 Identification accuracy of closed sets

of different neural network structures



W T FAREFEM Y AT %R OpenMax 89 LA &R A 7 % 69

% LA RHE T ResNet i UM B AR XS LE o AR 3¢ F2 FFHEO. 047 B AR AT SRS AT R

S E TR B AR AN TR E IR B HERR R |4k Table2 Open set identification accuracy of different
A S T AL B 2 8 5, I a4 A methods when the openness is 0. 047

(9 I AN HLA B0 3R 5.6.7.8.9.10, X i 19 FF Jrik e/ %
BCEE R 0.0.047.,0.087,0.123,0.155.0.184, FF STFT+1%£4; OpenMax 85.21
VNG R M E 12 s o FETFIUE R OB, A% STFT+ £ & 4> OpenMax 89.07
TR AL S5 3T ResNet B L PEREA X, DSTFT + 444 OpenMax 91.93

WA SCRR AR N IF SR DU RE D B IR R DSTFT+ £ 0 OpenMax+ Bl % 95.94
I 26 Dt 56 1 DA S T M BE o B A O R0 Y B
T, FF A 1) RURS: 78 I, FF 48 TR %) v B AR A
W TR T ResNet (HEIEH F AR &AL NSIGE T, H
I i B OB B TE AL T R AR A ) A R BOF

100

AE SR TR o (R SO HR D B AR TT O 0. 184 1 BUANMER = 60t
HANREIL F] 91.56 %, BT R AE T KNN 7 ik o i H oy T A5 *;é ik
Wi [y sk 2 R JE ABLET IR, 56 T KNN BTSRRI 201 2 & —=— £ R L>OpenMax

Wi KNN 52 38, BUR KR 75 ok B ABL, 5350 20p o FEoEOpenMax

— AN FOR U 2 i AT I A B 6 A DR . AR ST 4 Hh Y 0p —¥ ResNet

£ JFi0> OpenMax J7 5 2 BLHEEK N 4R S0 51 9 28 47 Ji& A 7T i 000 005 010 015 020
BIARFITEAMUE) N+ 153 264% , o I 2R A>3 26 4% JHRIE
P12 AN [R) B3k T A AR 031 3 4 46 B T s 3 A8
5 ZWRIE fL I
A SC X 25 45 845 5l B S 4 2 S BT AL T A R ) Fig.12 Open set identificaion accuracy of dif-
Y R T I 1) B, 5 T 3 T £ R 0 OpenMax 2% {i fi ferent algorithms varying with openness

I 8 B A e ) JE AN MLTT 4R RO O vk o %07 Rl i A 5

Hh AR B 5 1B TG G Y 26 B IR BURR AIF FECHE 1 0, S R AR 01 PR o e UM R A R e [
i, A 3CH OpenMax Bty 22 B0 OpenMax, 76 AN 52 0 P A PUNMES R B RT3 T, 2E — 248 i 1 T 4k
YU R R o AR SO $ 3k T A8 B2 2% AR T8 BR 35T P o AT JC A HILAS (A TRU A ) A G 00 i 4 oA R 6 A5 902 B
AEE TN, 2 — 25 FEBTC ALY By PR30, oA A s 3 0K R 1) 28 e i g 4R Il A7 07 5%

S & k-

(1] XS, BRI, ASTEAL, 45 . 3 T RAE Rl #3015 58 S I AR 50 7], Bl R 4R S AR B, 2022, 37(6): 1280-1287.
LIU Zhiwen, CHEN Qi, ZHENG Hengquan, et al. Specific identification of communication emitter based on feature fusion[J].
Journal of Data Acquisition and Processing, 2022, 37(6): 1280-1287.

[2]  YANG Ning, ZHANG Bangning, DING Guoru, et al. Specific emitter identification with limited samples: A model-agnostic
meta-learning approach[J]. IEEE Communications Letters, 2022, 26(2): 345-349.

[3] LIU Boyang, ZHANG Haoran, WAN Yiyao, et al. Robust adversarial attacks on deep learning-based RF fingerprint
identification[J]. IEEE Wireless Communications Letters, 2023, 12(6): 1037-1041.

[4]  WANG Yu, GUI Guan, GACANIN H, et al. An efficient specific emitter identification method based on complex-valued
neural networks and network compression[J]. IEEE Journal on Selected Areas in Communications, 2021, 39(8): 2305-2317.

[5]  ZHANG lJingwen, WANG Fanggang, DOBRE O A, et al. Specific emitter identification via Hilbert-Huang transform in
single-hop and relaying scenarios[J]. IEEE Transactions on Information Forensics and Security, 2016, 11(6): 1192-1205.

[6] HANNA S, KARUNARATNE S, CABRIC D. Open set wireless transmitter authorization: Deep learning approaches and
dataset considerations[J]. IEEE Transactions on Cognitive Communications and Networking, 2021, 7(1): 59-72.

(7] AR, T, hmmdes, SR R T IRIE A AR 0 4R S IR PAOT SR URI[T). KB 25822 5 LT 5 B4, 2022, 20(12): 1285
1291.



70

R E B L Journal of Data Acquisition and Processing Vol. 39, No. 1, 2024

LIN Ziyu, WANG Xiang, SUN Liting, et al. Open set recognition of specific emitter identification based on deep auto-encoder
[J]. Journal of Terahertz Science and Electronic Information Technology, 2022, 20(12): 1285-1291.

[8] KARUNARATNE S, HANNA S, CABRIC D. Open set RF fingerprinting using generative outlier augmentation[C]//
Proceedings of 2021 IEEE Global Communications Conference. Madrid, Spain: IEEE, 2021: 1-7.

(9]  FEHFTF, ToRR, Vrde, % e I 459 5 0048 SHIR A RN [T]. P62 38 a7 244l 2022, 56(10): 130-140.

WANG Chunsheng, WANG Yongmin, XU Hua, et al. Specific emitter identification under open set scenes[J]. Journal of
Xi’an Jiaotong University, 2022, 56(10): 130-140.

[10] XUAE, X0, TS, 8 5T 65 BUS B [ 26 6038 15 48 5 IR AT S U0 7 i 1], 45 8 R R 22 4, 2023, 24(2):
140-149.

LIU Renwei, LI Tianyun, ZHANG Xinliang, et al. Open-set emitter identification based on convolutional prototype network
[J]. Journal of Information Engineering University, 2023, 24(2): 140-149.

(1] XEE3C, BREE, Wik . 2T SDAE _SVDD 938 5 48 5 AT LU0 T 3 [T]. i 5 B ST R, 2023, 38(4): 26-31.

LIU Zhiwen, CHEN Qi, MAN Xin. Individual open set recognition of communication emitter based on SDAE_SVDDI[J]. Elec-
tronic Information Warfare Technology, 2023, 38(4): 26-31.

[12] WU Yuefeng, SUN Zhuo, GAO Yue. Siamese network-based open set identification of communications emitters with
comprehensive features[C]//Proceedings of 2021 6th International Conference on Communication, Image and Signal
Processing (CCISP). Chengdu, China: IEEE, 2021: 408-412.

[13] BENDALE A, BOULT T E. Towards open set deep networks[C]//Proceedings of 2016 IEEE Conference on Computer
Vision and Pattern Recognition (CVPR). [S.1.]: IEEE, 2016: 1563-1572.

[14] SCHEIRER W J, DE REZEETDE ROCHA A, SAPKOTA A, et al. Toward open set recognition[J] IEEE Transactions on
Pattern Analysis and Machine Intelligence, 2013, 35(7): 1757-1772.

[15] GENG Chuanxing, HUANG Shengjun, CHEN Songcan. Recent advances in open set recognition: A survey[J]. IEEE
Transactions on Pattern Analysis and Machine Intelligence, 2021, 43(10): 3614-3631.

(16] #Th, SR, X654, & TR IR 22 M40 TC AHLA RN 5 ik 0] S8 & TRk, 2023, 44(6): 246-253.
YANG Lei, GUO Enze, LIU Yicen, et al. UAV individual recognition method based on scale down ResNet[J]. Journal of Ord-
nance Equipment Engineering, 2023, 44(6): 246-253.

[17] SCHEIRER W J, ROCHA A, MICHEALS R J, et al. Meta-recognition: The theory and practice of recognition score analysis
[J]. IEEE Transactions on Pattern Analysis and Machine Intelligence, 2011, 33(8): 1689-1695.

(18] ¥4, WSFhR, MY, 55 . 3T 1D-CNN-LSTM M5 52 65 10 5 ik 0], SURITTSEAL, 2022, 28(12): 30-34.

XU Quan, TAN Shoubiao, SUN Xiang, et al. A specific emitter identification method based on 1D-CNN-LSTM[J]. Modern
Computer, 2022, 28(12): 30-34.

[19] SHEN G, ZHANG J, MARSHALL A, et al. Towards scalable and channel-robust radio frequency fingerprint identification
for LoRa[J]. IEEE Transactions on Information Forensics and Security, 2022, 17: 774-787.

fEE T

T (1996-), &, W5
SIS DR T E B SN
B R %4 E-mail :

corrine_yang@126.com,

=B (1978-), 5 , Al #
B, WEFE 5 1) TR F
(CRCRUSLIE

W T (1963-), 5, # ¥z,
T4 S 00, W5 O s T
S R T A
AR IRA AR 5 4

TEW1986-), B, # %7,
T 2 PO, BF 5T D5 1 - B
AN RY S IR
TR

FWEA(1973-) , BIEESE .
BB AR, D
FETT 1) < i S A AR
PR AE EAE BT B
A4, E-mail : xyzgfg@sina.

come

(%0 4 . IR AE)



