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Low-Altitude Intelligent Network Empowered by Blockchain
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Abstract: Low-altitude intelligent network is an instrumental infrastructure for the outgrowth of low-
altitude economy. However, the safety control of the unmanned aerial vehicles (UAVs) presented in such
complex system faces multiple security challenges such as airspace security, data security, and spectrum
security. To address these three issues simultaneously, a blockchain-based three-sided collaborative
regulatory architecture, with the use of both “on-chain” and “off-chain” information, is proposed. The
“on-chain” contains identity and registration information of UAVs, while the “off-chain” contains
automatic dependent surveillance-broadcast (ADS-B) information and spectrum information. To solve the
problem of cross-domain authentication, an effective signature algorithm is developed, which is based on
the ADS-B information and certificateless signature. Furthermore, due to the lack of error correction
mechanism in the ADS-B protocol, errors are easily incurred by channel noise and interference during the
transmission of the ADS-B information. Consequently, the hash verification may fail. In order to alleviate
such signature failure, a cross-layer signature algorithm based on error correction code is designed for
correcting errors. The proposed blockchain-based three-sided collaborative regulatory platform has been

well experimented over the Yangtze River low-altitude demonstration pilot zone and achieved great
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success.
Key words: blockchain; low-altitude intelligent network; automatic dependent surveillance-broadcast
(ADS-B)
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o B Bl B R e i W 1 TR . B ADS-B Wi 120 47, B T AP ARG S 05 38 R B 4l B
WY F A7 4 k% X (Dont fragment, DF ) Bt 3% Uh 74 XX 1Y B8 77 7 Bt ME— AR 1R 55 22 ROBL Y [ B
B i 25 4 24X (International Civil Aviation Organizition, ICAQO) 7 Bt F1 - 48 12 46 I 1% 1 35 70 43 I
(Cyclic redundancy check, CRC)F B4l il . Hoo, ADS-B 4% K 56 bit, £ 3% & 5 CHLAY A7 B | 8 5§
I3 18] .

8bit  Sbit  3bit  24bit 56 bit 24 bit
Preamble | . OF | Capability | ICAO CRC
format

TC|S | S |A |Altitude| T | F | Latitude Longitude

5 bit 12 bit 17 bit 17 bit

Preamble: - [ 11 S5 DF format: F&7~# F FATHEEHS K

Capability: TN FBE  ICAO: FLEKHLHKME—FRIR
CRC: BHIARIKAE: Altitude: & TC: HRHMEARE S WIRES A REBRRS
Latitude: ZhE Longitude: &% T: Hf[A¥E»~ F: CPRALE(SERFHM/BEH

1 ADS-B % df ikt =X
Fig.1 ADS-B data frame format
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25 B2 o M Gt Ry 17 bit i 3 F A, AR 5 e BRI 1T 2R 0 4 SO 38K 91 B ME (Message,
extended squitter) = Bz 3k 56 bit (19 25 o7 B A7 B, T X% A5 B e — 2 FLUU I A 468 i 0 41 %€ i 112 bic 1)
ADS-B R 5 B, Zead ik wh o % 8 ] (Pulse-phase modulation, PPM ) %t J5 LA T15 5 (1% i , ¢ ) 18
1t xf 1090 MHz i il 1 46 ) #6 o FE 4% Wi , A AL S 38 f PPM i 8 3515 H A% CHLAY 112 bit B9 4 S5 B,
P CPRAF JR i 8 3145 T 55 0 H bR CAILO B A5 B

2 EFXBEN=ZEHERFIEZR
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75 WA T 1, R AN 0 ot 2k %8 B0k, S B T R A R IR L 5 T b R R A Y e i
B A o3 A AR Ml 55 B b KT R L) o R R XA S B X T A 55 AT D B AT A
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G 2005 BAEE T Y B G4 AR ADS-BAF B, T LURE B 487 15 S i 2 408 F1AE T APLIY R AT B
FIVER B 2 35022 4 5 245 B B 52 5y 1 8 R BE T 9 B F- 15 1 36 9 0 N WL AT 335 A 00 80006, T AAS Bl A OF 65
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Fig.3 UAYV cross-domain authentication mechanism based on ADS-B and certificateless signature
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