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Realistic Medical Image Augmentation by Using Multi-loss Hybrid Adversarial

Function and Heuristic Projection Algorithm

WANG Jian, CHENG Chufan, CHEN Fang
(College of Computer Science and Technology, Nanjing University of Aeronautics & Astronautics, Nanjing 211106, China)

Abstract: Early detection of COVID-19 allows medical intervention to improve the survival rate of
patients. The use of deep neural networks (DNN) to detect COVID-19 can improve the sensitivity and
speed of interpretation of chest CT for COVID-19 screening. However, applying DNN for the medical
field is known to be influenced by the limited samples and imperceptible noise perturbations. In this paper,
we propose a multi-loss hybrid adversarial function (MILAdv) to search the effective adversarial attack
samples containing potential spoofing networks. These adversarial attack samples are then added to the
training data to improve the robustness and the generalization of the network for unanticipated noise
perturbations. Especially, ML Adv not only implements the multiple-loss function including style, origin,
and detail losses to craft medical adversarial samples into realistic-looking styles, but also uses the heuristic
projection algorithm to produce the noise with strong aggregation and interference. These samples are
proven to have stronger anti-noise ability and attack transferability. By evaluating on COVID-19 dataset, it

is shown that the augmented networks by using adversarial attacks from the MILAdv algorithm can improve

I #8 B #3:2022-05-10; 81T H #7 : 2023-05-30
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the diagnosis accuracy by 4.75%. Therefore, the augmented network based on MLLAdv adversarial attacks
can improve the ability of models and is resistant to noise perturbations.
Key words: medical image augmentation; adversarial attack; multi-loss hybrid; heuristic projection

algorithm; attack transferability

51

il

MLAS 27 ) 7 15, 5 1) 2 % B i 82 ) 4% (Deep neural networks, DNN) #% )7 12 i JH F BE 2% 2 Wi 1T 55
rp )N TR B B R 22 W 4% (Convolutional neural networks, CNN) 8 FH 2 % 0 35 X 6 B A% 347 4
2, IS WS T T 28 SR, T4 o 25 O 248 A A A5 T W DR ) S B 4 ok i ok 3 40 ) B
I, BR T A R R B A b S B R R A0 e i A 2R 48l A A D B A 2R AR DR
B (4387 6 il A REAS |, I HRHT B S5 UG v () B AR

TR Y 7R B 2 R BT BV 22 TR, H T B B TR R A A RAT BIR ) A e 1] AR X
LB R B . i 1T B il 58 Ei s ARl B o3 SR A5 R R A A B e il 58 A A 1 L 0 8K
P AR 7T o0z A= 2, O HLAR & PR Y Fs A2 10 18 75 4 M It R 4R (Rectified linear unit, ReLU) W 45 i
T BN 5 PAT B e 546 00 SR 3K 0 45 0 24 1 I AT A8 R 7 SRS A KUBR L AR SO R T X e R Ty 3 ok
A RCH AR G )X HORE A DT 4 755 000 28 174 f o 1 (5 V8005 30 5 6B % W SR AR A 1 e 3 B

i A X 35

o BITEREA

® [AMEREE

O BIEREAS B I 7S
O BAMEREAR BN 75
- REARRIRA S

— PR

1 #m N0y R &
Fig.1 Concept map of expected training plan

B R 5 B R AT 53 R A% 8 1Y) RIS 5 L T HIL 28 27 ) 19 IEMG o . A% 48 0 IR o 2 58
ok JUA] A8 $ mlg AR R 46 55 7 1 19 R B 4R o SCRLS 148 1 7 FE AR A A 2R v felf FH A58 1) 72 46 1) TR A 38
58, A B Y PR AL B LS ) 7 B8 5 9 D PR B 2 A R AR L ST LR 2 20 1 TG 386 5 5 1% 4 B Bk
P 3 5 N [R] |, 3 2% 2 B9 38 53 iy BO8E 5K 30, mT LU B St B A9 RS T2 BUEE A A R ) et B EAR AR e
B, A& — A~ B B Az B XF BT W 4% (Generative adversarial network , GAN) 3 4= il 9™ J& A9 4% -#E 1
Xt B AN MR RIS L SR A ST b IR AR B T R S R B AT S O R AR ORI HE
AT i 23 32 SR ot ) A0 A 5% i

ASCA T — R IE BB R R T B 2R IR A X B AR B TAE U L g . 5
A TR ARG, AR SCHR AT DA 0BT 1 3 5 R X 28 R0 N MR R LT 2 5 A, JF AT
B A A B o SRS R & B R SRR X AR R M R AT SRR R TR R YR T B A
Yt i 1k .



1106 R E B L Journal of Data Acquisition and Processing Vol. 38, No. 5, 2023
1 EEEAEMRTIE

1.1 SHMEREERBEAE

AR T — R Z BRI A XU T, LU AR RO R PR A A T O ) 4% Y RS
Foe 26 BT HE AT F RN 2 DA v AR TR 32 Ak g

WE AR ESEBRXERY T VINCH W 43 51 A G 00 3815 8 B M58 B (B KNy
0~255) Wi AR 2 Y € R, 3 3 i g LU P4k 7] R 38 30 30 X B AR AR X o

minimize | X — X, ||p + Liia( X, X,)
(D
st.D(X,X,)<<e

s Ly A Z AR BREL, D N IR BEAS 50 BURE A 22 8] f) 22 5 B2 2 o B30, AR ST T £, 35826, e S BRI
TR FH 3K S R 0 AR o A6 80 TR AT P R 418 v A5 2 19 R A

P 2 s 1A SCHY RS Ao v bk T it A o P T p IR IR, BN R H ARk AR5 AR
SO Y 7 1 AR Il B4 DX b A BB AT P R A SR AR AR S T e R A R IO g R AR AT
B IR Z R TTIEXS L BEAT AL, A2 YT EREA X5 SR 51 A KL T8 e sUB0 i P 3l b AUk
%%%XﬁﬁﬁzﬁﬂﬁﬁlﬁLf%@ A HARBE RS RBE BE VI (X, Y ), IR HIAERS B, o T (X, Y)
NS o HE— BB UE AR G A A — /NS esign(VI (X, Y)), BUSEBIESh kAL

BT ZHKIRE KRR R
R 8
. N B RAR
Liwa | =» j
A : Iter 0
, iR L, Bk
JEHREE A e
= x L DNN £adv
R
e
IIII & * sign(VJ(x,y))
>PF &

VI(x.»)

K2 A3CT7 ik
Fig.2 Flow of the proposed method

BB T AT KU TSR 0 22 45 G TR B PR L guig » FHTRE 12 5 00 500 A AS ) A B a
T IR B AR o fe 0 22 308 5% pR RO XTPTVESR R L0, JH T REE BB KU 31 5% £, T IR 558
P8 D s R i ) D PRI 2 ., A FH T 0 O 2 88 PR AR AR 40 P 3 A A1 4% £ AL U

Ligia =L+ L,+ L)+ L,

st. D(X,X,)<<e
K LS8, AR SCICE O 0.5 JLUk, i — 0l 28 T 802 008 e sU sl ik AR0R 1 e 08 5 e BE AR
HR f I P SR B R L X, DA AR IE 58 SR AR AN T e . AR SCHR KA F AR B R A 52 SUIR B T (XL, Y ), XA

(2)



E R FATEIRARGHRIBABAXNBRY L LN BAEF AR RS % 1107

A bR HURE AR, IEF £ () K 255 DNN [ BIBRZE , LABAR £ (X)) # Y. BkdifEh
rl= Clip(ara + e'sign<VJ(:Ca, y) ) + yesign ( W;“P))
s.t. x,, 2L €[0,255]
A W OB AL, PR XN B IS o AR SO PR 5t A e B e 1 T 7 4 5 5
JE P IX 0 B et e M09 2 LA B8 7 0 A0 236 Ak T 5% 30375 VT T 001 Xk 1 5 5 IX 4 9 L AR S
3 Aot 8 2% B T 1R SR M TR T 0 X e (B R A
1.2 ZH|KRBEFENFMZIT
1.2.1 RA#s#%

PG B 52 R Nl — |, G o ([, 380 6 P L, 30580, A3 e P L, R L % TF AR SC AR i 1
1R, IXURS R DL 2 phy 15 30 o A R RE 3 5 28 1% X, =2 1 10 R X0 Tk 5 S . WA PR =2 I i o 5
B T LS 3 2 AT R 2 2 o i 22 Sk i L,

L=>
lep,
AP D, VR A2 I 4 A HE R R, GO TE D9 — LR SR 1 IR YR A b B
T A [ 09 2 T L2 3 S [ (g R, B L A S P 0 46 140 T A7 46 BUZ A LR J22
1.2.2 BRAH %

3 XU 5 2 T T 2 1 5 2 X 48 0 PR, (L83 9 R 15 0 R 7 T R 5 D50 A P 25 R
[F] . JB A P 1 P 25 T L0 o JBE P 954 2 S AR A7 L LA S

£.=X|D.x)-Dux)|

l€0, 2

(3)

2

AD(x))=g(Dix))| (4)

(5)

3 2ok 3 Ay 2RT DURA O 3 58 05 0 BUR TR IR FE R R S M b B 5 R i R AR W A LA 2 o A SCfii
FEAE B2 B 2 /) TR — AR A N A 2
1.2.3 @¥#Hik

T AT 9/ R AP AR R 22 ) 1 A Ak B O T 20 Y T o X RS R R o, A R SR

2

ﬁd:E\/<Xﬂw’7Xl'+1~/>2+<Xﬂzx.f*Xi,ﬁl) (6)
K X, MR X, B AR A5 (2, ) A BB R o BB UG, 35 FF S il LR BAA IR  22 19 Jmy 384 T . Sharif
SELPURS O VI B T v 0 B P v A R AR R
1.2.4 sTHRMEHRE
XF TR L0, AS SCREH PAT 28 S 451 2%
lg( p,( X)) F H bR it
U ag(pn X)) g p( X)) A B EREE
KA X BHIRFEA g () BAREEHELF B9 HE R4t (logits | #Y SoftMax) .
1.3 BEXBREEZX
B 34 T FGSM .GAMA FIA SC 7 R ResNet50 #5578 A p 4 38 5 b A, JEd 26 147 A i
KB REAS 55 24T JBOR T 5 TR PR 1R 22 ol i W 75 2 5 505 34T JROR T BMBD 3 A7 22 W 5 19 2R L I
JE—AT R 2B . LIS RN T K R 50 1 B Bl A T R oA AR SR IO . IR L AR SO R TR X
S IX G5 X (18] 3 8 7 — A7 S0 181 b 8l i 3 43 ) H A SR AR R AR Y M 7 S A AT R G I, R AT

(7)



1108 R E B L Journal of Data Acquisition and Processing Vol. 38, No. 5, 2023

PETHEEEREE Original FGSM Projection

AW B AT AL AR (CAMD) AT LA Y X3 AN
[7i) 28 1) ) DX T A8 SR AR 7R LA 5 1 8T 00, 5 Rt Ji2
T I 5 )7 35 (Fast gradient sign method , FGSM) 1 &
F A B BT M 2% 1Y i J7 B (Generative adversarial

model-based attacks, GAMA) A b , A< SC ) Mg s o B

RSB RAEM:  HA D) N BGE M4, W R 2 B2
O3 AT 55 TE VN GRi #0722 2 W, A SOl 1 H AT A
HE Y B DT e = 4 P [5] 38 3% (Block-matching and 3D fil-
tering, BM3D) J5 i 3k LA 2 M i J5 i RCR . INIET 3 1Y
55 34T T LAE 8 A AR ik e A i R AR AR ME B L I
WA Sy B AR AR TR B RE T -

BRI 7 S0 25 B T DR 2 B 4R T —Fh g B3 B FGSMLGAMA FiI AR 3CT7 3% 2 ResNet50
A, ALK B Rosen B HEIE L 4 2 4% PRI A SR AR
ST T AT T i R L T Fig.3 Enhanced samples generated by FGSM,
T 68, 4 e W 7 5 0 DB B, DA 1 55 oo ma e propesed method o
M rs B SR A R A . AR SCIA MRS [ P A
FTR e BRI A9 35 20 A B i 10 M 23 oy 7 IX 4 X B v

1

LXK,
TN S HG SR R X, 09 L 3G B0 B @ LR 5 S R 3
PZCIip(\Xa|—e,O,OO>-sign(Xa) (8)
IRIG , B 3 s R E SCR
X! = clip( X, + essign(VI (X, Y))+ yesign(W,*P) ) (9)
KW R KRN R w X w BRRIR B S 5%, sign (W 2P ) J2 T 3l (9 vl 47 J7 1), W, ] ] B SCy
0 i=|w/2],j=|w/2]
W [ij]= , (10)
1/(w?—1) HoAl

L8 LTI AR SCRR A T — i 22 45 2% T R A i DR SR 20 B IR AT A 6 B AE A I LK Bl X PR AR
SELUAS I 4 5 IR TR e X485 5 J0 05 08 2R A e 7 R AT SR, 4 e 1 A8 2R Y R P AR T 2 B P D T ol
bk, IR K X Le Y FE A BOREA R A H R B AT 25, ARG SR A R A2 AL RE D <

2 LWHMER

3 T R R ) — A R S AT 55 R VTN % RGO Ik I A R . B E 4 kA 3 2R
%, Hod E 8 EIM% 1 341 9K, COVID-19 BHE EIME 1 200 3k , 9% 2 Pl & P15 1 345 5K, % R F 20k 224
BE X224 %

2.1 #HRIEE

T VAR AR SC RGBSR Ty ik AT S B R B 2 o B R 5 2 Ak M B L AE T SIS BROHE AR (R4 I e il 4%
PG R 1 5 PR B 4 ) 1 % A o B 2 [RTR 4 2R ResNet50 HEAT T IR AR o 78 5550 v, Ji B 44
Wit 4 2 B0 N 20 B 0o BIRAY, HE M 0.85:0.15, b4, AR SC 2 A H b 7 36 B 9 1O B 45 o th



I L EATEIRERSCTRAKBARNB YL FWRBAEFHBRIE RS & 1109

I3 2 i T e EEAIVAR T T T ) D T AT 2 500 2 o T 84 5 ) TR AN 5 00 2 2, T
Il/rain E/‘J éﬂ% o
2.2 B R EHE R

4 s 1 HA BN A A A] e A I (s Bk £, AT 00 L) B9 SEL I HEAR . a5

— ARSI G 5 X (2) 6 R R
INE e 2k gerb . W LAMLEE R, R 45
SR I5R] LA Bl DR B DG YA T AR T 9
%Tu%ﬁﬂﬁﬁi—?—iﬁﬂﬁﬁ%%ﬁ A

o A R
%é%ﬂ@iﬁf‘ﬁﬂimﬁﬂﬂﬁ,ﬁﬁ?&w
B BT A R M P R B A M (a) Original (b) L, (¢c) L+L, (d)Multi-loss (e) Add projection

PLEBRIY . WA S 2Bk g5 A R R 2t B4 AST] 4 2 300 A g 1 24 i B A
;&1 Y7 i 5 FGSM . GAMA Fil RayS it Fig.4 Enhanced samples generated using different loss terms

7, LR e H G T fe k. 78 F1 WMABEEENBERIEILL

i’é 19 AT dRie T 82 M . 1 Table 1 Comparison of attack success rates by incorporating pro-

e F B il ] ResNet50 245 il T jection algorithm %

FGSM[IS] R GAMA[IS: R Rays[lﬂ ;Fu 2'_( {iﬁﬁ ResNet50 ﬁiﬁisﬁ?ﬁﬁézﬁ

SCT5 B XS BUREAS 3 SR 5 R I A= LAY 7 ik EE RE

1 5 KE AR XF ResNet101, Vggl6 il ResNet50 ResNetl01  Vggl6  ResNetl52 Average

ResNel52 ¥ 17 2 i B3 T A [ 7% FGSM 80.9 29.6 19.4 20.3 23.1

FO R, W 1T GAMA 100 38.0 33.1 33.9 35.0

RN AR e A e RS e sl Ass 909 A9
AR SCT7 100 73.1 51.2 67.4 63.9

1 22 YA 2R W] LA A 8 R %57
$& 15 28.9% , £ B i ResNet101 i ,
AT LAAR R 35.1 %6 MY Bk MU o 3R R AR SO
B B BB BGh A B R v T
W A SCBCR B 886 7 3k 5 A G i JLART B HiE B g ik
(e e 5 vt SRR ) K mixup §7 38 J7 ¥ 347 T %

b MRMR 2P BAILARABED W MEREXTRR 09168 09168 0.9230  0.916 3
ﬁ/ia#T B DL L X B AR BORE i, DA T B mixup 09457 09457 0.9462 0.9346
B9 R R BETHAR /D mixup J7 i AR pen 2 0oas0 00440 00455 0.9332
ARATRERAEY MBI, —ERE LRI T oz 4, 09465 0.9465 00477 0,946 4
BRI P ARG o WA SCIVH I 9 2 BUR BRARRE iy Mulditoss 0.9615 0.9615 09620  0.9615
PR BRSO A I HBOE RIE B At 09641 09641 09643  0.964 1
PERE T WAL T A Z R IR G 72 .

2.3 ERAMW

& 5 7R T 4E ROC i 4 1 AUC{E )5 1 , ResNet50 75 J5 U 8 4 F 41 A3 48 A (66 FH AR SC i 5 ik s
Bmde) FUIZRm e . tbAh 38 ROC ik 2 AUC (T4 T 1w A7) R PP Ak 2 2 Mk Rk L O HAE 4l &
Bl A EINZR ResNet50 b 200 T 76 I 4 B 48 E IRyl . AIEI S AT LR 1,228 (COVID 26)

R2 TRBBEYVHEAEFEBENLILE
Table 2 Comparison of classification accuracy be-

tween different data augmentation methods

WiRiS Accuracy Recall Precision F,_score
IR E1TES 0.9166 0.9166 0.9267 0.9157




1110 R E B L Journal of Data Acquisition and Processing Vol. 38, No. 5, 2023

fH £ T T BRI A 38 R 3R DR R AR SO A 4 MR AR S 5 T BB gz AL PR R L AR R AL A SR I
SRR ELPERE O T I hn Kt 4 o

1.000 1.000
0975 0.975
" 0.950 |- a 0.950
20925 [ 20925
(> o Y- h
& 5
%0900 [ Z 0.900
=] - (=] =
50875} * 2 0.875 1
: . . . « « Micro-average ROC curve (Area = 1.00)
E 0.850 1 2= Micro-average ROC curve (Area = 0.99) E 0.850 i ** Macro-average ROC curve (Area = 1.00)
. % | * = Macro-average ROC curve (Area = 0.99) : ROC curve of class 0 (Area = 1.00)
H lass 0 (Area = 1.00) — -0
osas || —RoCameths S L —RocEmc tclt 1 (o)
650 £ 7 ROC curve of class 2 EArea 0. 99; 5.006 . . curv? ore ?SS ) ea—‘ o
0 000 0.025 0.050 0.075 0.100 0.1250.1500.175 0.200 0.000 0.025 0.050 0.075 0.100 0.1250.1500.175 0.200
False positive rate False positive rate
(a) Original dataset (b) Combined dataset

K5 ResNet50 78 Ji 4f 54 42 Fn 4l & 50 48 F Il 2R ROC il € Fn AUC {5 i 1) 2 81

Fig.5 Performance of ResNet50 in terms of ROC curves and AUC values for training on the original and combined

datasets

3 H#RIE

AR SR T — Pl RO BB T s L A T X0 T e R R KU JEL IR R A 5k FE
{1 22450 bR RO A R TR A I3 2 R 7 T TR 48 43 AR 55 b S I 48 SR 25 Y L% 1 G AR 1 TG R
AT LR TS 4.75% BRI W ERR . DR, 5T 25120 08 & S % 24305 50 0k (0 o PO RE AR A i B2 2
V] {5 1 8y v T L 2 MR 0 S Y R T RS R L O A AR B B R R A L

SE WK

[1] XU Mengting, ZHANG Tao, ZHANG Daoqgiang. MedRDf: A robust and retrain-less diagnostic framework for medical
pretrained models against adversarial attack[J]. IEEE Transactions on Medical Imaging, 2022, 41(8): 2130-2143.

[2] KIMHE, COSA-LINAN A, SANTHANAM N, et al. Transfer learning for medical image classification: A literature review
[J]. BMC Medical Imaging, 2022, 22(1): 69.

[3] SOOMRO T A,ZHENG L, AFIFI A J, et al. Artificial intelligence (AI) for medical imaging to combat coronavirus disease
(COVID-19): A detailed review with direction for future research[J]. Artificial Intelligence Review ,2022.55(2): 1409-1439.

[4] HEIN M, ANDRIUSHCHENKO M,BITTERWOLFET J, et al. Why RELU networks yield high-confidence predictions far
away from the training data and how to mitigate the problem[C]//Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition. [S.1.]: IEEE,2019: 41-50.

[5] SALEHINEJAD H, VALAEE S, DOWDELL T, et al. Image augmentation using radial transform for training deep neural
networks[C]//Proceedings of 2018 IEEE ICASSP. [S..]:IEEE, 2018: 3016-3020.

[6] OKAFOR E,SMIT R, SCHOMAKER L, et al. Operational data augmentation in classifying single aerial images of animals
[C]//Proceedings of 2017 IEEE International Conference on Inovations in Intelligent Systems and Applications.[S.1.:IEEE,
2017: 354-360.

[7]  PANDEY S,SINGH P R, TIAN J, et al. An image augmentation approach using two-stage generative adversarial network for
nuclei image segmentation[J]. Biomedical Signal Processing and Control, 2020, 57: 101782.

[8] LEINa, AN Dongsheng, GUO Yang, et al. A geometric understanding of deep learning[J]. Engineering, 2020, 6(3): 361-374.

[9] CHEN C, QIN C, QIU H, et al. Realistic adversarial data augmentation for MR image segmentation[C]//Proceedings of

Medical Image Computing and Computer Assisted Invention.Lima, Peru:Springer, 2020.



E L FATELERARSTR AR ABRARABRY AL AW BAESF BRI ES & 1111

[10] SELVARAJU R R,COGSWELL M, DAS A, et al. Grad-CAM: Visual explanations from deep networks via gradient-based
localization[C]//Proceedings of IEEE International Conference on Computer Vision. [S.1]: IEEE, 2017: 618-626.

[11] GATYSL A,ECKER A S,BETHGE M, et al. Image style transfer using convolutional neural networks[C]//Proceedings of
the IEEE Conference on Computer Vision and Pattern Recognition. [S.1]: IEEE, 2016: 2414-2423.

[12] SHARIF M,BHAGAVATULA S, BAUER L, et al. Accessorize to a crime: Real and stealthy attacks on state-of-the-art face
recognition[C]//Proceedings of 2016 ACM SIGSAC Conference on Computer and Communications Security.[S.1.]: ACM,
2016.

[13] LI Yingwei, BAI Song, XIE Cihang, et al. Regional homogeneity: Towards learning transferable universal adversarial
perturbations against defenses[C]//Proceedings of Computer Vision—ECCV 2020: 16th European Conference. Glasgow, UK:
[s.n], 2020.

[14] ROSEN J B. The gradient projection method for nonlinear programming. Part 1. Linear constraints[J]. Journal of the Society for
Industrial and Applied Mathematics, 1960,8(1): 181-217.

[15] SZEGEDY C, ZAREMBA W, SUTSKEVER I, et al. Intriguing properties of neural networks[J]. (2014-02-09). https://doi.
org/10.48550/arXiv.1312.6199.

[16] AICH A, TA C K, GUPTA A, et al. GAMA: Generative adversarial multi-object scene attacks[J]. Advances in Neural
Information Processing Systems, 2022, 35: 36914-36930.

[17] CHENJ, GU Q. Rays: A ray searching method for hard-label adversarial attack[C]//Proceedings of the 26th ACM SIGKDD
International Conference on Knowledge Discovery & Data Mining.[S.1.]: ACM, 2020: 1739-1747.

[18] ZHANG Hongyi, CISSE M, DAUPHIN Y N, et al. Mixup: Beyond empirical risk minimization[J]. (2018-04-27). https://doi.
org/10.48550/arXiv.1710.09412.

fEEEAN:

F R (1999-), 53, Bl - B 5%
He L BESE T I R A RS A
FEOVR JE 28 0 25 4 BT I
if 5B, E-mail: wang _ji-

an(@nuaa.edu.cn,

R (1998-) , 5, il 1 fff
84 BEFE 5 1« R 2 EAR
b B TR B2 ) 2% X 4
it 5 B

BR % (1991-) , BIE1EE
Lo, W, BB B ST
i)« 22 PG A B 3T 5L

M/ W8 F AR A0, E-mail:

J chenfang@nuaa.edu.cn,

(%h %% 24)



