ISSN 1004-9037, CODEN SCYCE4 http:// sjcj. nuaa. edu. cn
Journal of Data Acquisition and Processing Vol. 38,No. 2,Mar. 2023, pp. 314—323 E-mail:sjcj@nuaa. edu. cn
DOI:10. 16337/j. 1004-9037. 2023. 02. 008 Tel/Fax: +86-025-84892742
© 2023 by Journal of Data Acquisition and Processing

ETFTEMMZRIDDSIH ORI AR
HHH, HEE

(B R Z MR RSB B HLR A 5 HOR 27 B8, B 5T 211106)

B = ¥ %5 LIRS (Data distribution service, DDS) 2 — A 7 Jg ¢ L oh K B2 P M AR E, © 2 &
WA TR A /AT RABEAR 6 oA KRB, EEANABRAE T 2w A A2 IA BT F A DDS & A R 69w
RE Y, W fE R R A AT ) %%ﬁﬁyﬁ#/\)ﬁw}o fJTg«LJ\/‘gTaE%ﬂ‘/\?]‘}L% R AR KA
ITHAEEN AR, RE—FUAXKBEAPSHTRERNFTE, EEEREGEASE SR E M3
ATARAC L | 45 o K A AT 8 BRI B e g AT AR AL z)‘ﬁi:)ﬂ%‘l&/%'ié%%i\lﬁﬁﬂﬁ‘ﬂ&éﬁfi&iﬁ‘i
ﬁmmpb AT Hn 5 T B, ﬂ‘}?_,LDDSm‘lEIi«_ A RERAFITEHRAAARZ LG L, FIHKEY
ee/v\zt % it BRI R % 7 FRRAE WS Bt DDS A 8 69 JURF & A s W, PR Z A IT R4S 8 A BLE
ﬁ%%i)ﬂ%ﬂ#%mg,u%wﬂa% FEAFFITHEREREZTERA, RV TE éﬂﬁ”ﬂz&z%%ého
9&%53@: A AR R KRG AR R A R
FESES: TP309.2 MERARERD A

DDS Access Control Scheme Based on Attribute Encryption

REN Yingchao, YAN Xuefeng
(College of Computer Science and Technology, Nanjing University of Aeronautics &. Astronautics, Nanjing 211106, China)

Abstract: Data distribution service(DDS) is a reliable real-time data communication middleware standard.
It is oriented to a distributed environment based on the publish/subscribe model. It has been widely used in
various fields. However, there are few achievements in existing research involving DDS security
technology. There are many security threats to the publishing and subscribing system in practice. In order
to establish a flexible and reliable security mechanism to ensure the security of publishing and subscribing
information, a data-centric access control scheme is proposed. On the basis of attribute encryption, the
access tree structure is optimized, and the attribute trust mechanism is added in combination with the
publishing and subscribing environment. Afterwards, the publicating and subscripting information is
encrypted and matched by formulating attribute connection and authorization strategies, and a DDS access
control model is established to control the interaction of information in the publicating and subscripting
system and realize the safe distribution of data. The experimental verification shows the solution can deal
with several security threats in DDS, guarantee the confidentiality of publishing and subscribing
information, as well as realize the system’ s access control to specific information, and publishers and
subscribers do not need to share keys, reducing the overhead of key management.
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Table 3 Computing performance comparison

Wik S i fifk 2
SCHR[14TH % P+(N,+1)E+N,H 2N, P+ N,..E
SCHR[15]07 % N P+ (3N, +3)E+(N,+2)H (2m+2)P+mE+(2m+1)H
S P+(N,+1—x)E+(N,—z,)H (Npw—21)E4 2(N, —2,) P

B6,7 A SCT7 5855 SCHR [ 14 175 58 B 0 igg o8 i) 180 08 LU PR o Bl o6 Jas A i iy 8, AR SO0 58 5 SC ik
[ 14175 58 1Ay Jin s i 1] 00 S B AR 4 o RUAR SO IO AR I 9 s 1) 48 235 4 A ) Js A 2 0 1 B S
KT T4 TR TSR/ 0 i o) 3 PR RE A T R 4R T JEAR TR EAE S ms Z M o

—— CHR[14 —— CAR[14]
—— ﬁii[ﬁ% —— KX HR

1 1 1 1 1 1 1 1 0.00 X = . 3 L 2 . 2 2 > .
0'005 10 15 20 25 30 35 40 45 50 5 10 15 20 25 30 35 40 45 50
JRAEA S A JRAEAEL /A
F6 s L 7 fifp s I ) X EE
Fig.6  Encryption time comparison Fig.7 Decryption time comparison chart
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Table 4 Impact of the number of attributes on Table 5 Impact of the number of leaf nodes on the
the cost of the algorithm at each stage cost of encryption and decryption
A e/ A FERT /s T A FERT/s
Keygen Trust Encrypt  Dec Encrypt Dec
10 50 0.5 9.6 4.4 10 0.043 1 0.007 6
20 90 0.8 8.4 4.3 20 0.082 8 0.004 5
30 130 1.1 7.6 4.4 30 0.1219 0.004 5
40 170 1.4 7.4 4.6 40 0.162 7 0.004 4
50 190 1.5 8.4 4.5 50 0.200 1 0.004 3
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