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Abstract: This paper proposes a medical image encryption scheme based on Gray code scrambling and
block chaotic scrambling Gray -+ block chaotic scrambling optimized for medical image encryption(GBCS),
which is applied to privacy protection classification. First, the image is sliced by bit-planes. Then, different
bit-planes of images are scrambled by the Gray code and then divided into blocks, and chaotic encryption is
carried out on these blocks. Finally, the encrypted images are classified by deep learning network. We
quantitatively analyze the privacy protection and classification performance of GBCS through cross-
validation simulation on public breast cancer and glaucoma datasets, and perform a safety analysis of the

method by histogram, information entropy, and anti-attack ability. The experimental results prove the
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effectiveness of our method. The performance gap of medical images before and after GBCS encryption are
within an acceptable range. The proposed scheme can better balance the contradiction between performance
and privacy protection requirements, and effectively resist the attack of adversarial samples.

Key words: privacy preserving classification; adversarial defense; image blocking; image scrambling; chaotic
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Fig.2 Gray code scrambling and its associated bitplanes
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(a) Average image attacked

re

(e) Hist image attacked (f) Gp2 attack (g) Gpeg image attacked (h) Median image attacked

(i) Rescale image attacked (j) Gotat image attacked (k) Sharpen image attacked (1) Speckle noise image attacked
B 7 GBCS I o %k A [ B AL Tl

Fig.7 Anti attack analysis in various ways
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Fig.8 Neural network structure
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x2 ETAREILFEMZENLEECNNDLXLERILE (ZLRHIESR)

Table 2 Comparison of CNN classification results based on different scramble method encryptions (MIAS)

A [F) L SR L ) : L : :

Gray Block Chaotic GBCS Gray Block Chaotic GBCS
Bitplane 0 0.612 6 0.642 4 0.6373  0.6589 0.864 5 0.892 1 0.929 7 0.879 6
Bitplane 1 0.609 4 0.640 8 0.6313 0.6408 0.8814 0.896 5 0.922 0.844 3
Bitplane 2 0.7219 0.633 8 0.6281 0.758 3 0.710 9 0.8520 0.919 8 0.603 7
Bitplane 3 0.8719 0.678 8 0.6159  0.844 4 0.308 8 0.755 5 0.944 6 0.426 3
Bitplane 4 0.884 1 0.7219 0.6457  0.8907 0.3019 0.601 6 0.8855 0.263 0
Bitplane 5 0.7813 0.8311 0.6438 0.8146 0.614 1 0.460 7 0.902 1 0.442 1
Bitplane 6 0.8380 0.775 0.6656  0.7517 0.470 2 0.516 5 0.874 5 0.584 3
Bitplane 7 0.646 9 0.748 3 0.6291 0.6821 0.866 2 0.6419 0.9195 0.762 1

fFmiEs 2 —0.006 —0.043 —0.115 0.002 6 0.023 9 0.098 0.3089  —0.002

TE < IR 7 R 3 7% A 2 3 v £ S 10 AL 5 457 1 TR 185 2 3R AR ) B L SIS T 8 {3 1 1T 592 16 45 2R 1) 7 259 {15 2% o 48 Pl 4% (R e
fED) 8 A3 Tl 25 R P PR Y 22 57 0 R 31

®3 ETAEABIAAEMENALFECNNS L ERILB (BFHREESE)
Table 3 Comparison of CNN classification results based on different scramble method encryption (ORIGA )

R R K 1 12 . EIES .
Gray Block Chaotic GBCS Gray Block Chaotic GBCS
Bitplane 0 0.750 0 0.750 0 0.742 3 0.743 8 0.602 1 0.568 8 0.566 0 0.570 5
Bitplane 1 0.749 8 0.750 0 0.7130 0.742 3 0.587 8 0.5619 0.564 5 0.719 6
Bitplane 2 0.743 8 0.750 0 0.743 8 0.750 0 0.591 2 0.5711 0.562 5 0.568 0
Bitplane 3 0.765 6 0.819 4 0.7315 0.843 8 0.667 0 0.493 8 0.566 1 0.267 0
Bitplane 4 0.7418 0.750 0 0.743 8 0.734 4 0.765 4 0.807 0 0.562 8 0.6915
Bitplane 5 0.734 4 0.750 0 0.750 0 0.750 0 0.749 4 0.564 8 0.563 6 0.5357
Bitplane 6 0.656 3 0.7409 0.750 0 0.765 6 0.779 9 0.578 9 0.575 1 0.559 9
Bitplane 7 0.730 5 0.718 8 0.745 4 0.718 8 0.887 1 0.703 6 0.569 7 0.604 3
fFE 2 —0.0427  —0.0231 —0.036 75 —0.02141 0.0586  —0.1639 —0.2039 —0.2056

W R AE 8 AN - 1T 1 ) 43 2R R B EAT X b, 45 SR a4k 3 iR, & ad A B il & L 5 GBCS Z 5 i
JGHR PR 73 26 3R L5 AR PG B g ARARL , 8 A ~F- THT - 249 R Aff 58 A0 LU AR P A 22 24 204 0 (H 2 BR Tt
BLA R VIR AN o ol M T L 5 A TR 43 IS vk i 3R B 2 S B K, 8 A6 Y- THT ) Y R A
FU DR PRS- 2 R [ 4.27 % o FH AR OR [ 8 L SR s Ak 7 O R K00 48 L I 8 AN S T A 4y 8 R IAR 22 R
RRK,GBCS W MR8 T3 o K ERE . 4ad GBCS NS Z )5 1 8 AN - 1l 1) T 249 i R 5 i
RG22 2.14% .
2.4 SHKNID RN

ARSI AT R R L1 P A GBCS SR & — P A T B O 6 . 880y RAER — R E R
ANTR] 43 B SR /IN IO7 FH B 3% 43 26 M B T ol R 1) 5 T, IO 6 863 X4 1) 4 BRI R AR AR B AR R R o S b, e IR
GBCS H iy i Fi , 78 28 52 0 1 1 Ak BHOE AR AT 4% B B L, 6 R AT 8 X816 X 16,32 X 32,64 X
64,128 X 128,256 X 256 43-H , I Xt A 43 P Al T 1R W 7 40 04 n %85, % 5 0 R AE TR — A TR B T 4%
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IR SO Z R KRN K 4R . NEAW
S 25 S AT UL Skt 2L AR RS S it 4 B T i L
S FAE 32X 32 B K/ B, BEXT R A T HUR TS
WL A 7 vk B BUCAS A At 4 o B R A (A F)
84.38%0) , KIMG 4 Ze Pk g s 4F , M % At 8 X816 X
16 45 K /N4y He b A7 TR 6 8 BL S R 4 2 P g
AR T A B

INFE 5 B S 56 45 B mT 0L X T RO IR EAR AT
I3 PR LI S AR 16 XX 16 By R/ 3 e, 1
X A - e TR il B L 0% T ik T EOAS %  3 AE ofE f
R GRE) 75.2%) R 4y 28 M e e 4t .

6 1050 45 S B B 7 S AE AN [R] 25 #4 TR
KA R TR 6 B S 25 T UL 6 T FL AR
G R AT 43 B iR T L B, Sk o 256 X< 256 K
INGE BB R A T B TR T L Y O v T RS 1
B M K TE Alexnet 3R B R %% % 5 (35 F)
65.62% ) 5 K Al 8 <8 Y K /N o3 He B b A7 1R il L
JIT BUAS: 19 3000 3K 42 o 1 R 7E Googlenet TR BE 9 4% i 5
(K3 64.34% ) 3 45 HiFie 128X 128 By K /N4y e -
7 1R T L 9T BUAS A9 0 4K 4 o B R 7E Inceptionv3
T B 9 2% 5 v (3R 1 64.58% ) 5 % Hidle 32 X 32 1y K
NGy B E AT TR L T A A 0 ik 4 v R AR
Mobilenet I 3 W 4% f = (35 5] 68.75% ) -

2.5 BAEXIIE B KRR

Xof L AR D G P15 S il R B B A5 45 ik (Fast
gradient sign method, FGSM) 4 B ] 14 1) X $t #
A A CNN R b B B2 A8 1k 1Y f5e K 1)
Jiti 0 PG Bl e ol AR o S R DA S o .
9 & FLMR B G B AR 5 X R R AR 52 it AN [R) 3R
FGSM Xt Bt B0 A2 Wl ) X kEA 145 . 55 151 |
B AR N B bR AR xR SRR R RS 8 S5 7 5
6.5 5T 5 55 2 8 b xF JRUAR AR 5 E R B
EPS = 12/255 ) FGSM i J5 15 21 09 6 B AR A ]
16 T L XF 107 B4 57 SF 1 5 565 3 51 Ay kot R 4 Pl A% P i
ZEEPS = 16/255 1 FGSM X7 J5 15 3 () % 4 K
A G B FEXT 7 1 A5 F- THT 5 26 4 51 S %o 5 s P45
i JE R R EPS = 24/255 1 FGSM I i )5 15 2 (1) X}
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x4 FRFGHRKRMHTEMEREX L (AREFEE)
Table 4 Experimental results of different block

sizes (MIAS)

Block Train Test Train Test
size accuracy  accuracy loss loss
8X8 0.627 5 0.6344  1.033 0.900 5

16X16 0.632 8 0.635 0.9316 0.8979

32X32 0.820 3 0.8438 0.5141 0.3861

64X 64 0.643 8 0.6406 0.8721 0.9354

128128 0.637 3 0.6375 08753 1.113
256256  0.637 3 0.6375 09185 0.9052

TE  MVHL T PR s 23 Mo S P e U (B, %6 5.6 Tl

RS FREISRKNSLEEREXTLL (BIRREIEE)
Table 5 Experimental results of different block

sizes(ORIGA)

Block Train Test Train Test
size accuracy  accuracy loss loss
8X8 0.704 1 0.7500  0.5942 0.5618

16 X16 0.724 0 0.7520 0.5823 0.5700

32X 32 0.742 5 0.750 0 0.5817 0.5595

64X 64 0.706 2 0.7500  0.5734 0.5596

128X128 0.724 2 0.7442  0.5790 0.564 3
256 X256  0.7344 0.7481 0.5985 0.5649

F6 ARESRAMNHS LML (FE ML)
Table 6 Experimental results of different block

sizes (different networks)

Block
sire Alexnet Googlenet Inceptionvd Mobilenet
8X8 0.6354 0.6434 0.620 2 0.645 8
16X16 0.6146 0.620 2 0.6354 0.6250
32X32 0.6354 0.6357 0.614 6 0.687 5
64X64 0.6250 0.6357 0.6354 0.656 3
128128 0.6354 0.6124 0.645 8 0.583 3
256 X256 0.6562 0.627 9 0.6354 0.656 2

PURE A P A5 S HE X I A 57 S T 5 565 5 51 S X D s el F i ) R 4 EPS = 32/255 1) FGSM I 5 5 75 3]

FR T A A P 450 B S oL 14 57 F T

PO Ji B 3L AR S i PSR 15 S it F G SR BT 0 J (39 X6 B0 A T 450 B LA 6T 7 94 67 - 1k 22 1 1) 17
Ul SR A BUREAR BB AE GBCS 7 28 9 A2 F- 0 D 1 23 B9 T, LA [R) 32 ~F T 470 8 3 M P 1 fiE ) A
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9 FGSM Xtk 7L bs B & i3 S bk iy
Fig.9 FGSM adversarial attack on original breast image

[F) A B TP s A il o % HX AR R S R 7 ANEALFERE FGSM B By 73 KA B & xd bk
—E B A FGSM I i 5 15 3 6 B AE A 43 e 28 iy Table 7 Comparison of classification accuracy of
HE 22 5 3 FE S0 GBCS 46 W 5 & A R 7] 47 3 T different bitplanes against FGSM attacks
B~ v A N = ™
(043 2K TR 28, A5 7 110 7L B A 2 S 0 48 BT I o ok 32/255  24/255 16/255 12/255
. FGSM ¥ 0.6364 06431 0.6364 0.6364
1E 52 3] 3 ¥ EPS = 32/255 19 FGSM HC i i}, 1 . il
e A 7 T 5k B 89.23% 75 % B Bitplane 0 0.6498 0.6330 0.6465 0.6431
e L I e s EOTIE S IR piplne 10,6431 0.6263 06206 0.6296
EPS=24/255 ) FGSM U I HEBI RS0 T0L poineo 06936 06397 0.6431 0.6263
Vi e K B 89.56 005 FESZ B SR IE EPS =16/255  Bjpplane 3 0.6431 0.6432 0.6835 0.8956
1) FGSM Mg ify i, o 1 S8 A 55 7 67 ~F T 5 e 35 3 Bitplane4 ~ 0.7677 0.8316 0.8855 0.909 4
90.91% ; 7E 32 5|38 Bf EPS = 12/2550) , #E# %4645  Bitplane5  0.8047 0.8586 0.8215 0.9057
5 T e B A F 90.94% . StEesE LW GBCS  Bitplane 6 0.8923  0.8956 0.9091 0.909 2

{379 T 10 9 B BP0 XE B RE A L9260 sty Diplane T 00902 07198 06869 0.0902
T JIDHL (R A R BTl 52 46 P e D AR

FHH BT RE
3 HERIE

AR SCHR TS B LR 2 DR T ALY B A AR N T % GBCS R TR FRRAA R
GRRIEYE . R AR S N LA B BE B B AR TR A 2 R A L B X B AR B T A Sk D R
PEAT 7 S 18 143, B G G A A X A% 22 8 L 00 [ Bk 0 (8 X MR A7 s A sl o e Be LRk R
PG A BB %0 Dy 9 3 PR R AT 40 R A B, 45 A4S - AR B[] O 1] ) )R 8 i M o FE 45 A4S F 8 b kAT
TR 9 B L i A TR 2 3 I 4 X i I B BUR HEAT 4r 2824 ) o AR SCNIEMR  5 B/ AF B
Xof 0 T 5 B ) A8 bR 1B 2 Ak 1R 2N JT B MIAS U8 A1 75 G IR ORIGA %4 45 1 ¥R 47 38 U0 B
BGAE 2K M. ISR 45 R R W, GBCS w8 AN - T 4 F- 247 43 25 o Tl AN LU IR G AR A AH 22
0.26 % #12.14 % , {5 FLIC T 25 5 R B R B s J T vl 800K o 25 b nl L, B5 2 EHR FE GBCS N i
J 1M R 2 BELE T B A2 YW RO, A T T MR S R AR P TSR G P JE . 7E GBCS WIEI S B9 F- T
TE 52 BT AE A T BT R BE DR 3 R A 43 2 PR AR U0 B B BB A B R AR AR i Tk o s EL Ay
TR R TR S RO A R 12-13 I AT 108, B A G e 1T SE M A R A
A JE A A B TR AL TS

B GBCS Jr ZWAFAE LI T A 2 « BE Bt HLAY B 2 S AR B SR A B AE AR MU, A 5 S 3G
R, A5 BT 55 2 — RS B GBCS I 1 3T 2 AN [l R 2t 1 B 2 MG, DASRE— 20 4 J JL R F e L
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