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Lightweight Hardware Design and Implementations of ZUC-256 Stream Cipher on
FPGA
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(1. Beijing Institute of Satellite Information Engineering, Beijing 100086, China; 2. College of Electronic and Information

Engineering/College of Integrated Circuits, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China)

Abstract: ZUC-256 is a stream cipher developed in China for 5G communication and post-quantum, which
mainly includes the ZUC-256 stream cipher and the integrity algorithm (ETA3). This paper designs two
kinds of hardware structures of ZUC-256 stream cipher and an EIA3 algorithm structure based on ZUC-256.
And then the designed structures are implemented based on PFGA, and their performance is compared.
Comparison results show that: The two new ZUC-256 designs reach a throughput of 6.72 Gb/s, which is
45.24% faster than the current ZUC-256 design, and they uses fewer resources than the previous ZUC-128
design, reducing the area by 38.48% and 30.90%, respectively. And the EIA3 algorithm based on
ZUC-256 can complete encryption of 128 bit data within 0.71 ps.
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Fig.1 Work stage of ZUC-256 stream cipher
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Table 1 Performance comparison of designed and previous ZUC-256 structures
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SCHR[7]ZUC-256 458 DE2-115 115 3.68
SCHK[9] ZUC-256 454 RISC-VF-H 0.035 6
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Table 2 Performance comparison of designed ZUC-256 structures and previous ZUC-128 structures
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Table 3 Hardware implementation of EIA3 algorithm based on ZUC-256 and its performance
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