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Abstract: Communication spectral behavior analysis is critical to the improvement of communication
situation awareness and electromagnetic reconnaissance capability in an electromagnetic countermeasure
environment. With the development of artificial intelligence technology, communication spectral behavior
analysis techniques have been gradually transferred from traditional methods based on feature extraction to
intelligent methods based on deep learning technology. However, the insufficient and incomplete spectrum
monitoring data in the electromagnetic countermeasure environment will hinder the deep network from
feature learning. Moreover, the dynamic battlefield makes it even more challenging for real-time analysis.
This paper categorizes the communication spectral behavior analysis technologies into three groups:
Frequency behavior analysis, network topology recognition, and communication intention inference from
researching objectives in the electromagnetic countermeasure environment. Furthermore, the inner
relationship between the three categories is illustrated. Finally, the existing research and development

venation are reviewed and prospected considering challenges.
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Fig.1 Diagram of contents in communication spectral behavior analysis
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Fig.2 Main problems of OODA loop in communication electromagnetic countermeasure environments

YT AR ST N AT A R B R R R 583 X O S SRR S B R A s R A T R
S B BE A 5 B R SR o AR T H R X BT R B v 38 A5 AT A 4 A 4 I LA i 2 TR HE R PR

(1) R X B 28 B8 M DA AR A5 58 S8 1Al 9 S 3015 2,

(2) ZZAEA 1 W D0 25 BRI, W0 4000 e AN 2 AR AR /IVRE AR X

(3) 15 1% 2 5 5 2% Fl A A 35 255 o 5 3550 0 00 i o o 2%

(4) 755 B2 B XTHT R BE X 43 BT 7 15 S il 4t o A v K

T LA HL RGBT Ry T S 38 AE AT S 43 BT I S B R, R T UK R R D K X 3
5 25 A RS AT R A3 WAl SR B TR M o PRI, A SR A R R R B PR A RS AT R 4 b O 1 e R
AT R 43 AT T 4% H F TR0 R E {5 A TR i 3 3 R HEAT 43 28, BB Sl AR WS A7 2R 43 BT O TR R I ST R
e B 56 R K e Bk 4%, X6 A e B F 9% )y 1 A R
2.1 RAITASWH

FE FL G XT B IR BE R HEAT AT SRy 4 BT %) 7 SCR 3 3 A i R AN IR A T A A AR AT R AT A
TR, DA 43 B AT Sy, S LR 38 15 400335 B 5 1) 0 25 SRR, = S BOR B 5 A R 5 S T A
TR 4 55 2 T e W 0 DX PN A 3 A A A (e R AE N D o T 00 U] R 3 g R R 45 2R R R
SR o3 A AR U Sl B R A D o R A R A T B AR A R N PR (R A
FEH BYIE R 15 TR R R 4 e A i AR, S B AR B IR A O AR T, AR H R X RS AT
R 53 B RS Y 7 R A R — 2P R
2.1.1 iR

T FEL B T B0 B v A 3 JE R R X L B S 14 S DR AT 55t R R AT R A3 AT G A A TARE
U4 Xof AT i R 1 2 B 5 A T AR DAAR TS B IROR) T R O B R R . A B RS T R
LA TR 56 9 P He = 000 e s e e A i R i 4 2 s DR {5 6 A e T BB T 15 1 1 Y
Jr R A G AR A D5 A A - U I A AR T B A I T TR ARG S R A7 B R A
S5 o R AR A Ty vk A, oAt 7 v 1 S (] Ak R X 2 56 TR B0 T R R A L O EL R TR AR BT Y
BRSBTS M 22 T R A i AR T B (A AE R PR e L R R . g Ty



684 R EB L Journal of Data Acquisition and Processing Vol. 37, No. 3, 2022

T MG I HE T 38 AT A4 S 5 A5 A0 33 S 075 2 T R A S A A T A G A S S

RS s L RS T R S PRRE L 25, DTN B8 THAL g 30 o 9K T 538 o A3 S Ry 12 A7 A A BRI [R] 4

B A BSOS g AT B3 52 24 B o 45 1) 0, A 17 X 0 2% 1 1 ) A0 2% 1 5 e SIS I PR R SR, Dl Ik, e A JER R

e ARl R TR R el R

45 RN B AR TEAT 5 Wi B 0 25 R AT DAL FRAESR A ﬁﬁg%

I 8 SR R SR8 R AT A0 SRR . R T 4 JE% N l

AR 25 AR 35 Sy 7™ %o K R A 2 HE Tk

SRR ELANE A T 2 0 LS PR i [ g
%%AT%@EE@E%,%E%E&%QE B PIRME

PR UG B A R BB £ _______________

25 W 2& (Convolutional neural network,, CNN)

AR LA SR A FRATZTHPES

G R TR T R e . T

CNIN f 30 6 8 0 6 38 9890 7 4 By N @ = mmmsmon
B S A B R B

CNIN TR Jy 4 56 8 4 20 i b 3066 5 8 5 T ONN AR i B
U S5 B 9 CNIN 3E 47 8 S ) HE 7 7 Fig.3 Spectrum sensing process based on CNN
N & 3B o

TR IR J% 0 AR IR A 425 0 6% 43 53] 2 2 AN ) A3 B o A T) P P g S A =, DAL T 52 L R 4 118 03 3%
JENT SUH , SCHR[ 16 42 HH — ol I T 3 AU 8 IR 4% 1) TR 3 o o0 AR JR k| R T A R 1 A
SRRV R A L 1% 2 0 B ANk B B gl , BN T A5 5 MR 7 AR AR A | o AN S 32 P O S R A
B R RFEAR T X6 B0 PR 85 b A 3045 B i /5 oK .

TR J3E 22 2] H A AE AT S e g T AT A i B, A b 28 I 2 0 I E — e AR B AR TR ST
T T T 5 A BAE 5 AR AE A O R R AR S R T S 0 R R A R R K i R 2 )
755 IO0 FH A6 P T 470 B 5 AT v Il — 2 DR X 51 2 T T 6% 1) I R A AR R A A UM Y S E L X
EXFPOIREE R B NFEAR T R BAEAE P o [6) BF 7 B B AT R HE AT AR TAL B X 5 R B
BT B SRR TR R A P JE .
2.1.2 $#EN

A TN S A A SRR B RE A b 6 A M g SR AR | A T R R B IR S DR B, R
FHBAT o3 A rb i E 2 AR o A0 U 2 DA TJE £ vl 0 T ORI, TR RS e RS R A Bl B B
HENT BT A T 1A BN A

A% G 3 1% T J7 ¥ DA [R] A% | 23 () 2 1 Ok 3 o A A A g R e bR A A BT R R AR
AU FEJR ST b R G 5 5z S e FEE WA A EE S ER B ST 1] R R AT DU T LA
IF] A S S D10 A5 A A o P A9 100 00 A4 AR S B g1 SR T, A L 0 B A R O e T I 7 o B 4
A 22 YR AR S5 00 5503 5t DR IHe A% 8 5 ok A T Y R b A AR T, () N A e iy ARy 2K 2
T T 7 A O Y o 7 I A

TR BE 2 2] B [l A 2 A0 335 90 00 400 s 75 21 58 53 102 o Sk [ 20 ] T 2 15 78 B0 2% (Deep belief net-
work, DBN) 5 3 P ARG SR 0, DA XoF 225 PR SE33% RTERE B 1 A5 T o A 1 R A0 B b 28 I 4% (Recurrent
neural network , RNN) 7E 7 51 R AE 4 B E 9 OL 35, SCHRL 21 J42 1 1 — i i 7 RNIN A 30335 10 5 v, 1)
U B DR 0 £ v 0 2% v ) 8 6 A A Ok AR ARG o TR A A S DA B 2 A5 AR B 0 T . BN H B R

NI Fret




YK 5B BT FIRIE T B AT RIEAT A 24T 685

PP BE v B 1 RS AN o7 4 Tal B, SRR [ 22 1) 1 8% 22 9 2% (ResNet) B B 78 41 fURR AR 48 300 1 g i 3, 42 4h
— R T A DG B ResNet A5 B XS I 8] 335 3 47 B0 , 76 B8 AS 56 4 4% 18 1 38 ok s 1t i 77 A7
AR, S8 WoRTE 90 %0 LA b ML A TN 4 U5 iR 22 75 0.29 LA T o KIS 3L 12 (Long short-term mem-
ory, LSTM) M 4 5 Hxof bR SCAF B A IC A2 I T 3 HY T4 IR )L, [AT ik o 78 e 91 A G P e i ) A%
T [R) R R I TR R BT AR AT A R N A 25 T S0 R A PR, SCER [ 23 R LSTM
SIER = 45 A R B AR BT AURRAIE 1) AN () 050 B S0 R A 25 00 B ) 3 5 . HE T LSTM 51 #%
2 2] W AR IO 7 2 a0 V1 4 B 7R 30 e A [ A B 2z T) R R AR BA A A TG 3% 2 > Sk o 1o 00000 A B 4K
it e =[] 70, 3 Ay LB X BT A 458 T 03 00 ) R 17 fige ey e — o L i

PEATE SR (R LSTM
%ﬁﬁ@+ﬁiﬁl
B BEEIE () W TR REE BT || sy
" i LSTM Lt Sl

K4 JET LSTM 5T~ By G Bl Jr ik
Fig.4 Spectrum prediction method based on LSTM and transfer learning

7 A i SRR 5 T R DG AF 5 S B S R AR 5 R O Ak T R X R X B R v ) 2 R R R
B o T TR Tk 2 v m] DR I AR 8 T 1 R 22 DRRE AR I A B e AT G R 5 TR
FEAF 72 A5 BOR 1 35 B 7 0k 3 5 PR AN iR, X BCH T o | o MR D T A G S 06 TR A R R, HLAETE
o A BB B AL B R B A 2] 5 v R A 2 I 2% X B 1Y 2 2T B Bl 4 IBOTT R R AL
TS5 B 43208 BRI | 5 T R B 5 A 1T 0 L v LA s il RS A 1 (ELFE S B 2 o A7 7 X I R
A PR BB e SRR L B A 3 A R
2.2 MR AN

Do 2% 1 FIN DR 8 2 SR < AT R 4 AT e A 1 0 A 0 S B B — 2D A, DA b TR
RS, 35 H0 190 406 308 6 G 2%, U 0010 155 I 4% PP A7 6 A D o 46 3 R B g B R A B g
(4 T B — I, L AT 55 2 R S A P 4% A S AR A ROV K e S RS A A TR A D o AR SRR Y 1]
M, HR, T WA R g, WL E {E AR B AR AR OC R IS N TR AR TR A R OC R TR
CES MEEAE A ) o8 G A 2 TS T R, AT LR S0P B £ T N2 R S B
ZEAR NN
2.2.1 54 R AR

SR A TR A R S TR RO AR <l A T R I B B B GRS R AT AR
R DR AR 22 S A RRAE 45 A S0 B0 1 8 S AR [ A S U o — R

At G0 5 S IR AN VR I 5% 2R A T R A8 S0 R AR B BRI, A8 SRR AE T 3 28O B SRR IR 5 RS R
TiE o A AR 4G 7 A5 5 T 46 20 R 2 % i 1) 1o R vb G 28 rln 2% S ML ot A W S R A0 R BT S R Y
E TS TR AE S AR I 4 8 0B A B A T T S T g AR A R A A T
BT UL T 07 15 Y X488 AR ARG I 24 Ll Hilbert-Huang 725 46 48 15 Y 9E 25 38 15 175 5 I 4% A6 & 0 A
DA B AT 22 RUBE AR A 3 i /0N 0 A8 40 AT B BT 25 R 0 B 42 B 7 i B 4 R AU T AR v B
3T 8P R AR o SR ER A R X BT R v O o A R I O R AR B A B A E BN W R
J PR T B35 25 1 5 R AIE 1 4 Bt s o T R L A B 2 T RS T B S R, R RS RR IR S AT X PSR
PETR 0 5 S DR R TR I I, o T AR S B Be s oo g 1 B i B4 W R I DR S SURFIE S R TR A L O A L



686 R EB L Journal of Data Acquisition and Processing Vol. 37, No. 3, 2022

R 110 452 B R , 725 I 2 % O Pl R A 2 ok R R S 0 1 () R B A S R SR A (I S T
JO7 FH T 4 AR S IR AR A R AR

SR AN T8 S ) P 7 285 R I 2 J2 8 25 MR I R A A SR R (AT, AR ) o A 4 v T 0 Bl AR AR Y
F& R, 330RE 1 Ab 3 Ty 2 AE S PR 0 o 32 30 00 R 222 00 e g R R R, T TR A R B v R P 2 o
PAIE N7 R 3 AL 3l A 7 R 853

AT e MR GE 7 W R L TR A T BRI B S R AR R B AR AR A K (1 R R AE
AE 7l DI N T JURR AE A4 i A 3 e 2 0 i DI 5 A Al B2 508 =2 18] 5% 240 Bl R A 22 S, AT AT
S VR AN VAR TR 51, 5y 7 B0 1 2 B 2 0 2% sk T LA S ot Bt 394 5 5 U VR LA 45 Sk [ 37 D4k
FHECHE A9 AlexNet X 2R 48 B9 5L 0h 1Q B8 HE A7 5% ~) 76 JO 75 M VR AR TR AT B SCAY 2674 T L 72 0.6 m~
15 m Y $22 WSO 85 1 FBL PN B 05 15 21 90 6 ~99 06 B USRS BE o TR JEE % ] 1 AR A 8 5 R A 1A TRU1) 403 e B
H R SR A 3 WP L AR OGBS R R 55, I SR 5T B0 T2 BRI A AR TP T IR 4% 2 R Y e R R O A A
FEAT G 24 T B 91 0 2 SR 4 TR b 2 190 45 5% 1 488t A e o 0 DX IR AT (i e £ 6 S U0 ) R )
FH ResNet ™ L4 1 % 48 S V8RR AE A5 2R A0 RF 3 00 WU 0% . TR BE 2% 21 07 T5 KK R AR 1 4 5 U A PR R
Jo0) AR A T A0 R I AR 1 R R A A IR R A R T Ak BB AT e N 2R A B B RO
SRAETT IR B A o SR, TR EE 190 285 X R RASE NI Ao A A0 s 285 1) 75 SR B h K FE L 1 6 BB 358 19 e
KLy o A G 4R S5 DR AR 7 v 55 5 T DR 27 1 10 4 538 DA AT 30 D i 0 L AN 1 5 0 7

AEGE R 7 i TG E
N ‘
Jri SRE L HAER
FRASHHIE
maRe
ETFURE 2 SR 7
{3
> HETLE > YIGEEEE
} WEML > HAER
B
MRS Wik

FIS  fE5e 5 5 T 8RB 2 T 1 SR A MR Jr g 3 1

Fig.5 Comparison between traditional and deep learning based specific emitter identification methods.
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Fig.6 Comparison of three communication relationship discovery methods
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