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— M TR-OFDM 24U T M= E;

hEF, HXE, B, FHk

(PRI L R 238 15 5 15 B TR 45, T EK 400065)

W OE . H T R R IE RIS A (Time reversal-orthogonal frequency division multiplex,
TR-OFDM) # 4ty h 8 E %o tb iy BT —HATwWARMENELEMIT ., BHAEEZ RS A3
MR AH m ARG A ARG TR ES IR EEN Wi, P HER A n e L
A oG oA R A0 = ek gt A A v T R = 2 2 R B AR A e & A S A OFDM 4 5 JF 22 18 B 18] 1
R TR Z G KA Ak R PR R W U BB AT R e R KW AR R A G R, M 5 T B R S
HEAMAERFAERAZE, BRARAEIRIET AAKBEE MG Z oM, B35 LERA KR
BAEE T GIHR PR G S R BARFEOS AL EAMRERILT BB % 0 = %RAH, &% A
PATARREMRET R B TALREFIRTE, AL RILEREHmEEN P aRFTE,
KR B AR B AR =4 B R Ak 4w ndk

HESES: TPIIS XHRARERS A

Quaternion Encryption Algorithm for TR-OFDM System

CHEN Shanxue, DU Wenzheng, FENG Yeqing, LI Fangwei

(College of Communication and Information Engineering, Chongqing University of Posts and Telecommunications, Chongqing

400065, China)

Abstract: In order to ensure the safe transmission of the time reversal-orthogonal frequency division
multiplex (TR-OFDM) system, this paper proposes a secure transmission algorithm based on quaternion
encryption. The scheme is mainly divided into three steps. In the first step, the transmitter and the
legitimate receiver use the estimated channel to obtain the quaternion required in the process of encrypted
transmission, that is, the key. In the second step, the transmitting end takes the bit sequence to be
transmitted three-dimensional mapping, then uses the quaternion to rotate and encrypt the
three-dimensional constellation points, and finally modulates them into OFDM symbols and transmits
them after time inversion processing. In the third step, the legitimate user uses the quaternion to decrypt
and demodulate to obtain the transmitted data. The eavesdropper cannot obtain the transmission
information because they do not know the key. Therefore, the proposed scheme ensures the security of

system data transmission. The simulation results show that the proposed algorithm can keep the bit error
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rate of eavesdropping users at about 0.5. Under the same SNR, legal users can achieve a lower bit error
rate than traditional two-dimensional modulation. Compared with the artificial noise scheme, the proposed
algorithm will not affect the bit error rate of legitimate users.

Key words: time inversion; orthogonal frequency division multiplexing; three-dimensional constellation

rotation; quaternion
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