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QC-LDPC Code Hopping Design for Physical Layer Information Security

LT Guang, ZHU Hongpeng, LI Cong, GE Ruixing, LI Guangxia
(School of Communication Engineering, Army Engineering University of PLA, Nanjing 210007, China)

Abstract: Low density parity check (LDPC) code hopping can improve the security and reliability of
information transmission through error control coding based on the hopping check matrix at the physical
layer. Quasi-cyclic low density parity check code (QC-LDPC) is widely used because of its good error
correction performance and easy engineering implementation. This paper proposes a QC-LDPC code
hopping design method. Firstly two kinds of subgroups in finite field are used to design the hop-basis
matrix, and then the check matrix of the hashed basis matrix is masked by the protograph-based external
information transfer (PEXIT ), so that the hop matrix has a unified architecture and a fast coding structure,
which is easy to implement in engineering. Simulation and analysis show that the designed QC-LDPC
codehopping has a huge code hopping set and good error-correcting performance. The number of LDPC
codes in a code hopping set can be up to 10*. With the increase of code length, the number of LDPC codes
in a code hopping set increases exponentially, and the average performance of LDPC codes is comparable
to that of many protocols. It can be used to improve the reliability and security of the communication
system.

Key words: physical layer information security; quasi-cyclic low density parity check (QC-LLDPC); code
hopping; finite field; protograph-based external information transfer (PEXIT) algorithm
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Fig.2 Physical layer code encryption
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Fig.6 Flow chart of code hopping design
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Fig.7 Architecture diagram of code hopping coding

3 BMESMW

B Sk 2 % LDPC fith A i AR P s A 56 AR [ 9 dee i JH 7 B, DR M A 95 o 0 20 A B SO i
Bk AL ) 22 Ak

BT AR 00 0 I G I 2 R AR B b e — R R o R B SO S —— X . R R
H T 3 9 SO P e S s ) RIVRT RO R ST . S T VA B A 0 R R Y A AR S Bl Bk
WAL R B Sy H JCAERE Sy m X ong, GO A R B SLAEBE R by X m by =n,— m,m, = ko BT Gt 5
B A5 B30 1) R S ) 370 1] 2 0 S50 R g L e HETE AR 500 R R R B e = Gl opo ¥ ko4 T OCAE VR B
%7/10:[1,0,---,O]T,ﬂli[o,l,---,O]T,---,ﬂh,l:[O,O,---,1]T{§E\§E§X¢F‘Eﬁéﬁﬁ%%E'/\ | K
Cor C1vvees € HEPE Ty m o AR SR 20 2 A7) 1) 4 ) B3, T 7



& 5 F.@aH®EAEEE 42 QC-LDPC % it 1133

Gf'[llo’/‘b "'7/”"\]: [ cos 1o ---,c,\,\] =G = [cp e, ""C/;J (13)
R o pers s s IR [coner ooy JBIF A0 HL pros prys oo, e JIEBR T LA G50 B 8 4 390 6 g —
EAETE H
Gy =G (GG (14)
MBS =" G, INEBE PRI I E R O (k2), T 75 B A0 25 (8] R A, X m AN HUAR . B UL, 78 B SC ety
T R R g T R G AR A T W
R T T RS, B3 W T B A L B R A A D R R R A E B Y kAR R A 2
B TR AT X 8 R P BEAILT 51, A5 A % i B S O BB A B A R R RN . AR
H b SCAT L B B G 12 R G T ARG £, (R gm0 15 5 LU AR B0 41 (e, ) B S5 300 2k 4K B 2 0 9 o
Gio AAFEARSCBETH I BhAS ZR G0 b, A5 — 215 4 % 1) Y S 206 17 1) 4l 6 o S AS [) A8 3 T )y 1l A
— A (p, )T ARAT G FELEAT 9 S SUME B TE IR ARG SE B Gy BE W S g, =0, -0, 1, -+, 077 AR 4
;=G -, W1 GG TN ¢ AR TCIEAF B G B 0 FLAAT B o A SO IS T 4 A B A B K | it
&R R B, A AR A B R T 0 B G . ) G M 3R B A 4 B Ol 8 X 12, R FH A BRI
GF (2% , (o i A 2 o 19 0 6 R M 0 O C s X s & 4.81 X 10™ . M B2 10 £ JE , 24 97 T 7 480 2 i %
P T T B R AT AR B A U B G, A Tk Bt LR E L G R S (4 X 255)X(12 X
255), 2% F W — MO 2 R0 P o DR O B I T A A it 23 1) (4 X 255) X (12 X 255 )= 2.98 Mb, Ifij ##
it e A B A T I S 4 I P 7 28 ] 249 O 2.98 X 4.81 X 10™ =1.432 X 10 Mb, HiFr B itk s B #a ik T
95 o BRI 53 W7 4% 3 RF (9 770 8 0, o AR e 0 A 5 1 A 300 O BR R 1) [l 2B IR T TP 41, PR Ll i 1 2
LW = Bli o v 0
AR 3 AT ST AE BT T T TG MR (4 SRR SR S B P B T D LT JC VA AR S M B T, B O AR Sk —
A3 BT AWGN PSR i8N 5 SR 10 & Ak o AEMRFS MR IE T, A 05 38 A5 XU T AR I ) 25 1 A 6 6 e
Y0 b R M % T B T ) AN R TS 6 I A L, B e ) e A 3 S L R R AE
A #E4 (Binary symmetric keying, BPSK) BT I F 1% He45 5 8 p, = Q(/2RE, /N, ), Hih Q(+) H Q
PRAL, R N R iAo 32 W (152 0, B3 WT AR 0 U7 2% SC ) TE M TR O R 1 & A MR AR R R (R GE T
33— ek

4 HESSH

Wk GF(256)ARJFIG, p=1,S, F1 S, J& GF(256) B9 B T FLF 5, KNG 310 m R, AR 4
L (2) W45 m X n B9 A7 BRI GEF (256 ) 1 B9 JE M B B(S,, S,), J CPM #8119 — Je4E Bk H, L4 5 ol
255m X 255n,

O TG A AT AL X AT A S L AR SRS LG T AR R SRR R R R AT FL RIS AT LS 1Y
QC-LDPC Bk PERE o B ARIEHL AR AT LAY FEHE 5 B, SRS, 1K NG3 510 R 4 RS, Bl m=4 ,n=38.
B oy ZEFE N 4 X8, H CPM HUS A W Ny » FEHEE S 1020 X 2040, F 25 ] S5 % R 1/2 /9 (1 020,
2 040) % F ¢y » Tanner B FF3F 25 6 B0 H S 1 122.73, 8 %0 H hy 21 321.69, Bk 5 /Y 15 50 0 1 50k
Ciss X Chys 2 6.93 X 107, BT FLAY SEHEIF B, T S RS, B R /NA3 01 8 12, Bl m=8,n=12,
B, HE R0y 8 12, H CPM i AN J B H,,, , L2 BE R 2040 X 3060, % 2 [] & 14 4 1/3 19 (1 020,
3060) RGEM ¢y, Tanner B HF2 6 FRECH H 73.9, 8 H K 731.060 #5 ¢ HIAH B AL 2T LG
B2 R 1/2 89 (1 020,2 040) HE R GET ¢, BRS04 4L 50 50 B BB Ol CO5s X Coly &~ 4.81 X 10, #i
B2 J5 , Tanner & rf 2 3820 H BRI



1134 R E B L Journal of Data Acquisition and Processing Vol. 36, No. 6, 2021

12 3007 TR T o B oy %3 GESH
1% b4 % (Bit error rate, BER) P fiE {1 &l 8 fF Table 3 Parameters in simulation

TN o P HORE A AR LE HERE LK MR R B IOl K B IREE Mmooy R
E /Ny A5 PO iR ILFESE, M E /Ny K Comp 2040 1/2
1~1.4 dB i, Mo B B ¢, A TR PERSTTRR, 3% w2040 1/2
%l & B E,/N, & B2 F W, Mt cwen 2048 172
E,/N,#32 1.6 dB 2 J5 , B c,,, 535 5 ] wn 2044 #41/2
FRLIRIGREE E,/N, 2B BEA TR, X
BER } 10 ° i, 157 ¢, I PEREE T €y 20 0.6 dB o &1 8 3840 75 [ By 4% ] 80416 = 46 %% 10 22 51 43 (Consul-
tative Committee for Space Data Systems, CCSDS)#i #E H i AR4TA 152 ¢ sy A IEEE 802.16 47 #E
) QCIRA S epne 5F ¢y BIPEBEMS 22 TF ¢ ppasa 0.1 dB L BEAE T €100.05 dB X 2K N ¢, 1R 1Y 2
ML B MR, P A Z EH K 2 MR Z S HAR SO 32 B 2 ATk K 2 305 1 6E 0w
P2 0] G M A T PR IR

MR AL PRSI TPk  — B E DN 12 IR H, M RE K 9 s, B
e i Ho BTt B A9 LDPC 5 . 43 B B Hp il 26 ] DL & B8 2 1 BE b A% GE S # 1k BB 3R 55 0.2~0.5 dB, Lk
fih 46 1 - P REHE 75 29 0.3 dB.

NMSA BPSK AWGN

10’ 10’
ot Conmp 555 Cop
10’l o = #=-Cprata 1071 B =% Caraia
—o—Cyyp —o—Cpyp
10F —9—-CRra 107 :'g:gnm
L 100 L 100 Y
N, # N, ®
107} 107}
10°t 10°t
% *
10°F 10°F
10770.5 l.IO 1;5 210 215 310 10770.5 l.IO 1;5 210 215 310
E,/N, E,/N,
P8 BRA M AR 2k 5] P9 BRI PR RE XT L
Fig.8 Code hopping performance Fig.9 Comparison diagram of single matrix performance
— N 100 RS —— - —————— O B
AR 1 10 AT LU, >R 1 BT S 2 i /9 93 W 7 igih
——BER;,,
B M AR % 15 SNR 95 5 Rk L JEi8 J2 1048 £ ol < BER.
IR 2 18125 L 3k B L S M A 0.5 7 ik
o
. ) 2z N D Q.‘ -~
AT 10 s 8wl il LA H 24 5 i s O 1Y 107}
E,/Noik 3 7] BRI (1.5 dB A2 47 ) , 8 7] 52 3 af 10°f
A L WA E, /N B (RS 3 175 9 PR o
DRI, e W 3 e 1 57 W ST 7 L R4 W23 4 s 6 7 8 910 1

E,/N,
B 10 %3 Wr oy A el A5 1 s X e

Fig.10 Performance comparison between eavesdropper

A BT A AT AT 5 1 LU 2R 1R R 2 RE AR IE 1R B AL

A and legitimate communicator



E

5

S ¥ . @wmihE B A% 460 QC-LDPC $k AL % 3t 1135
ZRIE

AR SR T R AR SR Al 2 ) BER AR R 22 A i A AR I R AR G S D 45 S L R AR RS

LDPC W& {5 B o %07 SR FE A 32 ) 745 18 B i, ELIN8 B8 0 76 55 B3 W 17 18 Bk 22 GOk e,
RETE 57 T {5 38 B 25 T3 16 15 18 Bk I S BRAR RO A9 22 4x o Bkt ey Bk 2 3% A 4 I 2 R, k7 R R
R [R) 45 DX A it T BEAT DR U 8 o k72 R R LA 8 — ZRA TR 25 A% 1) 254 T O A R R AR Y
1] B 0L 1 S5 B 450 A R T S PR G B, B T TR S B . RS R R R L DR, M P RE R L A
AN 2 B 1 A5 0 T B T AT LA A4 S £ Y A

S E 3k

(1]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

MUKHERJEE A, FAKOORIAN S A A, HUANG 1J, et al. Principles of physical layer security in multiuser wireless
networks: A survey[J]. IEEE Communications Surveys &. Tutorials, 2014, 16(3): 1550-1573.

ZOU Y, ZHU J, WANG X, et al. A survey on wireless security: Technical challenges, recent advances, and future trends[J].
Proceedings of the IEEE, 2016, 104(9): 1727-1765.

SHANNON C E. Communication theory of secrecy systems[J]. The Bell System Technical Journal, 1949, 28(4): 656-715.
CSISZAR 1, KORNER J. Broadcast channels with confidential messages[]]. IEEE Transactions on Information Theory,
1978, 24(3): 339-348.

WYNER A D. The wire-tap channel[J]. Bell System Technical Journal, 1975, 54(8): 1355-1387.

WEI V K. Generalized Hamming weights for linear codes[J]. IEEE Transactions on Information Theory, 1991, 37(5): 1412-
1418.

HAYASHI M. Exponents of channel resolvability and wire-tapped channel[C]//Proceedings of IEEE Int Symp Information
Theory and Its Applications (ISITA). Parma, Italy: [s.n.], 2004: 1080-1085.

HAYASHI M. General nonasymptotic and asymptotic formulas in channel resolvability and identification capacity and their
application to the wiretap channel[J]. IEEE Transactions on Information Theory, 2006, 52(4): 1562-1575.

MURAMATSU J. Secret key agreement from correlated source outputs using low density parity check matrices[J]. IEICE
Transactions on Fundamentals of Electronics, Communications and Computer Sciences, 2006, 89(7): 2036-2046.

CHEN Z, YIN L, PETY, et al. CodeHop: Physical layer error correction and encryption with LDPC-based code hopping[J].
Science China Information Sciences, 2016, 59(10): 1-15.

KLINC D, HA J, MCLAUGHLIN S W, et al. LDPC codes for the Gaussian wiretap channel[J]. IEEE Transactions on
Information Forensics and Security, 2011, 6(3): 532-540.

DEHGHAN A, BANIHASHEMI A H. On the Tanner graph cycle distribution of random LDPC, random protograph-based
LDPC, and random quasi-cyclic LDPC code ensembles[J]. IEEE Transactions on Information Theory, 2018, 64(6): 4438-
4451.

LIJ, LIU K, LIN S, et al. Algebraic quasi-cyclic LDPC codes: Construction, low error-floor, large girth and a reduced-
complexity decoding scheme[J]. IEEE Transactions on Communications, 2014, 62(8): 2626-2637.

TIAN T, JONES C, VILLASENOR J D, et al. Construction of irregular LDPC codes with low error floors[C]//Proceedings
of IEEE International Conference on Communications. [S.1.]: IEEE, 2003: 3125-3129.

LIZ, CHEN L, ZENG L, et al. Efficient encoding of quasi-cyclic low-density parity-check codes[J]. IEEE Transactions on
Communications, 2006, 54(1): 71-81.

DIAO Q, HUANG Q, LIN S, et al. A transform approach for analyzing and constructing quasi-cyclic low-density parity-check
codes[C]//Proceedings of 2011 Information Theory and Applications Workshop. [S.1.]: IEEE, 2011: 1-8.

CHEN Z, GU Y, CHEN P, et al. Improved EXIT algorithm based on Gaussian mixture model and its application to LDPC
construction in coding cooperative systems with hybrid fading[J]. IEEE Access, 2020, 8: 49933-49950.

fRfa S LDPCH o4 . BT S5 3E (D] P4 2204 22 TR k22, 2017,

XU Hengzhou. LDPC code: Analysis, design and construction[D]. Xi”an: Xidian University, 2017.



1136 R E B L Journal of Data Acquisition and Processing Vol. 36, No. 6, 2021

[19] MYUNG S, YANG K, KIM J. Quasi-cyclic LDPC codes for fast encoding[J]. IEEE Transactions on Information Theory,
2005, 51(8): 2894-2901.

[20] OTMANI A, TILLICH J P, DALLOT L. Cryptanalysis of two McEliece cryptosystems based on quasi-cyclic codes[J].
Mathematics in Computer Science, 2010, 3(2): 129-140.

[21] CCSDS. Tm synchronization and channel coding: 131.0-B-3[S]. [S.1.]: [s.n.], 2009.

[22] GAON, XU Y, HE D, et al. Design of LDPC codes for joint satellite and terrestrial broadcasting system[C]//Proceedings of
2018 IEEE International Symposium on Broadband Multimedia Systems and Broadcasting (BMSB). [S.1.]: IEEE, 2018: 1-6.

EE AN

Z=7(1994-) B WA B 5
A BF S I TR GE A
{Z 1 %% , E-mail: 1216739~
033@qq.com,

KREM(1982-)  BIFIEE,
ENUE k- - ki
I« TUEESE A5 i 38 4 1 LA
L 8 % 98 55 , E-mail:hon-
gpengzhu@126.com

ZEE(1997-), 5, Wi 5
A BFFE T 1 R A
Wy B R 2 A DR A AR .

EWE1993), 5, 4
FE LS 2 )2 LR
o 2% ¢ U5 il B AR EAS £
hEFEA G

ZEr R (1964-) 5, HU#R,
WEFE 7 1) < 3 A RSt
BORGEAF R TR
TS




