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FPGA Based Single Event Upset Simulation Technology

SHI Yuzhe, CHEN Xin, CHEN Kai, BAI Yuxin, ZHANG Ying
(College of Electronic and Information Engineering, Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China)

Abstract: Due to the increasing complexity of aerospace exploration, integrated circuits are applied in
many aerospace electronic systems such as deep space communication and attitude control. With the further
shrinking of integrated circuit technology, the probability of errors in circuit due to single event effects has
become higher. Evaluating the sensitivity of integrated circuits to single event upset (SEU) is of great
significance to the development of aerospace. The continuous increase of circuit scale and the improvement
of system function integration pose severe challenges to the speed of evaluation. For this reason, this paper
proposes a fast fault injection method suitable for very large scale integration (VLSI). This method can
automatically analyze the circuit through scripts, and modify the logic to make the circuit available for fault
injection. Experiment results show that the fault injection speed can reach nanosecond level, which can
alleviate the contradiction between circuit scale and evaluation time. Consequently, it can meet the
evaluation requirements of VLSI.

Key words: single event upset(SEU); very large scale integration (VLSI); fault injection
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Table 1 Comparison of resource cost between the original and modified logics
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Table 3 Speed performance comparison

kS HEAF R Ff 47 % /) MHz TR /Bt 4P 39
SCHRL9] HitlisE 8.25 s/t bk 25 206
SCHk[10] 5% 3.85 ms/ ik 100 385 000
SCHk[11] BN &R 1000 ps/ i b 10 10 000
SCHk[12] A 10 ps/ W 100 1 000

ENIES A 6.8 ns/ iy & 200 1.36

F T 425 & 75 58 (0 155 00 Rl S LSS L RCA T I ) 00 R o 430 3R 2% AN A ), 2 3 O 1 T il o A (U —
A2 ns ) I 083 (ns ) B LU AR AR T 1000 P50, LU /D 130 B S e 3 A 3 2 70 6 1) T A 0 5
U AR AR . SCHRL9, 10 B AR i A T7 30— B0 B SCHR 09 1A 1 Bl B P ABL, 982 1 = AL -
B 32 H., PRt LA B O 345 SCHR L 10 ] D)3 ae e 12 i g e 3 Dl 3 RO R R4 KK . B P BE Y



AT F:RTFPGARAFM 5T EMEEMKE AR 829

75 AR T A SOy S AE S BEERE EAT INAFE W) 25 0 . SCRRL 11 ] A9 e I 7 A 5 s B ARt (EL I 3K
B E PR FPGA, Hop — ﬁ%ﬁﬁﬁ:?ﬁljzmH‘Jﬁ?ﬁﬁ%%ﬂﬁﬂ%*ﬁ?ﬂﬂ,%4@&%?%%?&&[‘%%%,2%@
T HE DUAH 5 SO AR B o K T R A T, SRR [ 12 ] AR SR IBORNAR S [ A 1 S B 7
2, EL e B 3 il ) i T 09 DR K, 5 0 B i 1 o A SO e o 11 A i il e T 2 2 M, PS 1 3l AR e e 3
il /0 1 A0 AL AR AR R O g AXT R AL 18 45 PL, S35 4 A 1 A i A AR R T B L BRI T &R
GUiR AR FR I ] o KO 25 SRR W] AR SCHOR J5 S8 B T A H AR LU B W7 58 T 2~3 N R4

4 ZERIE

ASCHR W T —FhIE T VST H 5% (0 P 5 i B v A7 ik, 8 B A [ 2h 52 i e 5 0 A AN 55 I TE A
R B R B O . B e BE R Z G A B AR R T TR MR B, ST 45 R SR I A ik R T AR JE T L
IR E) 103N B /s, T 35 S A8 ROMIAR 45 Bl HEL (% A B 7 0 e s v A A B UL T

S E k-

[1] DIXIT A, WOOD A. The impact of new technology on soft error rates[C]//Proceedings of 2011 International Reliability
Physics Symposium. [S.1.]: IEEE, 2011. DOI: 10.11 09/IRPS. 2011.5784522.

(2] ARMEAR, AR, B 5 LT 5 s PID 553 05 28 8 T 1 A0 )2 45 ) I 3 3R B A 400 R e AR 1 [T, A R AR S Ak AR,
2019, 34(4): 744-752.

DAT Hailin, YUAN Weifeng, HE Yun, et al. Design of temperature environment simulation system for outer space based on
PID control method and inverter power adjusting technology[J]. Journal of Data Acquisition and Processing, 2019, 34(4):
744-752.

[3] ok, HA % 5T A TR R B SO T 2 K S [ L], T AR 2019, 42(6): 1365-1370.

ZHANG Min, MENG Lingjun. Research on testing and reinforcement of single event upset effect of neutron radiation[J]. Elec-
tronic Device, 2019, 42(6): 1365-1370.

(4] DU B, STERPONE L, AZIMI S, et al. Ultrahigh energy heavy ion test beam on Xilinx Kintex-7 SRAM-based FPGA[J].
IEEE Transactions on Nuclear Science, 2019, 66(7): 1813-1819.

[5] NIDHIN TS, BHATTACHARYYA A, BEHERA R P, et al. Verification of fault tolerant techniques in finite state machines
using simulation based fault injection targeted at FPGAs for SEU mitigation[C]//Proceedings of 2017 4th International
Conference on Electronics and Communication Systems (ICECS). [S.L.]: [EEE, 2017: 153-157.

(6] M&HE, XSk, sUECIE,AF . SRAM B FPGA Sk BHLEL R AL SRR [T]. ot 724313081, 2018, 35(7): 23-27.

PAN Xiong, DENG Wei, YUAN Zhengguo, et al. SRAM FPGA single event random fault injection simulation and evaluation
[J]. Microelectronic Computer, 2018, 35(7): 23-27.

(7] R, #EFY, FAE 4. 2T SRAM B FPGA W B R MR A RGBT T]. 28 ML 7R, 2017(5): 22-26.

ZHU Qi, LATI Xiaoling, JU Ting, et al. Design of fault injection system based on reconfigurable technology of SRAM FPGA
[J]. Space Electronic Technology, 2017(5): 22-26.

(8] il . kT 3l A5 TC Y A 07 2 R B T B P 8 I B R R (D], R v [ R i K, 2019.

LU Hao. Research on aero bus single event upset effect test system based on dynamic reconfiguration[D]. Tianjin: Civil Avia-
tion University of China, 2019.

[9] LOPEZ-ONGIL C, GARCIA-VALDERAS M, PORTELA-GARCIA M, et al. Autonomous fault emulation: A new
FPGA-based acceleration system for hardness evaluation[J]. IEEE Transactions on Nuclear Science, 2007, 54(1): 252-261.

[10] fh#s . 2T FPGA A4 B FL B S B 102 A it B PR 7 s B[ D], RHE R R, 2016.



830 o RE B L Journal of Data Acquisition and Processing Vol. 36, No. 4, 2021

XU Song. Research on hardware simulation method of IC fault injection attack based on FPGA[D]. Tianjin: Tianjin University,
2016.

[11] MANSOUR W, VELAZCO R. An automated SEU fault-injection method and tool for HDL-based designs[J]. IEEE
Transactions on Nuclear Science, 2013, 60(4): 2728-2733.

[12] SERRANO F, CLEMENTE J A, MECHA H. A methodology to emulate single event upsets in flip-flops using FPGAs
through partial reconfiguration and instrumentation[J]. IEEE Transactions on Nuclear Science, 2015, 62(4): 1617-1624.

[13] JIFANG Jin. Classic 5-stage pipeline MIPS[EB/OL]. (2017-02-28). https://opencores.org/projects/mips32.

(14] &, MEL, 2RO, 55 AK MU 5748 2 0% 1 2 B 43 B 7 vk 0], B R 8 540 3L, 2020, 35(5): 1001-1010.
WU Zhizhong, DENG Min, LI Yihang, et al. Heterogeneous multi-core method of multi-channel split screen transmission for

4K video stream[J]. Journal of Data Acquisition and Processing, 2020, 35(5): 1001-1010.

fEEEA

F&REL(1997-), 55, - 5
Ao BFGE 5 1) - 4R R I AL

TRt

FRsE(1982-), 5, Rl # ¥z,
T 55 7 1)« B0 A AR
B B% % 3T, E-mail: xin_

chen@ nuaa.edu.cn,

MEEE(1996-) , BIE1EE,
BB BT I B
4E B A 3% % 31, E-mail: yu-

zheshi @nuaa.edu.cn,

W (1977-), L, PRI,
= B 5E T7  « 4E A R B
T 5 03 R 122 4

AR (1999) . & BT}
et BHGE 7 1 o B
Bt

(miEF. T #)



