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Image Data Mining Method Supporting Differential Privacy

YANG Yunlu', ZHOU Yajian?, NING Hua'

(1. Key Laboratory of Mobile Application Innovation and Governance Technology, Ministry of Industry and Information
Technology, China Academy of Information and Communication Technology, Beijing 100191, China; 2. School of Cyberspace

Security, Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract: Aiming at the privacy leakage problem in the data mining model and the opacity of existing
privacy protection technologies, a more universal image differential privacy-generative adversarial network
(IDP-GAN) combining differential privacy with the image generation model—generative adversarial
network (GAN) is proposed. IDP-GAN uses the Laplace implementation mechanism to reasonably
allocate Laplace noise to the input features of the affine transformation layer and the polynomial
approximation coefficients of the loss function of the output layer. While achieving differential privacy
protection, IDP-GAN effectively reduces the consumption of privacy budget during training. Experiments
on the standard data sets MNIST and CelebA verify that IDP-GAN can generate higher quality image data.
In addition, membership inference attacks experiments prove that IDP-GAN has better ability to resist
attacks.
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