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Software Radio Recognition Technology for LTE Pseudo Base Station

ZHONG Wenhua!?*, WANG Hongguang®, LIU Chengguo'-?

(1. School of Science, Wuhan University of Technology, Wuhan, 430070, China; 2. China Research Institute of Radiowave
Propagation, Qingdao, 266107, China;3. Hubei Engineering Research Center of RF-Microwave Technology and Application, Wuhan,
430070, China)

Abstract: Compared with the GSM network, the two-way authentication mechanism has been added to
LTE, and the prevention and control of pseudo base stations are improved. However, due to the shackles
of traditional hardware facilities, detection and tracking are expensive and the flexibility is insufficient. Not
only that, with the upgrade of communication technology, pseudo base stations are more inclined to be
intelligent and miniaturized, which is difficult to detect. In response to the above problems, based on the
software radio technology, this paper improves the related pseudo base station identification algorithm and
proposes a new LLTE pseudo base station identification scheme: Acquiring a key cell of the base station by
building a software radio platform and establishing an LTE downlink broadcast information receiving link
Relevant information, and the base stationis is distinguished based on the consistent information recognition
algorithm. The scheme selected two test scenarios, correctly detected the legal base station, and also

detected the information of the pseudo base station, which verified the feasibility of the identification
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method in this paper. Combined with the advantages of software radio itself, the technology formed in this
paper has the advantages of high system upgrade efficiency and cost reduction.

Key words: software radio; LTE pseudo base station; identification
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Fig.1 Schematic diagram of TAC changes when the pseudo base station works
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Fig.2 Recognition algorithm flow based on consis- Fig.3 LTE pseudo base station identification sys-
tent information tem block diagram
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Fig.4 LTE downlink system broadcast information receiving link
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q, = floor(N,'/30) (3)

q= floor (( Ny, + ¢, X(q,+ 1)/2)/30 (4)
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®2 WiXA 14 SIBIRHBES
Table 2 SIB1 decoding information in test point 1

LTE 23 4i 5 SIB1 Hik 4 g i

TAC(1) 101010000001001

! CID(1) 10111110110010100010001100
TAC(2) 11010001001100

g CID(2) 11010000000000010000110001
TAC(3) 11100100001010

; CID(3) 1110110001111110
TAC(4) 1000100100111

! CID(4) 1010010000110110000000001
TAC(5) 11010001001100

° CID(5) 11010000000000010000000011

£33 WAINWKAPEHIRFNER

Table 3 Identification results of base stations in two test points

LTE 23 g 5 G Xof IO 1l 5
1 (36.242 418,120.415 734) INAR B F & bl BH X B it
2 (36.243 028,120.415 292) WA 5 7 4af BH DAL L AR %
3 2 1 5] 2 1 5]
4 (24.440 627,118.070 43) A T T SR XV I 44
5 (36.242 955,120.410 323) LWL ZR A8 T &2 T 3 B X [m) A 4 3 el
6 (36.062 436,120.425 994) IR T BTy L X2 5 % 1%
7 (36.062 297,120.427 997) 7R WL X R RS LS

4 HRIF

R SO 24 I L AR 2 A 0 Oh e 0l 1) B, 2 BT A TG 2k v AR B IBOE 0t £ LA JEL B i 0
TP RGN —DH AR . WS T — A TIZ AR R D S BUN R S8 . & 580 HackRE A 14
B A O B SN LTE (R 5 0 R 5, 3l i 4 7F Matlab & 57 AT R G0 17 15 6 1 i BE %
X SR B B A5 5 AT o R AR A o ST S v S o T 3 DX 58 DX A R s AT T I R
ARG AR IR SIB1 Z 80P 1) CID A TAC, I 25 T 05 B — BRI 500k 56 i A6 00 3] £ 2% ool 2 15 Oy £y
uli o R R WA B TE L BOR R AR LTE D 56 56 YU b= mT A7 1, S 5 258 1 N7 AR AR R 1 7 2 Oy
Ll A6 I 2R G ST A A A
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