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Z T Fisher-PCA FIR E Z I BINR &N 7 72 3=
REK, B4

(WL TR RFITEN S B TR, i, 310018)

W B ATELEBX SN NERBEEZT RS LG RE P AR NESE , RET
— Fr k& Fisher PCA#FER R 5 R B 5 J 9 NAZA N ik, B Fisher et FF 2t b T 2004
AELR R AFAEF 5, R )G A T £ R 4 % #7 % (Principal component analysis, PCA ) ¥ 4% 42 F 45 3 47 M 2, 4%
BT ok W BaOSFAELE . MET — 3 69 K B AP 2 W 4 (Deep neural networks, DNN ) 4 & 5t ) 24
HEREAEFTRBERITRNE 5%, EKDDOOKEE LT 50 S RAVN . 5HAVALIHER
% (Artificial neural network, ANN) fe # # & & L (Support vector machine, SVM) Jf & A8 bt |, iX F+ A 42
Ml ok ERESANREGT 12.63% F6.77%, 2R FEH R K 2.31% F2 1.96% B 4 0.28%; 5
DBN4 #o PCA-CNN J ik A0 bk , £ /2 A 5 o th il AR K KA F 09 F) B A B AR89 R 3R %

KA WL F T N AR I 2 4 2 473 KDD99

RESES: TP393.0 XERAR RS A

Intrusion Detection Method Based on Fisher-PCA and Deep Learning

ZHANG Xinjie, REN Wuling
(School of Computer and Information Engineering, Zhejiang Gongshang University, Hangzhou, 310018, China)

Abstract: To quickly and accurately identify network attacks in a multi-dimensional environment with
diversified attack forms and massive intrusion data, an intrusion detection model combining Fisher-PCA
feature extraction and deep learning is proposed. Firstly, the Fisher feature selection algorithm selects
important features to form feature subsets. Then the dimension of the feature subsets is reduced based on
principal component analysis (PCA) and the feature set with strong classification ability is extracted. A
new deep neural network (DNN) is constructed to identify and classify network attack data and normal
data. Experimental results on KDD99 dataset show that compared with the traditional artificial neural
network (ANN) and support vector machine (SVM) algorithms, the accuracy of this intrusion detection
algorithm can be improved by 12.63% and 6.77% , respectively, and the false alarm rate is reduced from
2.31% and 1.96 % to 0.28% . Compared with DBN4 and PCA-CNN algorithms, its accuracy and detection
rate are basically the same, while the false alarm rate is lower.

Key words: deep learning; intrusion detection; feature extraction; principal component analysis (PCA);
KDD99
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LI R ) kI W R B AL b A R AT AR T O SRR T AN S A Z R, A AT A
Tl R TV 2 05 8 (H AT AT S5 #0000 B 3 0 2% 1 3 B, el ) 4% i A7 e A0 R 09 0 s ok
WL, — M RIEEAE PO B I AE . mXT H RN AT N A HREI R ELER
GERARI B OB I R AR OC 1 IR 55 4% L 1 AR R T & 48 (Intrusion detection systems, IDS)H2WE by —Fif
Ko 2 & AETE SN FEAARAT A TR B, X 4E i BN R G L 2 IR N IE R isfT A& T B
B B

Wil R 1 A iz FH T AR ARSI 9 ok o R 78 22, DA AT 174 25 1 00 D0 A7 0 381 4% 48 A AL 2
2 )L BB A (TR BE 2% ) 2 BT G 7 R B SE . L0 SCHRL7 Jrb i 1 3 ok 35 1% 3 ok S iR
438 1Y 2 191 1% 45 (Back propagation, BP) #1258 X 285U, XT A& G2 1) BP #4845 64T 7 ootk 2 7 T8 A4
I 8 1 Pk e A2 78 52 B 3 5 8Os 9 4R BOT A 2 [ AN AR (Y, W SR B i dE B = L TR B RS R 3
FEAS P25 04 B 2% B I i DT R RS ) s R 8 5 SC Rk (84 HE B AR C X H B IS (Fuzzy
C-means, FCM) i F F AAZ R A, vl LA S50 A )+ 358 45 R0 0 e, 9 LS F 3h 2485 09 W 4% 31 5%
1B 2 25 B4 288 ) s 22 ) o AR A T B30 I I 5 SR [9 14 ¢ 3 {7 81 25 (Information gain, 1G) Fl 3 A
5343 1 % (Principal component analysis, PCA)J7 A0 45 G #E AT REAE 42 B, 38 520 3R 7 1k 6 47 50808 1) e 4
AR B T o SR B R R A BRI R A R AR OE A R AR AR SCHER[10] P 4 s ff A Fish-
er- FCBF Sk Sk A7 AF $2 B0, B AR R R AR T A5 A8 (g 3 B3 B ], L7 of 1 3 R0 R 41 3R O 1wl - 1% A 42
1o 5 SCHR[ L1 ] SE AR J 1 bb SR B0 R A0 4 I 7 15 R A7 B0 b 31, SR 5 04T s R & SR 2%, A s fifi R B
PLARMRAIEAT 2028, $2 780 T HER 3, (R RS AEME LU A , TSI A7 IR % o0 2 45 A8 0 R B 5 ) 5 STk
(1242 38 2k 2t 37 853 43 B7 (Independent component analysis, ICA ) 58 1 >k 47 REAE & HL, I BR FEAE (4 7T
e TR TR ELAY 4T ) REAE 2% ) BE ) RUEEORS B 19 4 2 RE T .

25 LTI B B AR A I ik X BB R AT 48 A i BUS A A X 4 S AR A v A R R R R R
) B[] 45 ) R — 7 TR T R, RIS B S S IR kST R L WA E AR . NI AR
SCHE S T —Fh T Fisher-PCA FNER B2 2% 2] i A=A 7 i o 3l 2ok 0k 19 Fisher-PCA FRAE$2 MU ¥
P s T ARG A3 AT A o A 2 R T R BRI T R R 5 L S S B R A 2 R ) i A
FRAE B TR B 22 W 2% (Deep neural networks, DNN) X 88 #4743 28, i — 20 5 TR B2 1T MERE s
J& 8 R A FF (1 KDD 99 £ 4 4 X% AR A I 3353 A7 7 I, DA UF 33092 i AT 8501k

1 E F Fisher-PCA IR EZIWNEK N ZER

ARSCHE W ) — BB 3E T Fisher PCA IR BE 5% ) 19 AR KA Y | BB 08 A5 20 b 3R S 248 55 5y TU A &
KEEHE , IF BAEMER AR IOR E AR R, A R B an 18 1 s

T2 o0 0 3K AR RN 5 A o 0 Bl R AT AL B K g SR SR B AT S R IR B A (LR R ) L
X} B AT AR AL AL B SR IS HE AT RO 19 Fisher RRAE 2 £ 70 PCA BE4E % Fo i A 23T 47 19 DNN i 28
W 2 v AT I 2, 22 U 5 i S 1 Gk B s A e i A 3 AR A5 31 45 SR 0T X6 5 R R AT IV £ A 3 i
3 RN o
1.1 Fisher $51E %

Fisher 4711 28 8 507 B9 AR LI I f8 28 1 2R 1 41 1) 43 M7 (Linear discriminant analysis, LDA) &% .
LDA J& Fisher T 1936 4F 32 ) 19 — P A7 M B % 2 0 B 4 o7 i, LR AEURMG HE A SR 2 8 — e 4k b L
(R = 2N SRS I 12 e B (T O N s K = o NI WA = s o = S N T S VR IR R B o S R e
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Fig.1 Basic flow chart
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Doty W A ek Bl SO
J(W )= WTTSbW
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KA T (W) BRI W, 0 o) o W sl I S SRR 13X 2% B
ARG LDA B3 A9 R AT LLAS 0 A0 R 4598 AR ] — 4R T, 2539 12 28 ) AR B)RE A8 T 288 PA A {8132
N BEITZARE AR XS 23 28 B A 80Pk B AR R T N . Fisher FAE2E #8505 A9 Oy AR 0 R o
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b HORTHES N R A
(1) 53 g AR08 5 B R R K, 50 B m

W0 (1)

fori=1:n
T A RRAE B I A B 41 2
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THEZAF R Y T A 28000 45 B 5 25, RS TAR N , 2R 28 N J7 2% templ;
THZFH IR T 5 — 288U 09 7 S B RRE A SO S0 1Y U 25 33 2 5 22 R0 A 26 6] J5 2% temp2;
(2) 3 A YRE B M =temp2/(temp1+0.01)GEF R templ H 0) o
(3) 4 FAE 1 VERE P 4D o
1.2 PCAM4
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Z,— Ly My (2)
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e, W A AT B A L e, T o, 53 00 DA B 4 T ) A (R RBR 9 22 S BOHE A HE AL S 19 4
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(2) TR P T 25 B S
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S= ;7—71;(2“2’1) (3)

(3) AR O 7 22 FE5 B S 115 X B A RFAEAA (A1, A, - A FIRFAE ] i a1, @, - L a0
(4) AL 2 A FRAE B T3 DTk 3 7 RLR T STk D> e
A

= pl i:1,2,~--,p (4)
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k=1
>
2”: 1171 i=1,2,.p (5)
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k=1

(5) e Bt o1 kR K T 5 — i 2 oK, BCH BT A A REAE (B X B B R AR 1) fE @, a, e @ LR p
1T e B AR P Q-

(6) 13 2| BE4E )5 ) e 4ERIEH G T

T=2Q (6)

1.3 DNNRE# 2 W %2815 3t

B e SR, W TR A 4B )Z B9 DNN B H b — AN BRUEUZ 530 1 B 0 64 4 BRUR R
JC, B — BG4 REAE R T — 25 A

ol FH 2 M R U oR 8K (Rectified linear unit, RellU) A S 450 7Y v i) )52 (4 006 pREIC. 51 A0S R 2L H
B R T 1 TR 2 0 24 45 23 22 1] A AR M DG &R AN J2 137 B A B AR SR o 5 sigmoid 55 oAt — 28 T bR
O LG, S OE BRSO AT A T TS ) i AR G b A DR T R ) A 9 R R I 0 AN R R B U
o IR) R, A 3Rk R )

f(x)=max(0,x) (7)
BIM 2 = 0/, f(2)=x; 42 << Ol ,f (x)=0, W& 25 x% . 100 ®
ol FH — b e 08 DI A B 0 2 R T A SR (1 S B, A ABE A i 437
H Adam Pl 55 351005k R85 £l G 1 8 T W 0 L 5 LA 3 0 el

M DO AE T AN [ 9 2 BB S Y O ) R A
A WSS R R T AR BN A8 R R R B BN R

L 1 1 L 00 L 1 1 1
-10.0-7.5 -5.0 —2;5;‘50_ 0 25 50 7.5 100

T iR R 5 RO BRI AN S B AR 1) . Adam B B B :zg
AT ~10.0-
(1) TF U6 ¢ i 18] 2 1 6 138 B2 RelU i ik
&=V fi(0,-1) (8) Fig.2 Rel.U activation function
(2) 35 B2 M
m,=pim, 1 +(1—p1)g 9)
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v, =fv, 1 T (1= ) g} (10)
(4) X5 6 B2 B34 o, A 25 64T 20 0F, DA REAR XS DI 50 190 14 5 i
i, =m,/(1— Bi) (11)
(5) %5 466 B2 ~F- J7 P18 v, I 22 24 1
0, =v,/(1— f3%) (12)
(6) BB AR A (o 27 2T 38 e BRI R 0
0,=0, ,— a*m,/\/m (13)

B Ji —JZ R Softmax 73 26 4% , B & —Fh 2 2850 70 2K 8% f5 2B 2 T i i i e S5 B [0, 1K Al A,
XS A AN 1Tl MR ) , i J B IR AR SR B A 45 iR A 2R A AR

2 LA BERERSHR
2.1 LIS

SR BT YA AR B, CPU 2 3.30 GHz; A7 : 8 GB; & : Intel(R) HD Graphics 4600 (2112 MB);
0S:Windows7.0; JF & #8% : Pycharm 2019.1.2,

2.2 LHHEIEE

S BT 58 R 0 85 9 4E & i KDD Cup99!74& R1 IRHBLABHHHHRE
HEAY 10% Y i AEAS FT corrected BRI 8 AE A LI 45 Table 1 Distribution of experimental data types
B BOHE S 494 021 4%, 0 4 Bodis 4t 311 029 4% . B 2 IER gitE S R B 4
BARE h EAFEABEAR A WER TR . Normal 97 278 60 593
2.3 HEFLBRERSH Probe 4107 4166
2.3.1 H5HIEHFI Dos 991 458 229893

o - U2R 52 228
H F KDD99 48 £ A< 1 42 4 ¥R AE p | JE 2 ROL 1126 16 189

FROE B (E A J2 BB 28 AL, T DA 20K H e e B
FEAE 38 a0 R Jr A

(PRI AY 3 3F 4 JH DA O TF iy 32k 184 0T o) JH: i £, B

Protocol _type={“icmp”:0;“tcp”:1;“udp”: 2}

(2) B br EHLAY 0 45 R 55 26 A0 . 64 70 B, DA O TF iy 3o 398 051 13 %o JH: 25 5, B

Service_type={“IRC”:0;“X117:1;“Z39_50":2;---}

(3) 7 H2 1E H SRS R AR S - 36 11, DA O T I s 396 ML P %o L 4t 1, B

Connection_type={“OTH”:0;“REJ”:1;“RSTO”:2;---}

(4) B 280 - B ER 42 2 ) MOt 2R RUAR 28, 8 ool 5RO T 46 3ok 1 e 47) o G 5 A, AP

Lable_type={*Normal”:0;“Dos”:1;“Probe”:2;“U2R”:3;“R2L.7:4}

Ji 54 R 157

0, tep, http, SF, 181, 5 450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0.00,0.00,0.00,0.00, 1.00,
0.00,0.00,9,9,1.00,0.00,0.11,0.00,0.00,0.00,0.00,0.00,normal

AL 1Y BE R

0,1,22,9,181,5 450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0.00,0.00,0.00,0.00,1.00,0.00,
0.00,9,9,1.00,0.00,0.11,0.00,0.00,0.00,0.00,0.00,0
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2.3.2 HFEAAEANA

DR Ay K4 =22 18] B £ 49 VB 1 o A — F T LA A SR AS 00 A7 o v £ 2 o A 78 )11 it () R G 100 42k 7
FEAEANINI L o BCHE B BR AR T YR A AR 2 R, AR SO A AR 4R D7 O minmmax 7 L SR AR
FE S 20,200, 20, AH

x; — min { 2}

— 1<i<<in,1<{j< 14
Yi max { x;}— min { z,} = J=n (14)

o 3 B E O 1 122 il , FLI A B4

R A I B B R 191

0, 5.000 000 00e—01, 3.333 333 43e—01,8.999 999 76e—01, 2.610 417 77e—07,1.057 130 05e—
03,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,1.565 557 72¢—02, 1.565 557 72¢—02,0,0,0,0,1,0,0,
3.529 411 93e—02,3.529 411 93e—02,1,0,1.099 999 99¢—01,0,0,0,0,0,0
2.3.3 Fisher4¥ 4Eik #

1 ) Fisher 5 iF 16 56 55 1 0ot U1 2542 00 4745 F 16 6, 75 30 48 A FAE 22 51 5 X 7 9 VP40 560 KR, 98 75 AR
P BT A5 09 PEAN bR BCIEL Hh 0 30K X A0 X B B R AE 515 3T HE R R 2 [20,21,23,12,24,2,36,32,3,29,
39,25,26,38,4,31,37,34,35,1,33,6,22,19,8,10,30,17,18,14,16,15,11,41,27,28,13,7,9,40, 5],
AR S 8 1 BURT 35 A~ HEAE , 2L A0 0 35 4 1 VI 25 B0 A5, o T 4 Al o BB I 1 R E 4 2 BT 0
R
2.3.4 PCAga 2

8 F PCA W4 J7 15 0 Fisher $5AF #6 #8510 U 4 gim g 1001
HEFT W 1 00 B SRR S R R s PR ]
e 9 SRR B R A6 B0 £ OB SERRAy 3% o]
99.9%% , BV ) 5 20 Ze 1 J 95 1 VI KA 92 AR WA TULT Bosol
S T RS A A A 1 [T B B LA SRS 5 k07T

B G I8 2 A5 300 110 25 J0 A R 0 R R 4 S 1 T AR R 4 0701
235 FRBRAMN e
e FHAER S AC Kl 5 DR AIS A FA KA R 5 4 45 Y T A
br R 208 B3 R R S RO R
AC = TP+ TN (15) Fig.3 Relationship between cumulative con-
TP+ FP+ TN+ FN tribution rate and the dimension
TP
PR= 35 1 FN o
FP
FA= TN TP a7

Horp A b & A8 B & SCINER 2 s
X LUK A SCB T B9 DNN B AL iy 44 25 NDNN, H 47 A7 Fisher PCA 7 Ak b B ) B 79 &5 A 4 44 A
FP_NDNN, i [ Sy 6 300 1 (] 3K 7P AR A 28 ) 6 s Xof LG N 26 3 s
x2 FMHERPEETENAX
Table 2 Meaning of the variables in the evaluation index
B3l T A IE H 2 T A e 2
SEBR M AEH 2 TN FP
S2BR N B 2 FN TP
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%3 NDNN 1 FP_NDNN # 2 f) $#5 45 Lb 3%
Table 3 Index comparison between NDNN and FP_NDNN models

e AC/% DR/ % FA/% W 1] /s
NDNN 91.78 90.08 1.23 66.52
FP_NDNN 92.70 91.01 0.28 50.14

H1 2% 3% H AT 1, 284 Fisher A1 PCA FE £ 45 F Ab B 5 i) B 8 76 o B 5 AAG 0 R A B /N 4R T, HL
TEAAZ K rp (1 3 B AR IR R A R R R A, A LT NDNN AR (8 3R 4 R A X B T 77.2% . K
DU ] R R T 25% .

FP_NDNN #58 # 5 HAb 452 7 {4 35 A5 X b a0 26 4 iR .

%4 FP_NDNNEE 5 H 2 fI5HR L5
Table 4 Index comparison between FP_NDNN and other models

e AC/% DR/ % FA/%
SVM!¥ 86.82 86.57 1.96
ANN! 82.30 81.63 2.31

PCA-CNN"! 92.06 90.25 0.44
DBN4!" 93.49 92.33 0.76
FP_NDNN 92.70 91.01 0.28

H 2 4 XT e o] 0, AR SCBE A FP_NDNN 5 1% 45 (4 ML 2% 2] 583k 3 8F ) & AL (Support vector ma-
chine, SVM) FI4£ 45 i) N\ T4 22 W 4% ( Artificial neural network, ANN)AH Lb , 76 45 4~ 1 B8 - #0847 K i B
9 $2 5 5 538 PCA X R 3E 47 4b BT 45 6 45 B 22 0 45 19 PCA-CNIN B3 76 AR LG, 76 i 238 RS ) %
ERA TR AH SRR R T 36205 5 DBN4 B AR L AT BE7E ME AR R AR DR RS A R 2 (B TE R R
RETHET 63%

A SCHI R T 0 B AU 25 48 5 64—64—64—064, A [m] 1) 455 A4 45 149 % S 56 25 SR AT RE 2 A AN [6] 52 ), —
SEUA Ta] (AR Y 25 K 1) bR LRI R 5 R .

x5 AEAFEBFHHIBIRILE

Table 5 Index comparison of different model structures

F TR0 2% AC/% DR/ % FA/% AL/ s

32—32 91.34 90.52 0.81 40.15
64—64—64 91.72 90.89 0.61 44.96
64—64—64—64 92.70 91.01 0.28 50.14
114—114—114—144—114 92.81 91.21 0.43 56.38

HY 2% 5 X L AT A < A AR 45 A AT | LR W0 T R A N J) 0 BR 5 E ME R RUR I R L 5 3 RIER 4 Fib
HEE R B G T 5 1 ANER 2 M 5 7R SR AR TT T, A [R) A 5 20 25 4 22 591 i S PR AER, I AN SRS 2 B S R &4
P LR R ABAG , 4 Fh A5 HL 45 4 rh 5 3 Fh iR A B AR, o2 A SO R Y o

AR T S A B e R TR0 T KR A e R B A I AR FPONDNIN R B X A [m] g i 2 R
AT I 5 A AR BT AT HE A 9 45 SR A3 6 AN 7 T PR 48 b 5 T TR AS (] Jo 5L P68 09 o 5 5 A
i &1k RN W

Y Bff 258 = FTN 114 XA ot 266 280 AR 52 B ) 2t 288 B AH () 9 5 /390000 A 32 Bt 26 R ) K H



K EXR F K T FisherPCA iR B 5 3 9 N2 4N 7 2 AF R 963

T 12 238 = 0 L 28 o A A T Sy 1 R AR B B0 /2R e AR AR A B
®6 WARRELBELNHNEHE

Table 6 Detection accuracy of different attack types %
L Dos Probe U2R R2L
CHik[20] 99.8 64.8 71.4 98.8
GBDT®! 99.7 73.4 20.9 91.1
FP_NDNN 99.8 75.3 75.3 92.5

®7 MABWEHEEENHRRE

Table 7 False negative rates of different attack types of detection %
A Dos Probe U2R R2L
SCHK[20] 2.3 12.3 73.7 89.7
GBDT™" 2.3 8.5 86.4 88.1
FP_NDNN 2.3 8.4 73.2 87.4

FH 26 6 1 7 45 5L X6F L n] 0 X T Dos B0 28 AU B R I, 3 AR AU Ay G I R4 SR BB AS A L O ELFE bt S A
R 4 F Probe Y 25 B A I, A S B 5 GBDT MEELURAH B R, BAE T SClk[20]09 97 25 5 % T U2R
Y JER AR , GBIDT AR A8 [ A 0 2650 S i 25, AR SO 1 I F SCRiR (2005 6 F R2L ek ZE A i Al , 3¢
R [2077E o 80 2% 7 T 2208 T GBDT A5 BRI A SC 7 %, H 2 78 U 412 5% Jr T, AR SCy 12 88 W6 e 1 Ay 1
BEAY

3 HRIE

H1 T BUAE I 265 b A XAl M 2 JRE MR O, AR AN BE AT AR A B I, AR AT 2 o) I AR
AAPEREART , 10 H. 23 28 (0 45 SR AR A 2 4 ) BAR . R S i Fisher J7 36 2547 17 A A9 1 9%, 4 H PCA Bt
AT A o 78 A 2 A2 BN AR A B B0 TR I, RE B8 A7 20 il A A5 R A A I I i) . 5256 3R W, il 2 Fisher
FIPCA FEA7 7 AE $2 HURE A% (ff NDNN I it 22 19 2% 455 70 5 £ iy oy 25 A0 4G, 00 3 A9 [ ), ROl g A1 1%
R o 5 A — e BRI L, A SORERNTE SRR B W A OEH o (ER e U AT RER J2 B B A B X
R AR (9 75 % , NDNN #1258 (5 25 458 70 9 4 B o A7 78 35 2 — A5 3 T (9 2 1] 10 22 5000 58 0 2 ) 23l e ik 2
IR o TR 2 TAR T, A Bk — 2D BF 5 S 4 B R AE S MU %, 5 20 2R AT 20 R 5, O o5 A 2
DA K 1 A ARG I 530k 157 T 5 52 B ) [0 24w o A7 592 36 9 A W g e
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