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Fingerprint Extraction Method of Airmax Equipment Based on Radio Frequency
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Abstract: A new radio frequency (RF) fingerprint extraction method is proposed for Airmax devices with
proprietary protocols. Firstly, the construction of software and hardware experimental environment and the
Airmax technology are introduced. Then the extraction method of the frame preamble signals is
introduced, which is divided into two rough positioning and precise position. And the extraction method of
Airmax RF fingerprint is expounded from theoretical analysis and experimental verification. A total of 14
dimensional features are extracted, in which 2 features are related to the frequency and 12 features are
related to the amplitude. Finally, based on the 14-dimensional features, the K-means algorithm and the
decision tree model are used to train and classify the data of features, and the classification precision is
calculated. The precision of both models reach 100%. For the classification problem of four devices, the
precisions of the K-means algorithm and the decision tree model are 92.4% and 100% , respectively.
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Table 1 Fingerprint characteristics of some samples in fingerprint database

Num Aw, Variance o(Ly) o(Ly) Label
0 0.117 856 0.003 278 1.181 705 1.032 590 1
1 0.110 084 0.002 550 1.080 344 0.988 803 1
2 0.113 130 0.003 570 1.137 130 1.040 657 1
3 0.097 868 0.003 046 1.072 138 1.010 018 1
4 0.114 984 0.003 001 1.044 512 0.961 991 1
5 —0.496 020 0.000 775 0.973 811 0.794 775 2
6 —0.498 540 0.000 698 0.976 734 0.928 579 2
7 —0.500 250 0.000 957 0.967 109 0.960 016 2

4.3 ETFSVMEEK AirmaxiZ &5 £

X 1] 5 #L(Support vector machine, SVM ) J& & I By 730 8B AU I HAX oR B0 {1 45 SVM
TRUAT LS4 b 7 X AE £ 1k AT 23 R RSN B o AR SO 4 v ST A 1) A R A O 2R
4.3.1 SVM# 3 Jik

BEiE4 ETRREN SVM A ) Rk
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4.3.2 Airmaxit &4 %
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175326 A5 B HERR %K 88.3%
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Fig.17 Flow chart of system
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