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Wireless Medium Access Control Protocol Identification Based on Power Detection

and Selective Ensemble

YANG Junan'?, HUANG Keju'?

(1. Electronic Countermeasure Institute, National University of Defense Technology, Hefei, 230037, China;2. Key Laboratory of
Electronic Restricting Technique of Anhui Province, Hefei, 230037, China)

Abstract: Wireless medium access control (MAC) protocol identification based on power detection plays
an important role in cognitive radio and cognitive electronic warfare. To improve accuracy, features like
collision proportion estimation and Fisher statistic are derived. Aiming at the problem of low accuracy when
the target network is different from training samples, the selective ensemble method based on Q-learning is
utilized. The identification system is constructed from a set of selected base classifiers to improve
generation capacity. The proposed method is tested with samples of four MAC protocols by OPNET
simulation. Experimental results show that the features proposed in this article increase discrimination
ability of different MACs. Moreover, when the target network is different from training samples, the
selective ensemble method has higher accuracy than the single classifier and the ensemble of all classifiers.
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selective ensemble

I 5 HH#3:2018-01-15; 18T H#1:2018-04-27



Wik g 5 AT o F AN Ak B R0 & MAC W30 A R 101

51

[l

FE DN HITJC 6 L AN F 7 A0 3, TR A X 46 B A 5 1 7] 4 il (Meedium  access control, MAC)Hp
WHEAEZEE . XFINMICL i, A 2= 7 MAC BRSUE B, BT LTI A5 3% 23 o B s 18] Y 28 46 1
A 78 43 R A1 9 A () s A AR S R P R BRSO B MAC B A3 1 Sk 280 AT
Z i) (Carrier sense multiple access, CSMA)FIAT 43 & i (Time division multiple access, TDMA)HY
SN N R3S R NS 1 o= s Dl 18 0 5 I N 9 AN i R P 428 9 NG/ 1 e 1 s R = |
bR MAC B85 B A8 98 A T 8 S £ T YL BT HLE, £ X AN 6] 09 MAC PR BCR BURE & 19 T3 5 =8, A BY
FHEm THAEEE . DN TC kL RN H - R A DG g e © 0 B AR I MAC DR S 88, F5 58
b TR PO XS T R & R TR DT ST AR SRR L R G T AR ECE BR
MAC W UE B, T B0 5T 2 T B A W 45 D) 3248 4015 30 1 MAC PR3 5 vk .

TN TG 2k F 4 AR T T 2k F 15 J8R R0 001 3% I B8 A HE B 2% ) (A RE ST, BILAR 2 ) SR SE BN AT E £k
M PR AR IR R, R LS = 2] i 4 20 AR H AR 9 T R AR AL AT MAC B 4
KEEF MR AT

Hu % A58 o $2 B H bR To 2k 0915 5 D 23 A5 18 23 PR B 8] R0 38 o A B 1) A9 e TH R AE |, I 25 50 4
] & L (Support vector machine, SVM)4328 %%, SL X TDMA ,CSMA/CA ,ALOHA ,S-ALOHA 4 f
PR 4325 o AHAZ 7 1R AR T 45 A [R] 1 a5 04 ) S R ECHE A 1 B 34 A ) A SE B o A A B AT — g 1))
PR . Rajab &5 AU5E 5 46 00 H A5 05 38 09 68 5 48 £k, 48 B0 Sl i ) AR 35 2l s [a] ) 43 AR R AE I 43 500 R
JH K H¢31 45 (K nearest neighbor, KNN)4» 2 #5 AN £ 01 -7 (Naive Bayes, NB)4rJ8 4%, iR 802.11b/g/
n AR . BRI R B — 2S8R I RS U R AR 0 W 4% LB S RO B AR AR A o {H AR SEBR
SN RS G- $7 hE A = N E R AN IR e e Bl 7Y = o N N I R < S TR R i = A = 9 &
MEWNIRE, BoRBR LA SPE AT T U SGHEA R 0 B s RS0 82 .

EE X MAC BRS04 I 5 R T) R, 74 S48t R 408 ) 230 4 T 5] 1 B 43 ABE % £ 31 R R E A Fisher
Geit s AEAE o B X R ) H AR SR AR E A R I PR 8 R A 2 4 Tl L, AR SR Y — R S R M A B
HF MAC SCHEN 0 J5 % DT R R Gz fie J1 . FIFH OPNET # 44 f B 45 8] 1) TDMA .CS-
MA/CA ALOHA [S-ALOHA WpSCEC 8 2E 47 Dp BG5S 86 o 45 R R W], A SCHT 4 ¢ 1iE X% A 6] MAC P
WEA B0 X 0 3 1 5 2 H bR 5 I 2R A Y I 28 0 5 AN [R) B, 36 8 1 4 il Tk A0 F 2R o 25 3 Fl 4
B W Tk .

1 RGgER

Sy A7 Ak TR) AL, AR SC LA BRSS9 T 2R MAC PR UVE A IFGE % 4 o BT TS 28 9 45 1 MAC B ] 43
ToTa e FIA 5a P2, o g 55 4 MAC PR SCEL G B T BE ML U7 [R] A1 &L T 1 29 AL U2, SR 38 4 MAC
DI ISL R X 28 v 25 T A 4 S ST At %) R D) 7 T 0 T R 2 R ) PRI A% Y S0 1 IS 23 kAR i AR L
TDMA Pp o T AL A9 MAC PR Srb  50C7E R 42 i it 350 24 451335 95 5 )5 A fig & 36 2508l , i CS-
MA/CA B . 5&F AL U7 0] 1 MAC Bl 18008 A il 1 38 S AL 1], 05 507 5 22 & 236 B0 i r 2 % 3%,
ALOHA P F1 S-SALOHA 3 o I A 32 % TDMA .CSMA/CA . ALOHA #1 S-ALOHA I # MAC
PR R o

TEHEAT MAC PR SCR ) B, 1 2 3 2 07 8 4K BTG 48 X 45 19 3 175 40 38, SR A8 s, (5 5 I T R AR 4k
TR R 8 T AR AR AE B AR U T MAC DR 53 38 B HRAE 5 B Jm i T AR A I 2 43 26 2%, JF R
A2 3 5 B AR AT B R SR A IR B R G . R K R G AT MAC TSGR, R
FHP ARG 5L 7 AR I S5 AR B R Gy 3 5 0L
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1.1 HIEXRE&E
R A 2k — AN YT R AR H AR JC 2R W 4L i 18 L DR AE B, JO R AR 18 PR BT v v 3T e
PRI AN 1R, W LR i 20 3 e 3 09 15 5 T R oy

p(z):Zp,(an(z) (1)

Ny IR H AR TC L W 48 0 1875 55 A5 pu(0) 3 s HE WL EZ S0 B) I 4 TR 56 0 A5 s S 5 T 36 () %
AR MR L B MY A SRR B R] R] B o, )RR 2 SRR A R S p,, = p (6= mT),m =
1,2, MFEmR.

Pl 2 1y RAEAS B0 DR 7 5p,) s 2 B T SRS Y B (p, A7 A — 58 B 3, BT AR AR 415 2
AR ARG BUAG T H AR R 2% T S B AE AT o YR AR KT — i B {E e B 7R 4% T AR AE S UGB AR AT
J AR B E H m=6, 15, 25, 36 B p,,— pn— 1> e, 284 BT 8 T U & 26 B -

W, :
(®)
d e "
) C P
L &)} o/
Cu e m'n
155 H oA K2 DR
Fig.1 Signal receiving model Fig.2 Power sequence
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L TR AR e e, g o B
3R, TDMA Rl CSMA/CA PS5 31 2R FH I B 43 g 7 = A ALOHA?J e
RTS/CTS 1t 29 Ll LA OR GIE A% i ik 72 v R & A= il 43, ALO- S-ALOHAE!EE
HA F1 SFALOHA SR F BEAL 4 A 09 77 3K, 4% ok 7 rp 45 B
5 % H BESE ; TDMA F1S-ALOHA PR JAM L], 30—
P, K 1 I 6] A AE — 2 19 B I PE ,CSMA/CA FIALOHA B F3 RIA MAC BRSUBCHE A2 1% fi fis L /s 38
WG B A0 5 2 I TE) B8 S BB ML o RS I Tl 3 A R RN % 3% i [) Fig.3 Packet transmission in different MAC
EL BB 1 AR ), 7T R 21X 43 4 b L protocols
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24 H A 0 45 S TR ) S 2 36 1 5 B B A0 £ G A bt B SO A A T B (3 Ty Ry A A
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tive distribution function, CDF), H T TDMA Fil CSMA/CA Pl vp A4 % A= B4l A nlf 48 , 3L CDF £ By
AR 8 B4 B Aof A 11 2y S X 1 A I 45 T B 6545 5 A 45 5 D3R 5 T ALOHA B3R UFT SSALOHA Hp
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Fig.6  Construction of selective ensemble system Fig.7 Markov decision process of selective ensemble
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Fig.8 Process of Q-learning based selective ensemble algorithm
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3 Ao — AN T SR I E AR R 2658 {5 A5 T b DR AR AR B, B H T AN SR AR R 101K s
BEYCRFE 10 s, BI 107 SR AE SGAE By — AW 807 51 {p,. ) I AR 48 1205 51 48 BURFIE 75 8] — D REA . AR
S A S B TDMA .CSMA . ALOHA .S-ALOHA PU#t MAC PR, R T 4 B0 0 28 I 4% T 25 47 5
M4 22 FEE 7647 EL I BB AL I B 00 15 59 A & S D R AU K B R IR E AR ARG 0.1,1800.1~
10 Z [ Y B AL E , 43 531 7% 1) 500, 500, 1 500 S AEA, B AEA K 10 000 A~ , B A Bdl 43 A 175 00 & 1
FF7R o

AR M DT SVM KNN (NB P4 #5402 2%, 350 25 28 B 2 T Python 1 5 9 Scikit-Learn & 52
B, H A DT OKNN  NB 20 28 28 29 5% F BRIN IR B, SVM 43 28 2% B8 8 A% o6 500 428 1) 6 s 8, B T IR 7
C=500,%Z % gamma=20, H TIEHFEMEEMMN Q2% FIEM XS HI E He=0.1.a=0.1,y=0.9,
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R1 HEREESHER

= o Table 1 Distribution of sample data
Hizhi% B ;
. N G=random .
g 8 s B X G=01  G=10 &if
g =4 = (0.1,10.0)
| i B s
: TDMA 500 500 1500 2 500
CSMA/CA 500 500 1500 2 500
ALOHA 500 500 1500 2 500
K9 OPNET #{F{ 5% 5 S-ALOHA 500 500 1500 2 500

Fig.9 Simulation scenario in OPNET

2.2 iFMIERR

O R G 5 oy RREAR AT 43 205 X R R UM, G R 34 SE T it - TP(True positive) 7w B
532 F G R I A L SR TR DM LA REAS B FP (False positive) 287 #4328 2 G0 IR 3 A% il
HSZFRAJE Tz I AEAR S FN(False negative) Rn 8 0 R RS P WA B F iz 3UH 3L R 8 Fi%
AR SRR G HER R PAIE R R L

TP
P= TP+ FP

TP
R= TP+ FN

F{F 2 ME R SR AN 43 [0] R 14 RS- 2948, Hog Xan
F=2X P xR
o P+ R

H T FAELZE G5 1850 25 R 50 09 M0 R 3 156 R SR F FAELAE R 43 2GR A F6 A o
2.3 ITWER
2.3.1 SRR kI

K FH B4R BT B N A 2K B, U AR AE AT MA C EMSGR BRGS0 . £ 10 000 MREA 1,
M 4T MAC B 48 BEHLEER 500 M REAS , Hirfr 1 000 NREAE I ZRRE A 4. , 55 40 1 000 MEEASAE g 36 1E
FEAEE HAR 8 000 MEASAE Ry XA AR | 43331 R FH SCHR[10 T ) AR Ak A SCRIT SR IE A7 001K, 75 21 %60
AR 328 FAH . B FIRSEE A 10 5 BOV- 973 B M 25 N3 2 Fos o S0 25 R R WIR A SCRF
PEERAE BEAS US4 10 40 283801, U H ALOHA BMUFT S-ALOHA BRI 43 B3R A B B AR T

K2 TRFERRATENSTLELHR

Table 2 Classification result of different feature extraction methods

PO Ik TDMA CSMA/CA ALOHA S-ALOHA S5
SCHER 1019 32 R fiF 0.9915 0.974 9 0.654 3 0.6319 0.813 2
AT R AE 0.9917 0.979 6 0.839 8 0.794 7 0.9015

&1 10 BT 735 Ay AH TR A A 3 90 2R I SCHR [10 TR0 A SCHRRAE I 1) 43 A5 4% B0, & 10(a) >R I SCHR [10]H (9 2
R 7 25 R 38 A7 B 1] A A7 BORRAE B 10(b)2Re FH A ST 1% %54l 6 i 43 LY 1) R A Fisher J& 3990 46 35 ¢ 1 o
go HT A OB E B0 A % I ] K B kg Bl AL AL, 380 15 A 1) e 57 5 JC ¥ M ff Sz e T 8% o 3 {5 4 Sl | JE
W, R IE I 10(a) R A9 ALOHA P30 SSALOHA PRSUREAR 55 5 X 43 o 1 B 10(b) s R 32235 0 1
ALOHA #HF1 SSALOHA #h B8R 5 X 434, 4 F MAC PR FERFIE Re Ml g BB — @ nl X oo
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PIEIE- HdfE Rk L BIR,
(2) SCRRL10] FRARAFE (b) A SCHHAE
(a) Extracted features in Ref.[10] (b) Proposed features

P10 A [ AR A B LI SR [ 1O TR AE FAR SCHRFAE (1 43 A7 185 150
Fig.10 Distribution of features of same samples in Ref.[10] and this paper

2.3.2 R ENRE

FE BT S 38 RN AR AR B R AN ik B b AT BN R R RE AR T 0 888 I . AR B PR AR
By eE S B BR W B R AR TR R A BT TR AR T AR R B
PR I 7 30 26 Ty 9k 1 A7 X b B A % TR HG 7 D11 5 E5F T PR AR BIOHH 45 75 R UE B 43 2K 208 o 4 4 1 Ty
U ZR R RE AR RS T B S VI 2 5 1 iF R R AR = A

Ry B T I 2 A X TR 8RR (R 5 0, E S50 1 b BE AL E I ZRREAS | #E 5250 2 v A G=1.0 By %k v
eI G AR AR 76 5256 3 N G=0.1 M 508 h B BN ZRRE A o ESE56 1 oh, BN 48 MAC Bl b 45 Bt AL
PEI 500 M HEAR D AL B Y A Ty By 25 3 R A 3B A i ik IR 46 o AN Y PR AILIE B 1 000 S FE A AR
Ry FEVE A T R U R AR L TR 1 000 S FEAAE S FLIR UEE o M BT A REAR TR R Y DL AP B REAS AR S
A5 BAS [F] D7 35 6 R [ MAC PR 4328 FAE . 8 B3R 5056 5 52 100 WR BOF- ¥ 75 21 45 5 n 3% 3 fF
IR TESCEG 27 4B MAC IR H £ BB G=0.1 1Y 500 M REAR i 4E & Y, Hifb 2B 38 5 5256 14 W),
BB RWME AR, FELE 3P, N AFF MAC PR 45 5% B G=1.0 19 500 M FEAR A A Y, Hofth
YRS VAR A3 B 25 a3k 5 PR .

TESZH 1R, A DCT 23 2685 19 F- 35 F AR e K, 6 45 R0 MAC RS0G5 288 R0 e A 10 07 36 1 O By
Fedi o BT S L b A U ZRAE A A B T I R A b i A A 38 A 0 B 0, PR I B 43 2K 280 e 68 A
B FAH o ARSI S5 R R S B A B 1 iz AR R ) $E T A AR AN B B [ B LI R A B T
By 2 AR RN G S S B TR I B T R A TR AR S T By SRR N AR AR T TR . TE VN SRR
AN FE 4y B, T BE H B BE R M A T VR AN Qe A 1 B4 2 B 0 I 0

FESEE 2 FSEES 3 v X RHS 7 MAC PRI, SRR 8 0y 1k 1 43 28 F(E sk, Hak B 3 L7 vk 19 °F

R3 XWIHRRSEFENFE

Table 3 F value of different classification methods in Experiment 1

WOy I DCT SVM KNN NB AR AE R TR L
TDMA 0.992 0 0.992 8 0.996 8 0.987 1 0.993 0 0.9917
CSMA/CA 0.983 5 0.9814 0.966 4 0.917 9 0.9255 0.979 6
ALOHA 0.849 9 0.808 6 0.717 5 0.740 7 0.8115 0.839 8
S-ALOHA 0.802 4 0.8127 0.720 2 0.6756 0.779 5 0.794 7

Fy 0.907 0 0.898 9 0.850 2 0.830 3 0.877 4 0.9015
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R4 XW2HARRSEFENFE

Table 4 F value of different classification methods in Experiment 2

P vk DCT SVM KNN NB 4B AR T 4 M 4 AL
TDMA 0.734 4 0.668 4 0.975 0 0.795 4 0.935 3 0.974 5
CSMA/CA 0.798 1 0.463 2 0.460 5 0.500 8 0.660 2 0.9309
ALOHA 0.584 7 0.407 6 0.579 0 0.565 7 0.599 3 0.629 4
S-ALOHA 0.474 3 0.487 9 0.299 4 0.330 2 0.458 9 0.600 4
S 0.647 9 0.506 8 0.578 5 0.548 0 0.663 4 0.783 8

x5 XRIPARSEHAENFE

Table 5 F value of different classification methods in Experiment 3

BT % DCT SVM KNN NB AR A TEREPE A AL
TDMA 0.789 6 0.707 8 0.960 4 0.860 9 0.9350 0.939 8
CSMA/CA 0.8515 0.737 4 0.767 6 0.714 1 0.8129 0.906 0
ALOHA 0.691 3 0.5316 0.5136 0.560 4 0.670 1 0.776 0
S-ALOHA 0.530 4 0.638 8 0.638 8 0.5229 0.5114 0.764 6
1y 0.7157 0.592 9 0.720 1 0.664 6 0.732 4 0.846 6

¥y FAE R USRS T o A2 5250 2 S50 3 op T U0 R i e 2R 55 R AR 1) 38 15 R 3O T, B0y
FeAS i Tz ALRE B 25 X T AN k37 5 R [R] AR R R A 25 | T 498 A B 2k AR % A R
RT3 28 R G R ARE TT B R AR RS s R AR I B AR, S M B T R T U
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