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Research and Design of Security Protocol for Modbus TCP

Luo Xuan, Li Yongzhong
(School of Computer Science, Jiangsu University of Science and Technology, Zhenjiang, 212003, China)

Abstract: Aiming at the security problems of Modbus TCP protocol, such as lack of authentication, data
transmission in clear text and abuse of function codes, a secure industrial control communication protocol
(Modbus - S protocol) based on the original Modbus TCP protocol is proposed. The digital signature
technology is used to ensure the integrity and authentication of data. The symmetric encryption is used to
ensure the confidentiality of data. The unidirectional principle of hash function is used to guarantee the
uniqueness of data. Finally, the "white list" filtering mechanism is used to manage function codes based on
roles to ensure the controllability of instructions. Experimental verification and analysis show that Modbus-
S protocol can fully compensate for the design defects of Modbus TCP protocol. Compared with the
existing methods, the method has higher security and can comprehensively improve the communication
security of Modbus TCP protocol.
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Fig.2 Modbus-S protocol format
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Fig. 4 Implementation principle of Modbus-S protocol system
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Fig. 5 Experimental environment diagram
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Eiter: [tp por ~  Expression... Clear Apply
Tim Source estination Protocol Info
3 0. TCP 1489 > 501 [ACK] Seql Ack-1 Win05335 Ler-o
41 TCP 489 > 501 [PSH, ACK] Seg=1 Ack=1 Win=63536 Len=17 ________]
531 Tcp 501 > 1489 [psH, ACK] 55 w1n=65536  Len-173
61. TCh 1489 > 501 [ACK] Seq=158 Acke17d Win-65280 L
742, TCP 1489 > 501 [PSH, ACK] Seq=158 Ack=174 in85280 Len-157
82 TCP 501 > 1489 [PSH, ACK] Seq=174 Ack=315 Win=65536 Len=173
9 2.2 _168. TcP. 1489 > SOL [ACK] Seq=313 Ack=347 Win=53260 Len-0
10 5. 037616 192.168. TCP 1489 > 501 [PSH, ACK] Seq-3 Win=65280 Len=157

Frame 4 (211 bytes on vdre. 211 bytes capture 3)

Ethernet IT, src: vmware_99:ed:b3 (00:0c:29:99:ed:b3), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol, src: 192.168.1.100 (192.168.1.100), Dst: 192.168.1.1 (192.168.1.1)

Transmission Control Protocol, src Port: 1489 (1489), Dst Port: 501 (501), Seq: 1, Ack: 1, Len: 157

CEGE]

K6  Modbus-S iR 54k .69 ADU %4
Fig. 6 ADU data of Modbus-S request packet

Eiter: [tcp port =501 v Expression... Clear Apply
Time Source Destination Protocol Info
3 192.168.1.100 TCP 1489 > 501 [ACK] Seq=1 Ack=1 Win=65536 Lens=l
4 192. 1.100 1489 > 501 [I ACK] SEQ—I Ack=1 N’UD-ESSZE Len=157
5 o1 > ACK.
6 1.247203 .168.1. 1489 > 501 seq-lsk Ack=i74 Win=65260 L
7 2.020232 .168.1.100 TCP 1489 > 501 [PSH, ACK] S
8 2.036703 1168.1.1 TCP 501 > 1489 [PSH,
9 2244318 +168:1.100 TCP 1489 > 501 [Ack]
103 168.1. Tcp 89 > [PsH,

@ Frame 5 (227 bytes on wire, 227 bytes captured)

@ Ethernet II, src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_99:e4:b3 (00:0c:29:99:ed:b3)

@ Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.100 (192.168.1.100)

@ Transmission Control Protocol, Src Port: 501 (501), Dst Port: 1489 (1489), Seq
Data (173 bytes)

29 99 2 b3 00
40 40
05 di 81
00 00 T

4 91

7 Modbus-S Wi B £ 41 59 ADU %4
Fig. 7 ADU data of Modbus-S response packet
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Tab.1 '"White list'"" of experimental test

Level 1P Function UnitlD

A B 8 A5 B A 18 8 s, 18 9 R T
o HA SR AE R AT A 4 B B T i AT LA
AR LIRS I U8 .

100
50
10

192.168.1.100
192.168.1.50
192.168.1.10

All
1-6,F,10H
1-4

All
All
All

x2
Tab.2 Results o

“BREBE7EIENKER
f ""white list" test

PC 1P FunctiolD UnitID Result
PC, 192.168.1.100 3 9 Receive
PC, 192.168.1.100 Receive

PC,
PC,
PC,
PC,
PC,
PC,

192.168.1.60
192.168.1.60
192.168.1.50
192.168.1.50
192.168.1.10
192.168.1.10

D W A W >y W O

Discard and alert
Discard and alert

Receive

o g1 oy Oy ©

Receive

Receive

—_ =

Discard and alert

Eilter: |tcp.port ==501|

~ Bepression...

Clear Apply

Protocol

g T
1495 433.179453

s et

= e
501 > 1196 [ ACK] Seq-l ACKe158 Win=64240 Lene157

192.168.1.1 PSH,
1496 433.379039 192.168.1.100 1196 > 501 [ACK] Seq=158 Ack=158 Win=64083 Len=0
1497 434.175419 192.168.1.100 TCP 1196 > 501 [PSH, ACK] Seq=158 Ack=158 Win=64083 Len=157
1498 434.199583 192.168.1.1 0 TCP 501 > 1196 [PSH, ACK] Seq=158 Ack=315 win=64083 Len=157
1499 434.399750 192.168.1.100 TCP 1196 > 501 [ACK] Seq=315 Ack=315 win=63926 Len=0
1500 436.339072 192.168.1.60 TCcP 1173 > 501 [PsH, ACK] Segq=l Ack=1 wins= 54240 Len—lZ
1501 436.538852 192.168.1.1 TCP 501 > 1173 [ACK] seq=1 Ack=13 win=64240 L
1502 436.978447 192.168.1.60 TCP 1173 > 501 [PsH, AcK] Seq=13 Ack=1 w1r|-64240 Len=12
1503 437.178520 192.168.1.1 TCP 501 > 1173 [ACK] Seq=1 Ack=25 Win=64228 L
1511 439.078143 192.168.1.50 TCP 1169 > 501 [PSH, ACK] Seg=1 Ack=1 bnn-54240 LEn—157
1512 439.096724 192.168.1.1 o 501 > 1169 [PSH, ACK] Seq=1 Ack=158 Win=64240 Len=157
1513 439.296715 192.168.1.50 TCP 1169 > 501 [ACK] Seq=158 Ack=158 Win=64083 Len=0
1514 439.671248 192.168.1.50 TCP 1169 > 501 [PSH, ACK] Seq=158 Ack=158 win=64083 Len=157
1515 439.688374 192.168.1.1 TCP 501 > 1169 [PSH, ACK] Seq=158 Ack=315 Win=64083 Len=157
1516 439.888779 192.168.1.50 TCP 1169 > 501 [ACK] seq=315 Ack=315 Win=63926 Len=0
1520 442.435817 192.168.1.10 TCP 1204 > 501 [PSH, ACK] Seq=1 Ack=1 win=64240 Len=157
1521 442.455443 192.168.1.1 TCP 501 > 1204 [PsH, ACK] seq=1 Ack=158 win=64240 Len=157
1522 442.669484 192.168.1.10 TCP 1204 > 501 [ACK] Seq=158 Ack=158 Win=64083 Len=0
1528 443.076142 192.168.1.10 .168 k] TCP 1204 > 501 [PSH, ACK] Seq=158 Ack=158 win=64083 Len=157
1532 443.276032 192.168.1.1 192.168.1.10 TCcP 501 > 1204 [ACK] Seq=158 Ack=315 Win=64083 Len=0
S
B8 Bt i {5 Bt 2
Fig. 8 Data communication packet
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Fig. 9 Alarm record of Modbus-S server
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Fig. 10 Time comparison chart of Modbus-S data packet construction and parsing
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