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FPGA Implementation
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(College of Electronic and Information Engineering, Nanjing University of Aeronautics and Astronautics, Nanjing, 211106, China)

Abstract: With the development of quantum computers, conventional public cryptographic schemes such
as RSA and elliptic curve cryptography (ECC) are under serious threat. To resist the quantum attacks,
lattice-based cryptography has attracted research attention, in which the ring-learning with error (R-LWE)
lattice encryption algorithm has great application potential in the field of encryption because of its easy
implementation and quantum attack resistance. From the perspective of hardware application, a parallel
circuit architecture of polynomial multiplication in R-LWE encryption scheme is proposed and
implemented. The number theoretic transforms (NTT) method and two parallel butterfly operation units
are used. The results show that the proposed algorithm can improve the performance by up to 42% with
slightly increased hardware resource.
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Fig. 2 Structure of the polynomial multiplier implemented in this work

AT R-LWE 7 £ i 20 i 45 45/ B PE, NTT #IMUL &34 . PESITENTT
() —3FB 53 AR SCHEF HR A PE ST H R 2 T BB PE PG, AR SCRRAS SE 8L PE 5 NT T e 17 #
AAREBEH . B e BITREV AL I E S AT NT T 28 2 i (0 74 BE 85 I 91 R4 T B 4 HE e
15 B 32 AT IF 3 M AA B 88 RAM st 5 5 . #2862 RAMA R RAMB FEAERLER 3 PR
JISRAFAE 2R BB a F1 o, RAM [ /N 128 X 17 bit, 80 o, 16 315 R B sk s ge v, 3- 773 RAM.
NTTHHALEA 3 NTT HII6E, KR A M BER: A, B 5 PE B ICAHE , JLFEERNT T 08
AR DI BE . AL Y NT T S 3 2 J2 4 i) A7 8 r 32 BBORE L 4 55000, SR i K A I 1 50008 4 7 35 AR
BTG, A B I S BT I 45 SRR BB NTT v, B — R B 8 s i i 3 2 X 7
R, B -REENERMERN T —REHENYIR{E. PE

b SR TT B B SY B S T, SRR AR 1 o 1]~ - -
A SR BE NTT 9 — 47 4 A B 58 i A 245 R ) @ 1{( x ) modp -
NTT . #47 NTT IS5 . a, b5 AR 21 .

MUL 3 B e Hpov AR , SR TR A5 B I 25 R R B NT T
FEHe T 307 3008 B B R 4 P —
PE 4b B B IT 1 25 44 L B a0 B 3 s o R METE i2 B Fig.3 Structure of PE processing element



694 R E B L Journal of Data Acquisition and Processing Vol. 34, No. 4, 2019

FLIU Kt 2 a e e 7 AR T SR 5 AR B Jm R sl 6B 58 . X TR AR, RO p=2"+ 1=
65537, B A3

65536 = — 1 mod 65 537 (11)

Res[33:0] = 2" X Res[33:16] + Res[15:0 ]= —1 X Res[33:16] + Res[15:0 ]=
Res[15:0] — Res[ 33:16 ]= 65537 + Res[15:0] — Res[ 33:16 ] (12)
PR AHG T S 8 1 2 A S 7 0 1% n s 82 A, LU Ak B2 3R T Xilinx 19 B TP R R 1948 1 %R

THFE

AL AL A BT & TP PE AL BT AP NTT Bg L e e X BEE#E 4T NTT
AR a F1 6 WA~ 22 35T 3R KT L) N 2R A7 8 s 5 0 WOE Az SR B B R A I TR AR ) A DR Y
ABEBE e R 1 AT LA LR AR BUR B AN A R RE AR ) TORME S T, R R AT 1 NTT I i
THAE A2 R AT ETE N NTT B PERICS NTT Fi NTT #8852 34
LA T BRI AT AR BSN B I B o AR SCRY BT SR T I A R B A A — F DAAR TR D H Y Y
B P52 B, SCHIR 817 A9 5L 4 WU 2R JH #R A7 Fit i 5 4, B 6000 AR R 0 I, T b B0 2 2 AN TR Y 1
RIS

4 HRSMW

1£ Vivado2016.4 B FF- & A7 AR 531, S8 5 78 Kintex-7 KC705 FPGA JF & M I #4729
MR, XRS5 n = 128, ¢ = 65 537, M fe i SR 1T 3k 330 MHz, 45 2003 an & 4 fT 7R o

NTT MUL WNTT

sssss

xxxxx

:::::

4 A0y 2t
Fig. 4 Simulation of the proposed design

ASCEGE T MATLAB W32 B8 A e I A A5 235 SR 8508 0 E A 1, 280 I, FPG A B 4 i 113 25 9l
TEH, TS OE 5 U — 3.

& Vivado B F b 255 S92 BLIS |, B 1Y 98 RTH AR A i 038 2 s o il 3R P Budle o] DL Y AR SCisea
1 22 T 203 1k 40 1R 25 R R RIS #E 38 /D, AT T 461 4> Slice X & A — 4> Slice %A 44~ LUT 184~
FF, B LA R #E LUT B8 A IR 09 o A SCHY BT 55 e 431 % 1] 3 330 MHz, fif H 58 Jl— ¥ FR
Z I A ek T 1 358 A £h i 9, B 58 il — Ik 2 0 X ik T 2L 4.12 ps.

X b2 T SCHR (7100 52 B, TRl 2 NTT 3fe i 52 30, A B g ffi 4 T W5 4> NTT AL /> PE, fiff 15 3fe 1
Ab P HORE R R B L O B AR TR A A5 R 0 B3t (6 A5 I FE (9 Slice £ H W AR X B> AR 24
T —ADSP, B e b BLA SCHk H ) 4F . SchoolBook 2 P 1H #& i 78 U5 £ 3k % > (B2 H & H e
Ko ISP 8, X 2 T EMERER O(n®), A SCRIFE BN O(nlog, n), M L E WG Z
GARE ABITTER IR RWEL T 3 (R )8 NTT 3 i 82 5 1 42% , % SchoolBook



WEE F.—HHHERLWE % B k69354 ¥ %L FPGA £ 695

FedE w1 9200, IR PERE XS AN S Fr s o AT, AR B e S R ge il F B B B ORIk
RETL %

R2 FEITREBEFRERER

Tab. 2 Circuit resource consumption of the 16670
proposed design
o AP NTTIF SchoolBook
THFERR e e
MVES % ek
LUT 1137 1407 547
FF 1837 1123 555 155 2342
: 461 535
Slice 461 535 201 Rl 201 330 209 320 000
BRAM 2.5 2.5 1.5 Slice/4> R AIZ/MHz /s
DSP 2 1 1 o ARt = EANTTHE = 3C#kSchoolbool3féik
Freq/MHz 330 209 320 PSRRI R A R 5 A J] 400 % LG B
Cycles 1358 2342 16 670 Fig.5 Comparison of resource consumption, maximum fre-
Mul/s 243 004 89 239 19 196 quency and clock cycle
5 HFRIE

ARSCBAT R P NTT BE5R AP PE A BT IF 47 H B 45 1, il 22 1005 5fe 12 Y Ak e 132 L -
w7 JF B Ae T Ak AR RIE et A D . SRR S 2O =128, ¢=65 537 1Y,
SN — IR P Z Ik AT 2 1 358 i b JH 30, fre DR LG B2 412 pes BV RT S8 B, o2 — ol iy 222 114 22 20 5O
AR PG AN BT B B N P AR B 0 U7 S RE R R AL b A B TR e A R A R R A
P

S E 3k

[1]  Chen L, Jordan S, Liu Y, et al. Report on post-quantum cryptography[R/OL]. http://dx.doi.org/10.6028/NIST.IR.8105,
2016.

[2] Yasuda T. Report on workshop on cybersecurity in a post-quantum world [R/OL]. http://www. nist. gov/itl/csd/ct/post -
quantum-crypto-workshop-2015.cfm, 2015.

[3] NSA.NSA suite B cryptography [EB/OL]. https://www.nsa.gov/ia/programs/suiteb_cryptography/, 2015-8-19.

[4]  4th ETSI/IQC workshop on quantum -safe cryptography[EB/OL]. https://www. etsi. org/standards/how - does - etsi - make -
standards/10-news-events/events/1072-ws-on-quantumsafe-2016, 2016.

(5] 95T . TA% 09 2 10 77 S8 MR 98 5 3 H[D . B Ml AR %, 2011
Jiang Yali. Research and design of a lattice based cryptographic scheme [D]. Jianan: Shandong University, 2011.

[6] Ajtai M. Generating hard instances of lattice problems[C]// Proceedings of the Twenty-Eighth Annual ACM Symposium on
Theory of Computing. New York, USA:ACM, 1996: 99-108.

[7] Poppelmann T, Gineysu T, Hevia A, et al. Towards efficient arithmetic for lattice-based cryptography on reconfigurable
hardware[M]. Berlin Heidelberg: Springer, 2012.

[8]  Zeifdh, XLLfk . /NEORE: & i IRIIAE B 5 SE BT Bt R AR S AL, 2013, 28(3): 376-381.
Yuan Bo, Liu Hongxia. Design and implementation of a low power decimal multiplier[J] Journal of Data Acquisition and Pro-

cessing, 2013,28(3): 376-381.



696 R E B L Journal of Data Acquisition and Processing Vol. 34, No. 4, 2019

(9]  JARA . M HiE 5 a2 (M. dbat: BheA e, 2013,
Zhou Fucal. Lattice theory and cryptography [M]. Beijing: Science Press, 2013.

[10] Lyubashevsky V, Peikert C, Regev O. On ideal lattices and learning with errors over rings [J]. Journal of the ACM, 2013, 60
(6): 1-35.

[11] Poppelmann T, Giineysu T. Towards practical lattice-based public-key encryption on reconfigurable hardware[C]//
International Conference on Selected Areas in Cryptography. Berlin, Heidelberg: Springer, 2013: 68-85.

[12] Winkler F. Polynomial algorithms in computer algebralM]. Des Moines: Springer Science &. Business Media, 2012.

EHE TN

SEEE(1995-), 5, i1,
W 7 1 < o 2 A ol 52
E

FRAE(1963-), 5, B ¥z,
WF 5% 7 1) - 4 B B 1 3T
St GEfE RS RS

WEERE(1990-), % A1,
TIFSE 5 i) 0 28 o A 51
# , E - mail: kangrui@nuaa.

edu.cn,

X538 (1983-) , BIEIEH,
Bt Rz W5y
1]« J0F A5 5 Ak B %
Sk VLSI 923, E-mail:
254903115@qq.com,

(%4 . T H)



