ISSN 1004-9037,CODEN SCYCE4 http://sjcj. nuaa. edu. cn
Journal of Data Acquisition and Processing Vol. 32,No. 3,May 2017, pp. 612—620 E-mail: sjcj@nuaa. edu. cn
DOI:10. 16337/;. 1004-9037. 2017. 03. 021 Tel/Fax:+86-025-84892742
© 2017 by Journal of Data Acquisition and Processing

HUERBHEETHET 54K

BEAT OBRER AHEN

(1. R BRI 9 B0 S5 B LR 2424 B, 48 M 350007 5 2. 4% B 8 2 N 4% 26 4 5 35 i B R AR /4 v I 5 S0 3
= @M . 350007)

i s B HARIEDEN T R E RN R BT ERD, A SEMN T HNFEHARERR;
%Tﬁ,kziigf#m%%ﬁaééﬁ%%*ﬁ%ﬁiiﬁh\ﬂiﬂy\%%i‘.g,ﬁuﬂ}'-é’a% A o %ﬁtd&&*ﬁf&
TREAEEF ARG S LTk, HTFEARBPRBEEFaRAHF LG KR L, 5 3 HA KD L5
A EEATHFINBEX rﬁ«]%ﬁﬂ’h‘i‘ﬁ%é‘]lbwaa‘i‘%ﬂ?‘?’]ﬁi*’aﬁié@%ﬁé‘iﬂ‘?o Rl B T AT
HALE THEMET —FEARS LB B ERDEATS) L, iﬁﬁ%%ﬁfﬁ,%frﬁif?u?ﬁﬁbmﬁﬁﬁﬂj
# & FAT A I R 4 B £ 5 KA Z )6 é’Jﬁﬁfi#,x}m‘nkf}’m&mTM B ARG 0 5 RAR

KB TERBSEFANEGEETAHFERIG X T &

hES S, TP391 MERARERG: A

m

Learning and Classification of Malicious Behaviors in Software Code
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work Security and Cryptography, Fujian Normal University, Fuzhou, 350007, China)

Abstract: Traditional signature-based method fails to identify the obfuscated malicious codes, while the
dynamic method consumes a large amount of resources. Currently, most machine-learning-based detec-
tion methods cannot effectively distinguish trojan horses, worms and other malwares. Hence, we propose
a new classification method based on malicious behavior features. The new method first learns specific
malicious behavior sequential pattern of each malware category on the basis of the extraction of malicious-
oriented instruction. The sample is projected to the new space which is composed of sequential patterns.
Based on the new feature representation, a nearest neighbor classifier is constructed to classify the mali-
cious codes. Experimental results show that the proposed method can effectively capture the malicious
behavior and distinguish the differences among the behaviors of different malware categories, so as to im-
prove the classification precision sharply.
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