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Steganalysis of LSB Matching Based on Improved Logistic Regression Algorithm

Guo Jichang, Ji Wenchi, Gu Xiangyuan

(School of Electronic Information Engineering, Tianjin University, Tianjin, 300072, China)

Abstract; Least significant bit (LSB) matching algorithm and common steganographic methods, which
use Gaussian support vector machine (G-SVM) algorithm as the classifier, spend too much training
time. Therefore, an improved logistic regression classifying algorithm named IL-curve truncated-
regularized iteratively re-weighted least squares ( LTR-IRLS) is proposed. Firstly, near-optimal
parameters of Tikhonov regularization are determined based on L-curve, and convergence parameters of
the truncated Newton algorithm are obtained through experiments for increasing the detection accuracy.
Secondly, iteratively re-weighted least squares are utilized to search for the maximum loss expectancy and
truncated Newton methods are utilized to avoid computing the Hessian matrix in the objective function,
therefore reducing the computation amount greatly. Theoretical analysis and experimental results verify
that LTR-IRLS can ensure the detection accuracy rate higher than G-SVM classifier, meanwhile reducing
the training time and increaseing the detection speed.

Key words: L-curve; iteratively re-weighted least squares (IRLS); truncated Newton methods;

steganalysis; least significant bit (LSB) matching
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Table 1 Accuracy comparison between L-curves and fixed parameters

RS ZH a HER R/ % S a HER R/ %

1 1.742 1 96. 0 10 94.9
2 1. 803 2 96. 6 10 95.7
3 1.930 7 96. 4 10 94. 8
4 1.955 1 97.1 10 96. 1
5 2.1237 96. 1 10 95.3
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Fig. 3 Relation between accuracy and convergence parameter
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Table 3 Accuracy and training time of classification algorithms with different embedding rates
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0. 25 0.5
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LTR-IRLS 94.8 7.37 s LTR-IRLS 97.9 6.94 s
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