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High-Accuracy Radio Frequency Fingerprint Transform Method in Low SNR Environ-
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Abstract: Aiming at the radio frequency(RF) fingerprint identification of the wireless transmitter in low
SNR condition, a novel RF fingerprint transform method based on nonlinear parameters in power ampli-
fier for wireless transmitters is proposed. Based on nonlinear power amplifier models and wireless chan-
nel, Kalman filter is applied to estimate the nonlinear coefficients of the model of amplifier with the prior
knowledge of communication frames,and the coefficient vectors are used as RF fingerprints for the identi-
fication of the according transmitters hardware. Theoretical analysis and numerical simulations demon-
strate that the novel RF fingerprint transform method has the advantage in high accuracy at low signal-to-
noise ratio(SNR). The proposed RF fingerprint transform method can be used in the physical-layer fu-
sion identification of wireless or wire communication individuals.

Key words: power amplifier nonlinearity; Kalman filter; radio frequency fingerprint; low SNR

51

il

BT SR S0 TE L R IR — AR S R UGEROR . SR SO — R AR B AE SR AR S B Y
TCLk S S HUBE F 5 B 5 S JC 2 RS SN AR 7 28 e 4 SR AN M T S AL O 15 A 11 P 2 A i 7 4

EL£WB - EHEKARFFEES4 61371111 5B H 5 H 5 58 2 i i AL (2012-319-813-270) ¥ B30 A
Y75 B H#9:2014-03-01; 81T B #8:2014-05-13



LIk F AR ERR TS AR T HRF & 1037

e PERU AT ML . SR SO0 43 BT A RRR ST W2 L R K S BIL T A R A R R O A
B AR SUR T ARSI S, SCHRLO TR A S0 LA 145 5 R B8 AN A0 2% L5 i AR 5 Z T A9 56 2% L 2
SET AT AR AR AR AL AR i e T A AR e M R AR O AN TR B S S RIL . SCRR 10 Xk A B LAY B R
TR AR AR L5 P BT 51 115 5 20 2035 22 S 04T 1 05 L R AR B A8 3 T 99 HIL AR ik 25 B] AT R . Sk
CLLI7E S il b E— 20 0 Dl SRR A i AR LR R PE AT T IR AR I SR B/ 3R 5 AG B 2 S BIL AR 2L
RRAE  IF R AT R 5 BEAT 1 R SE 58 IO T ARGF RS R . SR B Y TR S PIL S A St
B AR BOIRTT 1 AEAR A W LI DR A7 1 58 Y 38 ORI 35 22 TR o DT 52 Wy TE A8 T3 SR A [ R, 0 i
— ] AL, A S FH B0 38 0K i i 0 RO TR 8 M08 2 W R R s SR R R B 0B 0T 35 ol i i 4fE 12 A
PR RS R RO SRS REAG T . 25 R R AR A5 W LU A5 PR R L AR SO $2 07 1 A8 #0453 19 915 20470 RE 3R A5 B v
4 TR T B R

1 RGEHEBSHIFEYLEBRTIE

BT I RO T R S LAY 22 AR M A8 0 AR SC 2 U RV A s IBT 1 T s 11 S A 48 S0
MARGHA, WME 1R FFEREES s G RIE RGN 260 B4 5 F A5 8 5 v & i B
o) THEBIIRRGES voo 3R JG HEAT SR 8028 e FR 51 .

R T&AFIE fRer R

B 1 SR SOR R SRR B

Fig. 1 System model of RF fingerprint identification
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Fig. 3 Distribution of wireless transmitter features under different SNR
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Fig. 4 Correct classification rate of three transmitters under different SNR
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