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W OE: AdoMEELEMH.LIFE F 4 % ik (Narrow band code division multiple access, N-CDMA)
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Attack-Resistance and Enhancement on Security Framework of N-CDMA

Chen Dehong, Liu Xiaodong, Liu Mei
(School of Electrical and Information Engineering, Anhui University of Technology, Maanshan, 243032, China)

Abstract: Analyzed the channel structure, it is found that there is an inherent signal feature on the plain-
text in N-CDMA system. A new ciphertext-only attack method is proposed to solve the initial phase of
the key sequence by eavesdropping 20 ms ciphertext frame. By exploiting the linear relations between the
key sequence and the state of the long code generator, an algorithm for decoding the private mask is pro-
posed. It is proved that the voice encryption of N-CDMA system is unsecure while attacked by ciphertext-
only attack. Aiming at the safety defect of IS-95 system and possible attack methods, a new enhancement
scheme is proposed to improve the security framework of IS-95 system.

Key words: information security; cryptanalysis; ciphertext-only attack; N-CDMA; private mask
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Fig. 1 Baseband signal encoding of forward traffic channel
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Table 3  Position relations of repeating symbols of rate 1/2,1/4 and 1/8
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Fig. 2 Long code generator
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Fig. 3 Proposed enhancement scheme of scrambling
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