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User Behavior Analysis Based on Decomposition of Time-Stamp Sequence
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Abstract: A decomposition method of user packet time-stamp sequence is proposed. Firstly, the method
samples the time sequence and utilizes a low-pass filter to extract the burst component based on the dif-
ferent attenuation characteristics of different types of sampled signals. Then, it uses a traversal and
matching method to extract the periodic sub-sequence based on Euclid distance between vectors. Finally,
it decomposes the encrypted packet sequence into the burst, periodic, and random components. The
method does not need to parse the payload of packet, while the periodic component can be used to analyze
the user’s routine behavior, and the burst component can be used for burst abnormality detection. Simu-
lation results show that the method can effectively distinguish different components in the sequence.

Key words: user behavior analysis; time-stamp sequence; low-pass filter; periodic sequence extraction
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Fig. 13 Sequence component extraction of node 5
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Fig. 14 Component extraction of simulated time sequences
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