2955561 ® #®# % £ 5 4 #H Vol. 29 No. 6
2014 11 A Journal of Data Acquisition and Processing Nov. 2014

XEHS :1004-9037(2014)06-0991-07

ETHEEMRWIA Zigbee ) BEHLIER N 77 %

BAM T K OKET AEH PER

(1. B TR 2R SHOR 2 5 4E . 4540035 2. b fF B 24 PE .0, 65T, 100101
3. JL TR H 2 B 4 B, A 5T, 100876)

HEMABREMNZFRESLEABI RN ELZAL., ATAHIMNRELEANDER R LT Zighee LKA
TR R A, KX A Zighee MW HF 5 UM L b s m X5 X7 T 458G an
53X o, 3 A T4 M R Ab 1649 Zigbee RUALMEAR M 7 i, M 2k T = 70 4B M Ak A B S 4b A 2% 1 40 55 1 ) 7 RE AL
Ji 3 69 K S B AT OB A BT Zighee X R T EAT MBI AR M ERE, GAEREAN, ZAH LA R
ERNTERGEHL LNERIALARA ADERNRAANZEZANFREE L ERIEF.

K447 : Zigbee i s 4B M A F A0 B 5 AU BE ) 5K,

FE 45 %S TP309 XEARERD A

Randomness Tests Method of Zigbee Protocol Based on
Matrix Probability Test

Tang Yongli', Wang Zhen', Zhang Wenwen', Liu haifeng®, Guo Yucui®
(1. School of Computer Science and Technology, Henan Polytechnic University, Jiaozuo, 454003, China;
2. Beijing Information Security Test and Evaluation Center. Beijing, 100101, China;

3. School of Sciences, Beijing University of Posts and Telecommunications, Beijing, 100876, China)

Abstract; Randomness tests of cryptographic algorithm is analyzed. In order to test and identi-
fy Zigbee protocol security of cryptographic algorithm in the internet of things (1I0T), test
modes are organized and divided combining with the characteristics of Zigbee networks and bi-
nary matrix rank theory test, and randomness tests method of Zigbee protocol are proposed
based on matrix probability test. The method solves the one-sidedness of binary matrix rank
test to simply judge random sequence by linear correlation. It can determine whether the Zig-
bee protocol encryption mechanism and encryption strength are implemented or not. Simula-
tion results show that this algorithm has less errors, and higher reliability, which is much
more convincing. The proposed method provides theoretical and practical guidance for informa-
tion security evaluation of IOT.
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