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Multi-Classifier Fusion Based Rate-Unknown Image Steganalysis
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Abstract: A rate-unknown image steganalysis scheme is proposed based on multiple-classifier
fusion. Firstly, various classified results are acquired by using the multi-rate classifiers estab-
lished in the training phase. Secondly, these classified results are converted to evidence and en-
hanced through introducing weighted coefficients which are acquired according to the missed
detection rates and the false alarm rates of different classifiers. Finally, the decision is obtained
by Dempster-Shafer (D-S) evidence theory based on weighted coefficients. The detection work

is presented to attack LSB matching. Experimental results show that the proposed method im-
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proves detection accuracy.
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Fig. 1 Training process of rate-unknown steganalysis
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Fig. 2 Test process of rate-unknown steganalysis
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Table 1 FN and FP with different parameters
SR I P 1B A FP/%
0.1 0.2 0.3 0.4 0.5 0.6 07 0.8 0.9 1.0
a=0.8,b=0.1,c=0.1 95.3 79.9 21.1 3.4 0.5 0.3 0 0 0 0 3.0
a=0.1,b=0.1,c=0.8 96.0 88.9 27.7 6.4 1.1 0.2 0 0 0 0 2.8
a=0.1,6=0.8,c=0.1 53.7 6.1 1.2 0.2 0.1 0.2 0 0 0 0 4.4
a=0.1,6=0.9,c=0 41.5 4.9 1.0 0.1 0.1 0.2 0 0 0 0 5.7
F2 AEAENE—BRANEMBERNZNENIERZE
Table 2 ACC for different methods with single embedding rate and mixed embedding rate
I _ _ WRERRAE _ __ Ra
0.15 0. 25 0. 35 0. 45 0.55 0.75 AR
Fik 1 91. 00 95.95 97. 20 97.10 98. 20 98.70
Fk 2 81. 85 92. 80 95. 80 96. 85 97. 45 97.65 93.10
AR H B 87. 30 96. 50 97. 45 97. 60 97. 60 97. 60 94. 65
R3 AEAAENE—BANEMBERNENEER
Table 3 FP for different methods with single embedding rate and mixed embedding rate
T i GRS TN RE
0.15 0.25 0.35 0.45 0.55 0.75 AR
Fikl 9.9 5.3 4.6 5.5 3.2 2.4
Tk 2 4.2 4.2 4.2 4.2 4.2 4.2 4.2
A5 ik 4.7 4.7 4.7 4.7 4.7 4.7 4.7
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