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Adversarial Attacks with Gaussian Noise and Flipping Strategy
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Abstract: For adversarial attacks, black-box attacks are more challenging and applicable than white-box
attacks. Recently, black-box attacks based on the transferability of adversarial examples have become
mainstream methods. However, the adversarial examples generated by most existing methods exhibit low
efficiency in black-box attacks. In this paper, a combination strategy based on Gaussian noise and flipping is
proposed to enhance the transferability of adversarial examples, thus achieving higher black-box attack
success rates. Moreover, this strategy can be integrated into any gradient-based method to obtain stronger
attacks. Extensive experiments on an ImageNet-compatible dataset show that our proposed method can
generate more transferable adversarial examples. In addition, our best attack can fool six state-of-the-art
defense models with an average success rate of 86.2%, and deliver 8.0% success rate increasement
compared with the state-of-the-art gradient-based attack.
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Fig.1 Architecture graph of GF strategy adversarial attack
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Fig.3 Influence of Gaussian noise standard deviation on ASR
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Table 1 Influence of Gaussian noise and flipping strategy on black-box attack success rate %

s et TN E I N mopwer NS TR
F-MI'FFGSM 66.7 62.9 51.5 26.1 25.1 13.3 10.0 12.9 17.9 31.8
G-MI-FGSM 78.8 76.2 67.8 42.5 42.7 23.6 16.7 22.7 34.7 45.1
GF-MI'FGSM 81.3 78.8 71.5 46.4 46.4 26.5 19.0 25.3 37.8 48.1
F-DIM 83.1 78.9 68.8 32.9 31.7 17.1 15.8 17.6 25.7 41.3
G-DIM 87.2 84.6 78.0 47.1 47.8 27.9 21.1 28.1 40.3 51.3
GF-DIM 87.8 85.9 80.1 50.9 50.8 30.6 23.5 30.2 421 53.5
F-TI-DIM 72.5 61.4 55.7 56.6 55.8 43.7 474 43.7 48.6 53.9
G-TI-DIM 74.6 65.2 61.4 66.2 65.8 55.1 56.1 53.7 58.8 61.9
GF-TI-DIM 76.3 67.6 63.4 67.9 67.5 57.3 58.4 55.5 60.5 63.8

R2 BEEA—UMNBERERIEZN

Table 2 Influence of pixel value normalization on black-box attack success rate %

it Oy ik Inc-vd InCVRZW Res-152 IZE:; IZ;;ZS Izczlzre]: HGD R&P NIPST3 ﬁ;ﬁjﬁﬁx
Gﬁﬂ?&){EM 74.9 71.8 62.8 37.5 36.0 19.8 11.5 19.0 29.8 40.3
H—1 G-MI-FGSM  78.8 76.2 67.8 42.5 42.7 23.6 16.7 22.7 34.7 45.1
KIH—1k G-DIM 84.7 82.1 74.4 41.6 41.8 23.2 14.4 23.9 36.0 46.9
H—4k G-DIM 87.2 84.6 78.0 47.1 47.8 27.9 21.1 28.1 40.3 53.1
AH—MG-TI-DIM  73.4 63.5 60.0 65.2 64.3 52.9 53.6 52.1 56.9 60.2
IH—1k G-TI-DIM 74.6 65.2 61.4 66.2 65.8 55.1 56.1 53.7 58.8 61.9

R IR R AN — AL 77 A LT T XA AR 1 R & Bl P fE

3.3 REAWE

A SCH GF SR W& Mo 7 1 5 R B0k O Wil 7 S T T80k 00 X bE SE 5, B 43 S R 4 A 3K 3 A AR
Inc-v3.Inc-v4 IncResv2 Fl Res-152 Az AR B (9 X HUAEAS , 3 H X5 T B A7 10 AR 1 B0k i %2 0 AL
Fe3~5ATLUF th, GF HRE J5 vk al A %ok A 58 T 86 B X 5 vk i Bt Pk i, 10 15 WO 5 ok e Bt
D5 VR AR FF R = 1 1 s T S 4 N R AR R A L R G G T & AN, GF-TI-DIM J7 i 7E Inc-
v3ens3 A A Inc-v3 B AL [ A9 3505 BRI 243 5 h 67.9% F197.9% o SR, A1 . A9 FE 28 T % T1-DIM W

Sk 45.5% F197.2% .

SRRSO W R REAR HEAT T v 30T MR A S o Ak B (B T HGD 3 Rl R FH 3 e 19 2 DA B A o 3 B
XA W A B A8 7 A AT SR AT . R 3~5 T LR Y T HGD B (AR B, 1205 i (19 B 2 30 KK i
T IELT X AR WA B XEHURE AT X HGD Bl A5 B O -5 AR 5 X o 1k

AT, AR SCIE R B J7 3% L T GF Mg i J7 ik 5 R ity 75 12 0 AR U XL REAS o AT 5
AR AR STV I A R B RE A LG T S 2 B0 5 1 O AT B0 X M RUE



256 e RE B LI Journal of Data Acquisition and Processing Vol. 36, No. 2, 2021

%3 MI-FGSM #1 GF-MI-FGSM B 1% ASR X bt
Table 3 Comparison of single-model ASR of MI-FGSM and GF-MI-FGSM %

IncRes-  Res- Inc-v3 Incv3 IncRes_

il Y - -
s Ueiti Iy ik Inezv3 Incv4 v2 152 ens3 ens4 vZens

HGD R&.P NIPSr3

MI-FGSM 100 51.5 48.5 40.7 21.1 19.2 10.3 6.5 10.0 13.7

Inc-v3
GF-MI-FGSM 100  81.3 78.8 71.5 46.4 46.4 26.5 19.0 25.3 37.8
MI-FGSM 68.8 99.9 54.8 49.1 23.4 22.0 12.6 10.4  13.3 17.0
Inc-v4
GF-MI-FGSM  88.4 99.9 82.3 75.4 52.9 52.5 34.9 29.6 35.6 45.3
MI-FGSM 74.4  63.8 100 54.7 30.2 27.3 19.5 19.3 19.0 22.0
IncRes-v2
GF-MI-FGSM  89.2 87.2 99.8 80.2 62.7 58.6 50.0 46.2 47.8 56.7
MI-FGSM 56.4  49.6 47.4 99.5 26.4 26.1 15.8 18.0  15.5 18.8
Res-152
GF-MI-FGSM  77.8 734 72.6 99.4 53.1 51.9 37.8 39.6 37.6 45.8
%4 DIMF0GF-DIM ###8 ASR Xf Lt
Table 4 Comparison of single-model ASR of DIM and GF-DIM %
s Wb Inevd Incvd IncRes- Res-152 Incv3  Incv3 IncRes_ HGD  R&.P NIPS-
v2 ens3 ens4 v2ens r3
DIM 994 725 67.1 57.7 24.1 23.7 12.4 9.7 13.5 19.7
Inc-v3
GF-DIM 99.3  87.8 85.9 80.1 50.9 50.8 30.6 23.5 30.2 42.1
DIM 81.7  99.6 73.1 63.6 26.8 26.8 16.0 15.2  17.3 23.8
Inc-v4
GF-DIM 91.3 99.4 87.6 82.4 57.1 55.7 38.9 354 41.3 50.9
DIM 85.5 83.5 98.4 73.0 40.5 37.4 25.5 29.8  29.7 36.3
IncRes-v2
GF-DIM 91.3  90.1 98.4 85.0 67.4 62.9 54.4 53.4 54.9 63.3
DIM 82.0 79.8 77.7 98.5 41.7 39.2 26.0 33.9 29.3 36.2
Res-152
GF-DIM 88.0 85.6 84.4 99.2 62.2 60.5 46.9 51.8 48.8 58.0
%5 TI-DIM 1 GF-TI-DIM B8 ASR X Lt
Table 5 Comparison of single-model ASR of TI-DIM and GF-TI-DIM %
BH kO Inewvd Tnevd RS Regisy MEVS InewdneRes.pon pep o Nipsr3
v2 ens3 ensd v2ens
TI-DIM 97.2 61.7 50.5 47.3 45.5 46.2 34.9 37.2 37.5 40.4
Inc-v3
GF-TI-DIM  97.9 76.3 67.6 63.4 67.9 67.5 57.3 58.4 55.5 60.5
TI-DIM 69.1 98.7 56.0 49.9 48.6 48.1 39.0 41.0 40.7 43.0
Inc-v4
GF-TI-DIM  79.5 98.3 70.2 62.5 67.1 67.5 58.7 59.9 58.1 61.3
TI-DIM 73.9 71.0 95.7 61.2 60.6 60.5 59.2 59.2 63.1 61.9
IncResv2
GF-TI-DIM  80.9 79.1 95.6 70.3 75.1 75.0 75.0 71.6 73.4 74.2
TI-DIM 64.7 60.3 57.1 95.8 58.4 59.0 51.8 53.8 53.2 55.2
Res-152

GF-TI-DIM  71.5 67.2 63.9 97.4 69.8 70.6 64.9 64.4 64.0 66.5
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(a) Adversarial example 1
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(b) Adversarial example 2
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(c) Adversarial example 3
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Fig.5 Adversarial examples
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AR SCR T AR R T O ok i — A AR TR X PURE A g ol e R . 1 5 B 4 AR A Ine-v3  Ine-
v4 Res-152 fl IncRes—v2 fil &5 R AL AT o AR5 , R GF 3R mg B0k 7 10 15 B4R il 75 i R AT 4 B 7Y
ek Xf b 7R SEE B AR AR L 4 AN AR R 4 A (IR B R A TR
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®6 HEMMEE ASRYLL

Table 6 Comparison of ensemble-model ASR %

& - - Lo ST 4

et Ejljﬁj?:;’] Inc \:;36115 Inc \fens Inczlzreiziv HGD R&.P NIPS-r3 h;}j;/j
M-MI-FGSM 99.70 51.30 48.60 32.60 39.90 32.90 44.00 41.60
MGF-MI-FGSM 99.30 83.90 80.60 71.10 71.50 72.10 80.10 76.60
M-DIM 98.30 64.30 60.10 43.20 54.60 51.20 64.40 56.30
MGF-DIM 98.60 85.80 82.30 73.50 74.90 75.90 82.10 79.10
M-TI-DIM 94.50 79.70 78.90 75.00 78.30 78.20 79.20 78.20

MGF-TI-DIM 96.20 88.30 87.90 84.90 85.60 84.30 86.10 86.20
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Fig.6 Comparison of attack success rate
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